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Deliverable 3.2
Desk Reviews: Assessment of mobile infrastructure in each
case country
In fulfillment of Deliverable 3.2, SIMLab has conducted desk research on all eleven
ICT4COP focus countries. Desk research is summarized in the form of “desk
reports” covering SIMLab’s five key “Lines of Inquiry.” These reports serve as
preparation for fieldwork conducted by SIMLab or ICT4COP researchers, wherever
fieldwork is indeed feasible. Regardless of the feasibility of the fieldwork research,
the desk reports also serve as an initial background on the overall technology and
communications landscape in each country. They are technical, rather than
academic reviews, and consider the accessibility and affordability of different
information and communications technologies, and how inclusive technologies can
best be leveraged for informing police reform and bolstering community oriented
policing strategies.
The desk review is conducted using secondary sources and aims to provide a brief
historical background of each country and a general discussion on the country’s
demographics, contextualized to how these characteristics may impact the
technology and communications landscape in the country, particularly as it relates
to citizen security. The reports build on the existing findings from ICT4COP
researchers, and also use source material such as national and international
reports, government data and research, published academic literature, or grey
literature from businesses, think tanks, or multilateral organizations. The analysis
focuses on information and communications capabilities, usage patterns,
infrastructure, regulatory policies, recent trends, public and private
investments/interventions, and how this influences the use of inclusive technologies
by communities and security services. As such, the desk review serves as: general
preparation for fieldwork wherever possible, an indication of areas to focus on
during the fieldwork, and preparation for other deliverables, including 3.3, 3.7, and
3.8.
The desk reports are organized by region, and each of the four regional chapters
begins with an explanation of the overall methodology, as well as a summary of
ongoing ICT4COP research in the region, to offer initial context. Each chapter then
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features a country specific desk report that addresses the country’s recent history
and security background, before continuing on to a discussion of the five lines of
inquiry regarding communications and technology, considering: people, community,
market environment, political environment, and implementing environment. Given
SIMLab’s ability to carry out pilot projects in two of the eleven focus countries, the
line of inquiry regarding “implementing environment” considers active organizations
or precedent initiatives that have utilized community-facing communications
strategies or ICTs for community empowerment or community safety, as a means
to understand how ICTs can best be leveraged in the future to strengthen the
communications and relations between community members and police in the face
of violence, conflict, or risk.
N.B. The initial delivery date for Deliverable 3.2 was set as 30 November 2016. A
previous postponement request (which misidentified this deliverable as 3.1) was
made, based on changes in the project timeline due to staff changes at SIMLab and
the timing of the work of the researchers. This request was never responded to by
the EC Programme Officer.
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Desk Reviews: East Africa
Introduction
The following desk research reports serve as background on the information and
technology landscape in the following East African countries of Kenya, Somalia, and
South Sudan. While field research by SIMLab staff is unlikely due to security
constraints in Somalia and South Sudan, fieldwork has been ongoing by SIMLab
staff and ICT4COP Work Package researchers in Kenya, and to a limited degree by
work package researchers in Somalia and Somaliland. Brief findings from the
ongoing research are summarized here. Overall, the desk reports intend to offer
background for ongoing research conducted by ICT4COP Work Package
researchers. For each of the three countries, the desk report begins with a brief
country history, background on security, and then continue on to describe five key
“lines of inquiry,” as defined by SIMLab’s Context Analysis Framework. The
framework aims to understand the context in which people access inclusive
technologies, and how this relates to human security at the community level.

Ongoing Research

As of May 2017, research has primarily been conducted in Kenya by SIMLab
researchers and ICT4COP work package leaders and researchers. Minimal research
has also been conducted in Somaliland and Somalia, and no research has been
possible to date in South Sudan. In Kenya, SIMLab has been able to conduct
fieldwork in Turkana County, in Kenya’s northeast, and has begun planning efforts
for a pilot project to support the efforts of international and local NGOs working on
an Early Warning System (EWS) and Community Peace Representative (CPR)
program, enabling community members to support local efforts for peacebuilding
and violence prevention, particularly in the runup to the August 2017 presidential
elections in Kenya. Overall, initial desk and fieldwork research indicate that
communities in Turkana County are greatly challenged by their remote landscape,
both for the sheer distances from government services, including police, and for
consistent communications. With minimal electrification, low income levels, and low
literacy, communities tend to rely on face-to-face communication primarily as a
means to gain information or share news about risks or violent incidents. The police
force in the county face these same challenges as well, and are extremely limited
by lacking resources, including communication technologies or even police vehicles,
and report being hindered by central and hierarchical decision-making structures
within the national policing structure. At the community level, there is growing
interest in building relations with police, but minimal discussion of community
policing as a concept or implemented strategy. Findings from the Turkana County
research and pilot planning will be shared in greater detail in the following desk
report, as well as in the context analysis findings.
While SIMLab research has primarily focused in Turkana County for the present
moment, work package leaders and researchers have spent time on research in
Nairobi, Kenya. Research indicates that understandings of community policing vary
greatly, with a marked distinction between the language used for “official rhetoric”
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or the promotion of a Nyumba Kumi neighborhood watch system, and the reality of
community policing on the ground. Whereas police policy indicates community
policing as a joint effort between communities and police to respond to community
needs, this is betrayed by ongoing challenges with police corruption, brutality, and
extrajudicial killings, which is particularly prevalent in urban informal settlements.
Research at the station level in Nairobi revealed that approaches to the community
are largely determined by the leadership of the “station commander,” who sets the
tone and expectations for the police they supervise. With regard to the use of ICTs
specifically, the research notes that mobile phone ownership is common among
citizens and police alike, including examples of tribal chiefs or police officers using
Twitter as a social media tool to partner with communities. Nonetheless, these
examples are limited, and do not point to any widespread adoption of communityfacing engagement strategies that utilize ICTs in an inclusive manner.
Research by ICT4COP work package researchers in Somalia has been minimal due
to severe security constraints, and impossible to conduct in South Sudan. Some
ICT4COP work package research has focused on Hargeisa, Somaliland as a means
to beginning to understand the overall context in Somalia. Initial research from
Somaliland indicates minimal understanding of community policing as a term, with
some associations either with formerly repressive systems of governance under the
Barre administration. A general consensus emerged on community responsibility for
neighborhood reporting of incidents, particularly in the face of limited police
resources, training, and even motivation. At the same time, however, the term
“community” presents significant challenges, as it may be associated with clan
identities rather than a broader civic identity, and therefore not encourage the
intended inclusive approach to policing and security. Additional research has
focused on interviewing with individuals in Mogadishu, Somalia, in order to
understand ongoing security concerns and policing challenges in the country’s
capital. Although community policing efforts have been introduced by major donors,
definitions are varying and early research findings indicate that the police remain
too heavily militarized to enable effective community engagement or partnerships.
Much like in Somaliland, some associations with the concept of community policing
link the term to clan-based systems, such as vigilante groups in the country’s
countryside responsible for neighborhood patrolling. With regard to the use of ICTs
specifically, the research notes that while ICTs have grown in popularity, their
application to policing is still limited. Research notes that communities may not feel
comfortable communicating with the police through mobile phones, may not expect
police to respond to calls, and that the most vulnerable of Somaliland or Somalia,
including the internally displaced, are unlikely to have access to ICTs of any kind.
ICTs are also viewed with great skepticism due in part to the region’s illiteracy rates
and reliance on less sophisticated communications channels, such as murals or
posters, but also because of the growing use of surveillance by government
agencies and ICTs cooption by Al-Shabaab.

Desk Review: Kenya
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Executive Summary

With a mobile penetration rate of more than 80%, Kenya has been hailed as a
success for its booming ICT growth and supportive environment for innovation.
Even so, the country still faces high rates of illiteracy and poverty, greatly
challenging access to mobile technologies or ICTs of any kind, for at least a fifth of
the country’s population. In the far reaches of Turkana County, Kenya, for example,
where SIMLab’s research currently focuses, mobile communications are much more
challenging to come by, and factor very little into community communications. As
more remote communities face ethnic conflict over limited resources or encroaching
drought, particularly in the runup to the country’s elections in August 2017, this
research will carefully consider other means of communication that are common
and accessible at the community level, and therefore more practical tools for
community engagement around security issues. The following Desk Review will
focus on communications and security in Kenya. In preparation for fieldwork in
Turkana County, Kenya in November 2016, the Desk Review will also focus on
county level specifics. The desk review primarily serves as general preparation for
the fieldwork in Turkana County, which in turn will serve as preparation for the pilot
project to be initiated in Turkana County in conjunction with Handicap International
(HI). In order to best understand the communications and security context in
Kenya, the report considers five “lines of inquiry:” people, community, market
environment, political Environment, and implementing environment, in which the
report considers the environment in which the pilot project will take place. Before
continuing on to the summary of the indicated lines of inquiry, the review also
provides a brief summary of ongoing research, and then introduces a brief historical
background, as well as a background on security in Turkana County, Kenya.
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Brief Country History

Kenya has been a historically unequal society, and even with economic growth
since the country’s independence in 1963 and the country’s proceeding
democratization and constitutional reforms, poverty and insecurity have remained
grave and interconnected challenges to the country’s stability and growth.1 In 2009,
45.2 percent of the adult population was estimated to live below the poverty line.2
This impoverishment and inequality extends to access to services and resources,
and police and security is just one example of insufficient servicing from
government. Generally speaking, crime and insecurity are common across Kenya in
both urban and rural areas,3 ranging from violent robbery to international
terrorism, such as numerous attacks instigated by the al-Shabab terrorist group.4
The Kenyan police are commonly categorized by limited resources, poor training,
and slow response times, in addition to the corruption or brutality that many
communities may fear.5 As recently as 2014, research by Transparency
International found the National Police Service to have an 81% corruption score,
making it the country’s most corruption-prone public institution.6 In turn, police
reform has been an ongoing challenge for several decades, emerging with multiparty democracy in the 1990s in Kenya.7 Police reform saw renewed focus following
the violence following the 2007 elections, during which the police were frequently
identified as aggressors of violence and fatalities.8 Under the Constitutional reforms
in 2010 the National Police Service (NPS) was established, bringing together the
Kenya Police and the Administration Police under one independent commanding
office.9
While overarching review boards and oversight authorities have been put into
place, local level initiatives have been slower to take root. For example, community
oriented policing has been slowly introduced, in part because of the fraught history
of more traditional approaches to community policing, which had previously created
an avenue for coercive behavior, or even illegal behavior at the community level.
An initiative known as Nyumba Kumi, Kiswahili for ten households, is an example of
a more formal community policing mechanism that has been put into place. The
Nyumba Kumi (NK) initiative has been selectively implemented across Kenya, in
which households are grouped together in a “cluster” (in groups of approximately
10 households or families) to encourage community-level accountability for security
1 KNBS and SID (2013). Exploring Kenya’s Inequality: Pulling apart or pooling together? Turkana County.
Retrieved from: http://inequalities.sidint.net/kenya/wp-content/uploads/sites/2/2013/09/Turkana.pdf
2 KNBS and SID (2013). (6).
3 ICTJ (2010). (2). Security Sector Reform and Transitional Justice in Kenya. Retrieved from:
https://www.ictj.org/sites/default/files/ICTJ-Kenya-Security-Reform-2010-English.pdf
4 Gaffey, C. (2016). Newsweek. Five African Elections to Watch in 2017. Retrieved from:
http://www.newsweek.com/five-african-elections-watch-2017-531392
5 Mageka, A. (2015). Security Sector Reform Resource Centre. Police reform in Kenya: challenges and
opportunities. Retrieved from: https://www.ssrresourcecentre.org/2015/10/09/police-reform-in-kenya-challengesand-opportunities/
6 Mageka, A. (2015).
7 KNHCR (2014). (66). Are we under siege? The state of security in Kenya. Retrieved from:
http://www.ke.undp.org/content/dam/kenya/docs/Democratic%20Governance/State%20of%20Security%20in%20
Kenya%20-Occassional%20Report.pdf
8 ICTJ (2010). (3).
9 KNHCR (2014). (69).
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issues.10 While the NK initiative focuses on fostering horizontal community level
engagement, the overall aim is to improve relations and communications between
the community and the National Police Service (NPS).11

Background on Security in Turkana County
In general, conflict in Turkana County is characterized by competition over scarce
resources. Communities are highly dependent on land and livestock, creating a
heightened risk of violence in the face of resource scarcity, which is often
exacerbated by the onset of drought (BBC 2009).12 Adding another layer of risk is
the reality that pastoralist communities increasingly have access to firearms,
typically acquired through illegal arms trade across the nearby transnational
borders with conflict-affected countries such as Uganda, South Sudan, and
Ethiopia.13 As such, “cattle raids, inter-communal resource conflicts, and banditry
are common.”14 Although Turkana County is currently experiencing what many
have categorized as “peacetime,” the threat of cattle raids and the escalation of
violence due to high levels of firearms ownership nonetheless remains. In Turkana
County, resource-based conflict often interplays with “tribal animosity” between
tribal groups in the region, most notably the Pokot and the Turkana.
In terms of connectivity, geography plays an important role in determining how
individuals and communities are able to stay in touch with one another, and with
their government and other service providers. This is particularly compounded in
the face of security threats. Writing in a report on policing in peripheral counties in
Kenya, researchers from the Small Arms Survey succinctly note, “Turkana is a
challenge to administrators due to its remoteness and poor infrastructure…weak
governance and the absence of security have compounded the poor security
picture.”15 As it relates to conflict and security enforcement specifically, there is a
generally perceived “absence of government.”16
Before continuing on, it is useful to briefly review the public and private actors
involved in security provision in Turkana County, to understand the security
structures and stakeholders mentioned by participants during the following
summaries of context analysis findings. Overall, security in Turkana County is
provided by a number of different entities. The federal government is responsible
for policing through the National Police Service (NPS), which has a county level
10 NKS (2016). Nyumba Kumi FAQs. Retrieved from: http://www.nyumbakumisecurity.com/index.php/about
11 Republic of Kenya (2013). Draft Guidelines for Implementation of Community Policing. Retrieved from:
http://www.syokimau.or.ke/sra/Draft_guidelines_for_implementation_of_NYUMBA_KUMI.pdf
12 Ross, W. 2009. BBC News. Drought: Kenya’s own banking crisis. Retrieved from:
http://news.bbc.co.uk/2/hi/africa/8297000.stm
13 Al Jazeera (2014). Armed guards protect herders in north Kenya. Retrieved from:
http://www.aljazeera.com/video/africa/2014/03/kenyan-tribes-buy-illegal-guns-protection2014311089486313.html
14 IRIN (2009). What drives conflict in Northern Kenya. Retrieved from:
http://www.irinnews.org/report/87450/kenya-what-drives-conflict-northern-kenya
15 Mkutu, K. and Wandera, G. (2013). Small Arms Survey. Policing the Periphery Opportunities and Challenges for
Kenya Police Reserves. Retrieved from: http://www.smallarmssurvey.org/fileadmin/docs/F-Working-papers/SASWP15-Kenya-Policing-the-Periphery.pdf
16 Steinhublova, T. (2016). Security Sector Reform Resource Centre (SSRRC). Community security in Kenya’s
frontiers. Retrieved from: https://www.ssrresourcecentre.org/2016/01/22/publication-summary-communitysecurity-in-kenyas-frontiers/
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General Commanding Station (GCS) (located in Lodwar) as well as smaller
substations (closest in this research context is in Kainuk). Police are notoriously
resource limited, however, and given the sheer distances required to reach remote
communities, and the protocol requiring officers or police substations to get
approval prior to responding to emergency situations, police response time is
limited and often delayed. Given this, and some lingering reluctance to
communicate directly with the police, communities often rely on other security
providers or stakeholders in times of emergency or threat.
The primary non-police security stakeholders are volunteer reservists, formally
known as the Kenya Police Reserve (KPR) and now known as National Police
Reserve (NPR), though the acronyms are often used interchangeably by community
members. The NPR is comprised of community members who volunteer to act as
first responders. Though NPR members receive training and arms through the NPS,
they are not otherwise compensated or salaried. Though the NPR are challenged by
a lack of resources and the vulnerability of having to respond to emergency, and
often violent, situations, they are nonetheless highly regarded in the community for
their accessibility at the local level, and came up frequently during the FGDs and
KIIs. Other security stakeholders to bear in mind include members of the County
“Peace Committees,” who contribute to community discussions about peace, help to
mediate disputes, and bring intel regarding possible threats to the County
government during formal Peace Committee meetings. Another common security
stakeholder among the community groups convened through the research are
known as Community Peace Representatives (CPRs), volunteers trained through
Handicap International (HI) and other local implementing partners. The CPRs are a
growing program, with the aim to create another avenue for community members
to express concerns about ongoing threats, and report incidents, such as sexually
and gender based violence (SGBV).

Lines of Inquiry
People
The Republic of Kenya has a population of approximately 42.7 million people, with
Swahili and English as the major languages spoken.17 Literacy in Kenya varies
greatly by geography. While on average 38.5 percent of the population is literate,
population centers such as Nairobi have literacy levels of 87.1 percent, by
contrast.18 In addition to geography, literacy and numeracy levels also vary by
gender, with males with a consistently higher rates by at least 6 percentage
points.19 With an overwhelmingly informal economy and stagnating economic
growth in agriculture and manufacturing,20 Kenya is classified as a lower-middle

17 BBC Monitoring (2016). Kenya country profile. Retrieved from: http://www.bbc.com/news/world-africa13681341
18 Eldis (2007). Kenya National Adult Literacy Survey report. Retrieved from:
http://www.eldis.org/go/home&id=31868&type=Document#.WFhQkqIrLdQ
19 Eldis (2007).
20 The World Bank (2016). Economic memorandum: Kenya’s Growth Story. Retrieved from:
http://www.worldbank.org/en/country/kenya/publication/kenya-economic-memorandum-from-economic-growthjobs-shared-prosperity
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income country, with a GNI of $1,160.21 Overall, the country faces significant
poverty levels, and crime and high unemployment as a result.22 Estimates in the
last decade (2009) categorized at least 10 million Kenyans “in need of food aid.”23
Kenyans belong to a multiplicity of tribes, with the Kikuyu the largest with an
estimated 17% of the population.24 In addition to its own ethnic diversity, Kenya
has also seen the arrival of hundreds of thousands of Somali refugees from nearby
Somalia. Estimates place that Kenya presently shelters approximately 400,000
Somali refugees.25

Community

Turkana is Kenya’s second-largest county, encompassing an area of 77,000 square
kilometers. Turkana is in Kenya’s northeastern corner, bordering Uganda, South
Sudan, and Ethiopia. Generally speaking, Turkana County is home to a number of
different ethnic groups, many of who migrate based on the season. Groups include
the Karimojong, Dodoth, Toposa, Merille, Nyangatom, Samburu, Turkana, and the
Pokot.26 Approximately 930,000 residents live in Turkana, and communities are
predominantly pastoral, living in small villages or kraals across the arid landscape.
Primary economic activities include livestock farming, trade, fishing, or weaving.27
Approximately 50% of the population works in agriculture, while another 17%
works in family business.28 Lodwar is the county headquarters and the largest
urban center, hosting 6% of the population.29 General challenges include unreliable
rainfall resulting in insufficient water for human consumption as well as for
agriculture and livestock, lacking infrastructure, as well as high illiteracy and
poverty levels.30 With changing climate conditions and frequent drought, Turkana
County has seen increasingly high poverty levels, estimated at 94% of the
population, and residents often suffer from food insecurity.31
Turkana County ranks as Kenya’s poorest county.32 Consistent with high poverty
levels, access to electricity is unsurprisingly limited across the rural county, with
21 Kuo, L. (2016). Quartz. Kenya’s goal of being an upper middle income economy by 2030 is “farfetched,” says
World Bank. Retrieved from: http://qz.com/635952/kenyas-goal-of-being-an-upper-middle-income-economy-by2030-is-farfetched-says-world-bank/
22 BBC Monitoring (2016).
23 BBC News (2016). Kenya profile - Timeline. Retrieved from: http://www.bbc.com/news/world-africa-13682176
24 BBC Monitoring (2016).
25 CIA World Factbook (2016). Africa: Kenya. Retrieved from: https://www.cia.gov/library/publications/the-worldfactbook/geos/ke.html
26 Mkutu, K. and Wandera, G. (2013). Small Arms Survey. Policing the Periphery Opportunities and Challenges for
Kenya Police Reserves. Retrieved from: http://www.smallarmssurvey.org/fileadmin/docs/F-Working-papers/SASWP15-Kenya-Policing-the-Periphery.pdf
27 CRA - Commission on Revenue Allocation (2016). Counties: Turkana. Retrieved from:
http://www.crakenya.org/county/turkana/
28 KNBS (2013). (22).
29 KIRA - Kenya Interagency Rapid Assessment (2014). Turkana Secondary Data Review. Retrieved from:
https://www.humanitarianresponse.info/system/files/documents/files/Turkana%20Secondary%20Data%20Review
_20141112.pdf
30 ASDSP - Agricultural Sector Development Support Programme (2013). Turkana County. Retrieved from:
http://www.asdsp.co.ke/index.php/turkana-county
31 Siringi, S. (2013). Daily Nation. Kajiado richest and Turkana poorest in new county ranking. Retrieved from:
http://www.nation.co.ke/news/politics/Kajiado-richest-county-Turkana-poorest-/1064-1930892q2ypfwz/index.html
32 CRA - Commission on Revenue Allocation (2011). (43). Kenya County Fact Sheets. Retrieved from:
http://siteresources.worldbank.org/INTAFRICA/Resources/2579941335471959878/Kenya_County_Fact_Sheets_Dec2011.pdf
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only 2% of county residents using electricity as a main source of lighting. In the
Lodwar Township, the principal urban center, electricity usage is as high as 17%.33
On average, 82% of residents of Turkana County have no formal education. In
some areas, this lack of education is as high as 93%. Some estimates state that
18% of county residents can read and write,34 while only 3% of the population is
reported to have a secondary education or above.35
Over the course of the Context Analysis fieldwork, the research team will visit three
different communities in Turkana County: Kainuk, Nakwamoru, and Lomerimudang.
While each are remote, the latter two are significantly further removed from an
urban center (with access to a market or government services, including a police
station) and located approximately 10 kilometers from the nearby border with the
West Pokot County.

Market Environment
Communications Infrastructure

With regard to the communications marketplace and mobile technology specifically,
Kenya has seen significant advancements in digital technologies. In general, mobile
and digital financial regulations in Kenya are friendly to innovation. This has
benefited many Kenyans through the M-Pesa mobile money services and a plethora
of value added services provided by private companies in Kenya. Though regulation
extends throughout Kenya, infrastructure in Turkana is unfortunately lacking. A
widespread absence of services for security and emergency resources, roads, and
electricity also means that the mobile network is severely lacking. This is largely
owed to the remote location and the minimal private investment in the region.
Turkana has nonetheless seen the discovery of oil reserves and water aquifers in
recent years, and with the private, often foreign investment that has followed there
is hope that physical, digital, and financial infrastructure will continue to improve.
Across Kenya generally, access to mobile phones has grown significantly, with an
estimated 82 subscriptions per 100 inhabitants as of July 2015 (as compared to
less than 1 subscription to fixed telephone lines per 100 inhabitants).36 This type of
digital access extends to internet, with approximately 45.6% of the population with
access to internet, estimated as of July 2015.37 This increasing access to digital
technologies has been well supported by government regulation, and has facilitated
the emergence of applications such as M-PESA. M-PESA is a banking service
enabled through mobile phones, allowing for cash deposits or withdrawals through
network agents, as well as funds transfers that can be sent and received via text.38
Telecom operators in Kenya include Airtel, Safaricom, and Orange.
Nonetheless, it bears noting that even in cases where metrics indicate high mobile
penetration, the reality may be significantly lower because of cellphone owners with
33 KNBS (2013). (14).
34 CRA (2011) (43).
35 KNBS (2013). (13).
36 CIA World Factbook (2016).
37 CIA World Factbook (2016).
38 Aizenman, N. (2016). National Public Radio (NPR). Dial M for Money: Can Mobile Banking Lift People Out of
Poverty? Retrieved from:http://www.npr.org/sections/goatsandsoda/2016/12/09/504540392/dial-m-for-moneycan-mobile-banking-lift-people-out-of-poverty
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multiple active phone numbers, driving up statistics of presumed cell phone
usage.39 The same may be true for internet usage, as access maybe greatly
challenged by poor, unstable, or expensive connectivity. An important part of this
fieldwork research, therefore, will be to look beyond these statistics and examine
technology usage at the community level, particularly in rural areas that may face
higher poverty levels and less reliable network service. In addition to digital
technologies, television and radio are also common communications channels.
Television is cited as a major news source in areas with higher population density,
such as cities or towns.40 Given the limited access to electricity in rural areas,
television access has not yet spread beyond population centers. Kenya Broadcasting
Corporation (KBC) is a state-run broadcaster, pulling from funds from advertising
as well as the government budget. KBC operates both television and radio.41

Physical Infrastructure
Generally speaking the interior areas of Turkana are off the grid; not connected to
broadband internet, grid power and without roads, which leads people and
communities to provide for themselves through alternative energy sources and a
remote lifestyle. While development and physical infrastructure in nearby urban
centers (Lokichar) has recently improved dramatically with the discovery of oil
reserves and underground aquifers in 2012, communications infrastructure has
nonetheless remained minimal in the region (BBC 2013).42 Overall, infrastructure is
categorized as inadequate, or absent entirely.43 Although oil was discovered in
Turkana and is estimated to hold approximately 600 million barrels, which could
bring opportunity to the region in terms of jobs and related development, the
challenge remains to build the infrastructure needed to transport the oil out of
Turkana.44 The main road is the Kitale-Lodwar Road, which has been neglected
since it was tarmacked in 1978.45 The minimally paved highway covers 395 km of
sandy terrain, and is difficult to traverse even for well equipped vehicles46 Although
the promise of the need to transport oil could bring about road improvements, it is
yet to be seen how this might affect local populations, who right now have little to
no access to vehicles, whether private or public. Overall, it remains unclear the
extent to which recent oil discoveries will benefit local communities or bring further
infrastructure and economic development, and disputes remain over whether the
oil-related development will lead to local, national, or foreign profit and benefit.47

Vision 2030
39 Economist (2016). Why half of Africans still don’t have mobile phones. Retrieved from:
http://www.economist.com/blogs/economist-explains/2016/12/economist-explains-13
40 BBC News (2014). Kenya profile - Media. Retrieved from: http://www.bbc.com/news/world-africa-13681344
41 BBC News (2014).
42 BBC News (2013). Kenya aquifers discovered in dry Turkana region. Retrieved from:
http://www.bbc.com/news/science-environment-24049800
43 IRIN (2012). Living on the edge in Kenya’s Turkana Region. Retrieved from:
http://www.irinnews.org/report/94739/slideshow-living-edge-kenyas-turkana-region
44 Namunane, B. and Ochieng’, L. (2016). Daily Nation. Oil drilling in Turkana set to start. Retrieved from:
http://www.nation.co.ke/news/Drilling-for-oil-in-Turkana-to-start/1056-3097436-8qnrpiz/index.html
45 Kenya Citizen TV (2015). Motorists protest the bad state of the Lodwar-Kitale road. Retrieved from:
https://www.youtube.com/watch?v=qpMzBAHmKkk
46 Kenya Citizen TV (2015).
47 Mkutu, K. and Wandera, G. (2013).

Deliverable 3.2 | Desk Review

17

Kenya’s Vision 2030 is the development plan to cover 2008-2030 in order to
transform Kenya into a “middle-income country providing a high quality life to all its
citizens by the year 2030.”48 Vision 2030 is made up of three pillars (economic,
social and political), each with their own flagship projects and target areas
recognized as being essential in order to make progress across the pillars. Three
areas are especially important to this project and may present opportunities to
work with and gain support from the government. First, infrastructure, which seeks
to increase telecommunications infrastructure amongst others, second using
Science, technology and Innovation seeks to invest time and resources into
increasing capacity in the local workforce as well as investing in e-governance
strategies and lastly, security which aims to increase community policing, reduce
the population to police ratio and adopt ICTS for crime prevention and detection.49
The Vision 2030 plan bears noting given the alignment of a potential pilot project
(with the implementing partners discussed below) and the development aims of
Kenya’s government through the plan.

Political Environment
Governance

In line with the new constitution passed in 2010, and following the general elections
in 2013, Kenya underwent extensive decentralization, delegating fiscal resources
and decision-making functions to sub-national units known as counties.50 The 47
counties across the country are granted fiscal allocations based on population and
poverty levels and are led by a county governor. This has brought the role of the
county government, and not just the federal government at the county level, more
sharply into focus. In Turkana, the county government was established in 2013.
This is especially positive in a region where geographic remoteness and high levels
of poverty have left residents feeling largely neglected and forgotten by Kenya’s
central government.
Generally speaking, it bears noting that Kenya will undergo general elections in
August 2017, and there may be significant shifts following that time. Uhuru
Kenyatta is currently in power, as of April 2013, and is expected to run for
reelection.51 Elections are of considerable importance given the violence that has
played a role in previous elections, such as the deadly violence that took place
following the 2007 elections, and the general prevailing uncertainty around how
elections will be handled and how corruption and security issues will be
addressed.52

Security and Decentralization

Decentralization has unsurprisingly affected security provision, as security remains
partially the responsibility of the national government, leaving some ambiguity
48 Vision 2030 (2016). Kenya Vision 2030. Retrieved from: http://www.vision2030.go.ke/
49 Vision 2030 (2016).
50 The World Bank (2014). Kenya’s Devolution. Retrieved from:
http://www.worldbank.org/en/country/kenya/brief/kenyas-devolution
51 BBC Monitoring (2016).
52 Gaffey, C. (2016).
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between the responsibilities of the county government vis a vis the national
government.53 Kenya’s primary security providers are the Kenya Defense Forces
(KDF), the National Police Service (NPS), and the National Intelligence Service
(NIS).54 Within the NPS, County Commanders operate at the county level, and
oversee the Officers Commanding the Police Division (OCPD) and the Officers
Commanding the Station (OCS), and the members of the police under their employ.
In Turkana, there are eight total police stations.55 Even under decentralization, the
National Police Service (NPS) remains the principal security provider. Nonetheless,
national legislation has established County Policing Authorities (CPAs) in order to
bring stakeholders together around security issues at the county level. However,
the function of the CPA differs across the country, and has not yet been formally
adopted in Turkana County. Nonetheless, the county government does retain some
security functions in terms of regulating transportation, licensing of goods, etc.
In rural areas, Tukana among them, policing is often provided by police reservists,
known as the National Police Reserve (NPR) or Kenya Police Reserve (KPR), an
unpaid volunteer force responsible for community security. In Turkana, the KPR are
seen as the “first line of security.”56 The KPR are recruited from local communities
and intended to be an accessible means through which communities in rural areas
can receive assistance in dealing with security threats, particularly due to livestock
thefts. While the KPR were previously considered a separate force intended to
replace the often absent National Police, recent efforts have tried to bring the KPR
back in line with the NPS, and the NPR serve under the formal supervision of the
Officer Commanding Police Division (OCPD) and the Officer in Charge of Station
(OCS).57

Implementing Environment
The context assessment is planned in conjunction with two international
organizations that operate regionally in Turkana County: Danish Demining Group
(DDG) and Handicap International (HI). As such, the focus on implementing
environment looked specifically to the capacities of these two organizations,
summarized in the following. Both organizations are actively on armed violence
reduction and community-led campaigns for peacebuilding. They do this by
supporting the security infrastructure that often operates outside of the police,
given their limited capacity in the northern regions of the country. This includes
53 CHRIPS - Centre for Human Rights and Policy Studies (2016). Security in decentralized contexts. Retrieved
from:
http://www.chrips.or.ke/events/security-in-decentralized-contexts/
54 CHRIPS - Centre for Human Rights and Policy Studies (2014). Securing the counties: options for security after
devolution in Kenya. Retrieved from: http://www.chrips.or.ke/docs/publications/Securing_the_Counties_Options_for_Security_after_Devolution_in_Kenya.pdf
55 Mkutu, K. and Wandera, G. (2013). Small Arms Survey. Policing the Periphery Opportunities and Challenges for
Kenya Police Reserves. Retrieved from: http://www.smallarmssurvey.org/fileadmin/docs/F-Working-papers/SASWP15-Kenya-Policing-the-Periphery.pdf
56 Mkutu, K. and Wandera, G. (2013). Small Arms Survey. Policing the Periphery Opportunities and Challenges for
Kenya Police Reserves. Retrieved from: http://www.smallarmssurvey.org/fileadmin/docs/F-Working-papers/SASWP15-Kenya-Policing-the-Periphery.pdf
57 CHRIPS (2014).
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Community Peace Representatives (CPRs), organized by Handicap International,
and police reservists (NPRs), a volunteer reserve force organized through the
National Police Service (NPS). While the organizations are both active, they have
not done any formal collaboration to date.

Handicap International (HI)

(HI) supports people with disabilities and other vulnerable populations living in
conflict and disaster zones and in situations of exclusion and extreme poverty. In
Kenya specifically, HI works to improve the living conditions of people with
disabilities and advance their rights with a special focus on refugee-related issues.
HI operates in the context of the Western counties of Kenya, which suffer from
violence between communities living in Trans-Nzoia, West Pokot, and Turkana.
Conflict and tensions have arisen out of competition for scarce resources, access to
illicit firearms, historical grievances between ethnic groups, and a lack of security
enforcement.
In Northern Kenya, HI has been working with security agencies on violence
prevention and conflict management (GBV, land, and resource conflicts). They have
several activities, including creating community security plans and improving trust
between communities and security agencies. They have also worked with a local
organization to improve their Early Warning System, which is an SMS-based system
that has been used since 2007. The EWS uses five surveyors across three
communities to send coded SMS according to the taxonomy they have developed.
Local chiefs also send text messages, which are received by dispatch and passed
back to police via SMS.
For Armed Violence Reduction (AVR) specifically, HI has aimed to address conflict
risk between communities through the introduction of Community Peace
Representatives (CPRs), trained to enforce peace dialogue between warring parties.
Part of this effort also involves conducting pre and post impact assessment,
collaboration with local partners, stakeholders and authorities, identifying CPRs,
organizing inter- and intra-community dialogues, implemented EWS in 3 counties,
establishing ties between CPRs and government county-level security, producing
and disseminating materials on the risk of AV, and conducting campaigns and radio
shows by CPRs.
The overall aim of the AVR intervention is to contribute to the reduction of the risk
and incidence of armed violence among affected communities living in North
Western Kenya. More specifically, the aim of the AVR is to improve community
safety behaviors and enhance dialogue between affected communities and
government stakeholders on issues of small arms and sexual gender based violence
in West Pokot, Trans Nzoia and Turkana counties. As part of the pre and post
assessment, measured in part through focus group discussions (FGD) and
qualitative research, respondents noted the positive actions of HI as a mediator
capable of lessening local tensions.

Danish Demining Group (DDG)
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DDG is a Humanitarian Mine Action and Armed Violence Reduction Unit in the
Danish Refugee Council (DRC). The DRC is a non-profit organization that works
worldwide to help and protect refugees, internally displaced, and other conflictaffected persons. By nature of their mission, the Danish Demining Group (DDG)
operates in fragile and conflict-affected places across the globe, with numerous
projects across Africa. DDG has conducted extensive work in Kenya and currently
has a community safety project on inter-tribal armed violence and cross border
conflict, known as the Community Safety Programme in Border Areas.
DDG started implementing community safety projects in Kenya in July 2013,
following the programme model that had already been implemented in Karamoja,
Uganda, as early as 2010. DDG’s approach to Community Safety Interventions is
based on participatory needs assessments in target communities, stakeholder
consultations with local leaders, government officials and security providers, and
extensive research with the overall objective to contribute towards creating a
foundation for sustainable peace. The aim of Community Safety projects and
programs is to address the conflict and violence through careful community-led
campaigns to change attitudes and behaviour in turn leading to alternative
livelihood solutions. Results from the Community Safety Programme have included
increased community awareness of the implications of continue inter-tribal armed
violence, enhanced bottom-up approaches to safety governance through
community led safety planning and implementation processes, strengthened
relationships between security providers and local communities, strengthened local
capacity for conflict management and peace, and improved cross border conflict
management.
Throughout their work in Kenya, DDG has strengthened relationships between
security providers and local communities. DDG has facilitated face-to-face dialogue
through Community Peace Representatives (CPRs), promoted radio show call-ins
(reaching 10,000 people approx.), and also utilized festivals and inter-community
dialogue meetings as engagement opportunities, in addition to the development of
community security plans. Given that police in Northern areas often have limited
capacity, DDG recognizes that there are many opportunities to build capacity.
Capacity building might include improving information or knowledge management
systems, tracking crime reporting in order to improve responses, or working with
police reservists, who currently receive little training and no pay.

Concluding Remarks
Overall, Kenya presents an interesting convergence of promising development with
regard to expanded access to ICTs, particularly mobile phones, while still
confronting major social, economic, and political challenges. The country faces still
high levels of illiteracy, poverty, and instability, all of which greatly challenge
meaningful access to ICTs of any kind. This is particularly true in more remote
areas of the country, such as Turkana County, where SIMLab’s current research
focuses and will initiate a pilot project in conjunction with several local and
international NGOs beginning in May 2017. These challenges will be explored in
greater detail, documented, and included as part of the pilot design over the course
of the research and implementation.
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Desk Review: Somalia
Executive Summary
As Somalia works to stabilize in the face of terrorism and insurgency, the country’s
ICT sector and mobile communications have grown significantly.58 While growth
has been seen primarily in the unregulated but very affordable mobile market, radio
usage has remained popular country wide in urban and rural areas alike. Growth
has taken place against a backdrop of violent extremism, primarily at the hands of
the Al-Shabaab terrorist group, that has challenged the country’s stability for the
last several decades. With growing use of media and ICTs, surveillance and
censorship of journalists or media organizations has also resulted in violence or
targeting, sending a message to the Somali people that free and open speech is still
largely at risk. Additionally, as the Somali population remains challenged by high
levels of poverty and illiteracy, unstable governance, and ongoing insurgent
conflict, many communities still struggle to access ICTs of any kind. These are
important characteristics to consider when contemplating how ICTs can help to
leverage communities’ awareness of and strengthening of their own security, as
gaps in access will be critical to consider. In order to better understand the
communications context in which people access technology and get information
about their security in Somalia, the report begins with brief overviews of the
country’s history and security context, followed by a discussion of five key “Lines of
Inquiry” identified by SIMLab as critical to understanding the communications
context in which people access technology, get information, and communicate with
other community members and service providers, including the police.

Abbreviations
AUMIS
CEDAW
women
FGM
GBV
HRW
SPF

African Union Mission in Somalia
Convention on the elimination of all forms of discrimination against
Female genital mutilation
Gender based violence
Human Rights Watch
Somalia Police Force

58 Firestone, R., Kelly, T. and Rifon, A. (2015, July 23). Supporting the ICT sector in Somalia. The World Bank.
Retrieved from http://blogs.worldbank.org/ic4d/supporting-ict-sector-somalia
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Brief Country History

A former British Protectorate and Italian colony, present day Somalia, known as the
Federal Republic of Somalia, has a population of approximately 10.8 million.59
Somalia’s population lives across three main regions: Puntland, Somaliland, and
South-Central Somalia. Somaliland officially declared independence from Somalia in
1991, though Somalia sees Somaliland as their federate and Somaliland has not
ever been formally recognized internationally.60 Somalia is greatly challenged by an
ineffective government, domestic terrorism by Islamist al-Shabab militants, and
extreme weather events, including droughts and floods, leaving the country with
very little arable land.61 After a military regime was overthrown in 1991, Somalia
has seen consecutive periods of instability, with an “anarchic” fight for power
between rival warlords, the installation of an internationally-backed unity
government in 2000, and again in 2012, following warfare by pirates off the Somali
coast, and the takeover of Mogadishu, the country’s’ capital, by a coalition of
Islamist sharia courts in 2006.62 In 2012, the Federal Government of Somalia was
formed.63 Though ethnically and culturally homogenous Somalia, has five main
clans between which conflict and violence has broken out in the past: the Darod,
Dir, Hawiye, Isaq and Rahanweyn.64 Somalia’s current president is Mohamed
Abdullahi Mohamed, a U.S.-Somali citizen elected to office in February 2017,65
following what has been described as a “fraudulent and fractious electoral
process.”66 The following section addresses the current security challenges facing
the young nation, in order to best understand the context in which communities
communicate around safety and access media and ICTs.

Background on Security Context

Given Somalia’s political instability, the country’s security is provided by a mix of
state and non-state actors, including government authorities, non governmental
organizations, religious organizations, private militias, and terrorist groups. For
example, the Somalia Police Force (SPF) is currently supported by the African Union
Mission for Somalia (AMISOM), although African peacekeepers are expected to
eventually withdraw from Somalia by 2020.67 SPF leadership acknowledges that
public trust will be a key challenge facing the security sector, and that a community
policing strategy to “facilitate the flow of information regarding possible attacks”
will be critical to the country’s eventual stabilization.68 This desk report will help to
59 BBC News. (2017, February 20). Somalia country profile. BBC. Retrieved from
http://www.bbc.com/news/world-africa-14094503
60 The Economist. (2015, November 1). Why Somaliland is not a recognised state. The Economist.
http://www.economist.com/blogs/economist-explains/2015/11/economist-explains
61 CIA World Factbook. (2017, January 12). Country profile: Somalia. Central Intelligence Agency.
https://www.cia.gov/library/publications/the-world-factbook/geos/so.html
62 BBC News. (2017, February 20). Somalia country profile. BBC. Retrieved from
http://www.bbc.com/news/world-africa-14094503
63 UNDP. (n.d.)
64 Infoasaid. (2014, January).
65 BBC News. (2017, February 20).
66 ICG. (2017, February 28). Somalia: New Leadership, Persistent Problems. International Crisis Group. Retrieved
from https://www.crisisgroup.org/africa/horn-africa/somalia/somalia-new-leadership-persistent-problems
67 Oluoch, F. (2016, December 31). Somalia Police will Stand on its Own. Geeska Afrika Online. Retrieved from
http://www.geeskaafrika.com/26147/somalia-police-will-stand-2017/
68 Oluoch, F. (2016, December 31). Somalia Police will Stand on its Own. Geeska Afrika Online. Retrieved from
http://www.geeskaafrika.com/26147/somalia-police-will-stand-2017/
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understand how this “flow of information,” and genera citizen engagement
strategies, might be strengthened through strategic leveraging of community level
communication practices that rely both on newly adopted technologies, such as
mobile phones, as well as more traditional techniques.
Somalia’s primary source of domestic terrorism is known as Al-Shabaab, an
Islamist radical terrorist group. The group’s main goal is to take over the Somali
government and enforce a strict interpretation of Sharia Law throughout all of
Somalia.69 Al-Shabaab has attacked the Somali government, individuals or groups
of Somalis not following a strict interpretation of sharia law, and internationals
residing in or visiting the country. Al Shabaab has also claimed responsibility for
terrorist attacks in neighboring countries such as Kenya and Uganda.70 The group is
aligned with Al Qaeda, allowing fighters to seek resources and support in Somalia,
and allowing Al-Shabaab to attract foreign jihadists and international financing.71 A
recent estimate of the group’s size puts them at approximately 7,000-9,000
fighters.72
Somalia suffers frequent small scale attacks by Al-Shabaab, with more than 360
attacks in Somalia between the years of 2006 and 2017.73 Attacks from Al-Shabaab
typically take the form of car bombs, suicide bombs, or gunfire. Internationally, AlShabaab’s attacks have been high profile, causing significant damage and fatalities.
In one example, Al-Shabaab launched an attack on a crowded bar in Kampala,
Uganda in 2010, killing 74 people.74 In 2013 in Nairobi, Kenya, Al-Shabaab held
siege over a shopping center for four days, killing 67.75 In 2015, Al-Shabaab
attacked a university in Garissa, Kenya, killing 147 students.76 The frequency and
severity of these attacks in public places indicate the extent to which domestic
terrorism is a daily occurrence across Somalia. Against this backdrop of violence
and conflict, the following lines of inquiry will consider access to and use of media
and ICTs at the local level in Somalia, considering how these communication
methods can be better leveraged in the context of police reform and strengthening
community-police relations as Somalia looks to stabilize security across the nation.

Lines of Inquiry
People
69 Stanford University. (2016, February 20). Mapping Militant Organizations: Al Shabaab. Stanford University.
Retrieved from http://web.stanford.edu/group/mappingmilitants/cgi-bin/groups/view/61#note3
70 Stanford University. (2016, February 20).
71 Stanford University. (2016, February 20).
72 BBC News. (2016, December 9). Who are Somalia’s al-Shabab? BBC. Retrieved from
http://www.bbc.com/news/world-africa-15336689
73 Ali, M., and Billard-Arbelaez, S. (2017, January 25). Al-Shabab attacks in Somalia (2006-2017). Al Jazeera.
Retrieved from http://www.aljazeera.com/indepth/interactive/2016/08/al-shabab-attacks-somalia-2006-2016160830110231063.html
74 Rice, X. (2010, July 12). Uganda bomb blast kill at least 74. The Guardian. Retrieved from
https://www.theguardian.com/world/2010/jul/12/uganda-kampala-bombs-explosions-attacks
75 Howden, D. (2013, October 4). Terror in Nairobi: the full story behind al-Shabaab’s mall attack. The Guardian.
Retrieved from https://www.theguardian.com/world/2013/oct/04/westgate-mall-attacks-kenya
76 Stanford University. (2016, February 20).
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Somalia, a nation of approximately 10.8 million, is largely homogenous, with most
Somalis falling under the same religious, ethnic, and cultural designations.77 The
country’s population is an estimate, given the country’s large nomadic population,
displacement and migration, and conflict-ridden territories that make data collection
challenging. The country’s most recent formal census was conducted in 1975.78 In
order to understand Somali people more effectively, the desk review looks at
poverty and employment, education and literacy, youth, and gender, summarized
in the following sections. Given the country’s overall instability and poverty, clear
disadvantages are apparent for all Somalis when looking at income and
employment, and literacy and educational preparation. This is exacerbated for
youth and women, who experience particular vulnerabilities and disadvantages,
whether as targets of extremist recruitment or victims of violence. Therefore, while
the population overall is disadvantaged in terms of access to media and ICTs, there
are also clear distinctions between the experiences of adults, youth, and men and
women, all of which much be taken into careful consideration in building an
effective strategy for community engagement and communication with security
forces and police.

Poverty and Employment

As one of the poorest countries in the world, nearly 3 out of 4 Somalis, at 73% of
the population, fall under the poverty line,79 with unemployment rates of
approximately 54% of the adult population.80 Youth unemployment is even higher
for those aged 14-29, at 67%, among the highest youth unemployment rates in the
world.81 Unemployment for female youth is even more severe, at 72%.82 Overall,
the Somali economy is characterized by informality, with minimal regulatory
oversight. Agriculture is the country’s “most important sector,” accounting for
60.2% of the country’s GDP, followed by services at 32.5%, and industry at just
7.4%.83 Consistent with the GDP composition estimates from 2013, the country’s
1975 census indicated that 71% of the country’s labor force participated in
agriculture, while 29% participated in industry and services.84 Given the
predominance of agriculture, the country’s large population of nomads and semipastoralists depend upon livestock for economic stability.85 This characterization of
the country’s economy helps to understand the backdrop against which
technological development in Somalia takes place. Therefore, even as access to
ICTs such as mobile phones grows, it is important to nonetheless remember that a
significant portion of the country’s population works in remote areas, and may have
inconsistent access to services and resources of any kind, ICTs included.
77 CIA World Factbook. (2017, January 12). Country profile: Somalia. Central Intelligence Agency.
https://www.cia.gov/library/publications/the-world-factbook/geos/so.html
78 CIA World Factbook. (2017, January 12). Country profile: Somalia. Central Intelligence Agency.
https://www.cia.gov/library/publications/the-world-factbook/geos/so.html
79 UNDP. (n.d.) About Somalia. United Nations Development Program. Retrieved from
http://www.so.undp.org/content/somalia/en/home/countryinfo.html
80 UNDP. (2012). Somalia Human Development Report 2012: Empowering Youth for Peace and Development.
Retrieved from http://www.hdr.undp.org/sites/default/files/reports/242/somalia_report_2012.pdf
81 UNDP. (2012). Somalia Human Development Report 2012: Empowering Youth for Peace and Development.
Retrieved from http://www.hdr.undp.org/sites/default/files/reports/242/somalia_report_2012.pdf
82 UNDP. (2012).
83 CIA World Factbook. (2017, January 12).
84 CIA World Factbook. (2017, January 12).
85 CIA World Factbook. (2017, January 12).
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Literacy and Education

Literacy remains low across Somalia, at just 37.8% of the total population, owing in
large part to years of conflict, a failing educational system, and low primary school
attendance.86 The country’s primary spoken languages are Somali, Arabic, Italian,
and English.87 Literacy for adult males is 49%, at nearly half the male population,
while literacy for adult females is just 26%, only a quarter of the female
population.88 It bears noting that Somalis are known for being an “oral”’ society, in
which people prefer long conversations, dialogue, and political debates. This
translates to a general preference for communication through face-to-face
meetings, and failing in person communication, long phone calls.89 This differs from
some of Somalia’s East African neighbors who may prefer SMS communication to
voice calls.90 Overall, low levels of literacy in Somalia indicate a clear need to
consider communication strategies that do not rely heavily on the written word,
which may prove challenging for sending SMS messages or even for a user to
understand the user interface of a mobile telephone, for example.

Youth

Somalia is a very young country in terms of population, with 70% of Somalis under
the age of 30.91 As of 2015, Somalia has the fourth highest birth rate in the world
at 5.99 births per woman, just behind Niger, Mali, and Burundi.92 A low life
expectancy in Somalia also means that the adult population is smaller than many
other countries, with a life expectancy of just 54 years of age for men, and 57
years or age for women.93 High unemployment, as noted above, together with a
lack of educational opportunities leaves Somalia’s youth with very few options for
livelihood or personal development, and making youth more vulnerable to risky or
criminal behaviors.94 Indeed, Somalia’s terrorist group, Al-Shabaab, means “the
youth” in Arabic, an indication of the group's majority youth membership and
identity.95 Human Rights Watch reports that Al-Shabaab targets children, whether
for recruitment, forced marriage, or attacking schools.96

86 CIA World Factbook. (2017, January 12). Country profile: Somalia. Central Intelligence Agency.
https://www.cia.gov/library/publications/the-world-factbook/geos/so.html
87 CIA World Factbook. (2017, January 12). Country profile: Somalia. Central Intelligence Agency.
https://www.cia.gov/library/publications/the-world-factbook/geos/so.html
88 UNESCO Institute for Lifelong Learning. (n.d.) Somali Distance Education and Literacy. United Nations
Educational, Scientific, and Cultural Organization. Retrieved from
http://www.unesco.org/uil/litbase/?menu=4&programme=100
89 Infoasaid. (2014, January). Media & Telecoms Landscape Guide - Somalia. CDAC Network. Retrieved from
http://www.cdacnetwork.org/tools-and-resources/i/20140613150126-urbbk
90 Infoasaid. (2014, January).
91 UNDP. (2012). Somalia Human Development Report 2012: Empowering Youth for Peace and Development.
Retrieved from http://www.hdr.undp.org/sites/default/files/reports/242/somalia_report_2012.pdf
92 Statista. (2015). The 20 countries with the highest fertility rates in 2015. Statista. Retrieved from
https://www.statista.com/statistics/262884/countries-with-the-highest-fertility-rates/
93 CIA World Factbook. (2017, January 12). Country profile: Somalia. Central Intelligence Agency.
https://www.cia.gov/library/publications/the-world-factbook/geos/so.html
94 UNDP. (2012).
95 Stanford University. (2016, February 20).
96 HRW. (2015). World Report 2015: Somalia. Human Rights Watch. Retrieved from https://www.hrw.org/worldreport/2015/country-chapters/somalia

Deliverable 3.2 | Desk Review

27

Youth vulnerability, whether to instability or to extremism, is a key factor to keep in
mind in the context of community policing. Research from Mercy Corps on
countering violent extremism in Somalia indicates that “lack of equitable, quality
education and political marginalization” are two key factors driving youth to join
violent groups.97 As such, community engagement strategies may need to be
tailored specifically to youth to help bridge relationships between young people and
government, and security providers in particular.

Gender

Somalia is a deeply unequal society, ranking as the fourth most unequal society
globally.98
Women are underrepresented in government, education, politics, and
employment,99 and also face some of the highest maternal mortality rates in the
world.100 72% of women aged 14-29 are unemployed and instead take up informal,
usually unpaid work in traditional gender roles such as housekeeping.101 In the
country’s clan system, women’s lives are even considered less valuable in economic
terms. For example, if a male individual is killed by another clan member, he is said
to be worth “100 camels.” If a woman is killed, by comparison, just 50 camels will
be paid in compensation.102
Somalia’s deeply unequal society fosters very high rates of gender based violence
(GBV), and little support, whether through social or legal mechanisms, for women
experiencing violence. Women may also struggle to get access to needed resources
or justice if they are experiencing displacement, migrating, or living in refugee
camps.103 This is particularly important to consider, as women are 70-80% of camp
residents, finding themselves in situations without any formal justice system.104
Human Rights Watch notes that “internally displaced women and girls are
particularly vulnerable to rape by armed men, including Somali government soldiers
and militia members.”105
Additionally, violence is often normalized or carried out as a cultural practice, such
as genital mutilation. For example, data from 2004 indicated that approximately
98% of women in Somalia undergo “some form of female genital mutilation
(FGM).”106 Nonetheless, there are signs that parts of Somalia are beginning to deter
violence against women. In December of 2016, for example, the region of Puntland

97 Mercy Corps. (2016, November). Critical Choices: Assessing the Effects of Education and Civic Engagement on
Somali Youths’ Propensity Towards Violence. Mercy Corps. Retrieved from
https://www.mercycorps.org/sites/default/files/Critical_Choices_Brief_FINAL_DIGITAL.pdf
98 UNDP Somalia. (2015). Gender in Somalia. (p.2) United Nations Development Program. Retrieved from
http://www.undp.org/content/dam/rbas/doc/Women's%20Empowerment/Gender_Somalia.pdf
99 UNDP Somalia. (2015).
100 UNDP Somalia. (2015).
101 UNDP. (2012).
102 UNDP Somalia. (2015).
103 UNDP Somalia. (2015).
104 UNDP Somalia. (2015).
105 HRW. (2015). World Report 2015: Somalia. Human Rights Watch. Retrieved from https://www.hrw.org/worldreport/2015/country-chapters/somalia
106 World Bank. (2004, November). Female Genital Mutilation/Cutting in Somalia. The World Bank. Retrieved from
http://siteresources.worldbank.org/INTSOMALIA/Data%20and%20Reference/20316684/FGM_Final_Report.pdf
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ratified the first ever law in Somalia to criminalize sexual assault.107 Though an
important first step, the effectiveness of this type of legislation remains to be seen,
as cases of violence against women are not typically reported, or often settled
through “customary-law” requiring payment or another form of retribution.108
Although Somalia has signed onto three of four major international treaties with
regards to women’s rights, and the nation’s constitution both protects and restricts
women’s rights in several areas, there has been little to no enforcement.
Additionally, Somalia has not signed onto the Convention on the Elimination of all
forms of Discrimination against Women (CEDAW), adopted by the UN General
Assembly in 1979. It also bears noting that many remote areas of Somalia are
ruled by local, religious, and traditional law, such as sharia law, rather than federal
law, leaving women in these areas with few formal protections.109 The vulnerability
of women with regard to violence, and their disadvantaged access to resources
such as legal or government services, or even employment, make it particularly
necessary to carefully consider how to engage with women with sensitivity and
accessibility.

Community

With some broad characteristics of the Somali people now understood, the desk
review continues on to discuss major patterns across communities in Somalia, as
the population has faced significant migration and internal displacement due to
poverty and conflict. Terrorism is largely regarded as one of the country’s “most
serious problems.”110 Additionally, conflict and violence, in addition to access to
media and ICTs, is experienced distinctly across urban and rural areas, discussed in
greater detail in the following subsections.

Migration and Displacement

Uprooted due to violence, insecurity, and poverty, approximately 1.1 million
Somalis are internally displaced, and over 1.1 million are refugees sheltered across
East Africa.111 The scale of this migration is significant, at approximately one fifth of
the country’s population. Somalia has the third highest number of refugees
globally, following Syria and Afghanistan.112 This displacement causes severe
disruptions in daily life to refugees, and makes consistent access to ICTs a
significant challenge, in addition to accessing any other type of government
resources or services.
Significant numbers of Somali refugees, approximately 245,126, have taken shelter
in the world’s largest camp known as Dadaab, located in northeastern Kenya.113 In
107 Patinkin, J. (2017, January 25). Somali Rape Law Gets First Test. VOA. Retrieved from
http://www.voanews.com/a/somalia-rape-case-may-test-new-law/3692193.html
108 Patinkin, J. (2017, January 25).
109 UNDP Somalia. (2015).
110 BBG. (2013). Media use in Somalia 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
111 HRW. (2016, September 14). Kenya: Involuntary Refugee Returns to Somali. Human Rights Watch. Retrieved
from https://www.hrw.org/news/2016/09/14/kenya-involuntary-refugee-returns-somalia
112 HRW. (2016, September 14).
113 UNHCR. (2017, April 1). Refugees in the Horn of Africa: Somali Displacement Crisis. United Nations High
Commissioner on Human Rights. Retrieved from http://data.unhcr.org/horn-of-africa/country.php?id=110
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mid 2016, Kenya suddenly announced intentions to close the camp and repatriate
many remaining refugees.114 The closure of the Dadaab camp is one act in a series
by the Kenyan government to address perceived national security threats by AlShabaab in Kenya, including the attack on the Westgate Shopping Center in Nairobi
in 2013 that left 67 dead.115 The Kenyan government has alleged that Dadaab
harbors Al-Shabaab militants, giving them easier access to plan further terrorist
attacks.116 Human rights groups and development agencies alike have labeled this
repatriation an “involuntary return.” This repatriation is troubling, as the context in
Somalia does not fit international guidelines to assure a safe return due to ongoing
conflict and insecurity, much of which is perpetrated by Al-Shabaab.117 International
conventions state that refugees may not be forced to return to a country where
their freedom is at risk, and that government officials must disclose security details
about the home country to refugees, allowing refugees the choice to remain.118 In
Dadaab, however, Human Rights Watch (HRW) officials have found that none of
these conditions are being met for Somali refugees.119 As of December 2016,
33,213 refugees had been returned to Somalia, leaving an estimated 211,913
Somali refugees.120 In February 2017, Kenya’s High Court ruled against the camp
closure, arguing that the proposed closure would violate international treaties on
refugees and leave Somalis vulnerable to persecution.121
Given the sheer numbers of Somalis experiencing migration and displacement, it
bears noting the different ICTs used across refugee camps to help refugees with
reunification, education, employment opportunities, and international
remittances.122 Responding to a large potential consumer base, Safaricom, Kenya’s
major mobile network operator, has put up several towers offering 3G and mobile
signal.123 In fact, three of the towers located in Dadaab are among Safaricom’s 10
most profitable towers across Kenya.124 In addition to the mobile network, highspeed broadband internet has also been supplied to the camp as part of
development initiatives by USAID, among other major organizations.125 Broadband
114 UNHCR. (2017, April 1).
115 McConnell, T. (2015, September 21). ‘Close Your Eyes and Pretend to Be Dead.’ Foreign Policy. Retrieved from
http://foreignpolicy.com/2015/09/20/nairobi-kenya-westgate-mall-attack-al-shabab/
116 MCRS. (2016, June 8). Uhuru and Somalia president yet to reach agreement on Dadaab Refugee Camp.
Mogadish Center for Research and Studies. Retrieved from
http://mogadishucenter.com/English/2016/06/08/uhuru-and-somalia-president-yet-to-reach-agreement-ondadaab-refugee-camp/
117 HRW. (2016, September 14).
118 UNHCR. (1977, August 22). Note on Non-Refoulement. United Nations High Commissioner on Refugees.
Retrieved from http://www.unhcr.org/en-us/excom/scip/3ae68ccd10/note-non-refoulement-submitted-highcommissioner.html
119 HRW. (2016, September 14).
120 Dixon, R. (2017, February 9). Kenya’s High Court rules against government plan to close the world’s biggest
refugee camp. Los Angeles Times. Retrieved from http://www.latimes.com/world/africa/la-fg-kenya-somalirefugees-20170209-story.html
121 Dixon, R. (2017, February 9).
122 GSMA. (2017, January). The Importance of Mobile for Refugees: A Landscape of New Services and
Approaches. GSMA. Retrieved from http://www.gsma.com/mobilefordevelopment/wpcontent/uploads/2017/02/The-Importance-of-mobile-for-refugees_a-landscape-of-new-services-andapproaches.pdf
123 GSMA. (2017, January). (p.13).
124 GSMA. (2017, January). (p.13).
125 Schwartz, E. (2014, February). DadaabNet: Wiring the World’s Largest Refugee Camp. USAID: Frontlines.
Retrieved from https://www.usaid.gov/news-information/frontlines/energy-infrastructure/dadaabnet-wiring-worldslargest-refugee-camp
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internet and computer facilities have allowed Dadaab residents access to
educational opportunities, employment skills training, and sources of information
regarding Somalia’s ongoing conflict situation.126

Urban and Rural Communities

Approximately 39.6% of the country lives in urban areas, as of 2015.127 With an
urban population growth rate of 4.1% between 2010 and 2015, this is expected to
increase.128 Whereas Somalia’s federal government retains authority in Mogadishu,
the country’s capital, reports indicate that federal authority is largely limited to
urban centers, and that the country’s rural and remote areas, such as in SouthCentral Somalia, are under the control of Al-Shabaab,129 though “discontent is rife
among the population.”130
Therefore, it should be unsurprising that the experiences of crime and safety vary
greatly across the country, particularly given the unresolved conflicts among the
country’s regions, Somaliland and Puntland. While targeted attacks are more likely
in dense, urban areas, coastal and more remote regions, the primary sources of
insecurity are likely to be piracy, for example. It bears noting that urban and rural
populations cannot be perceived as entirely mutually exclusive, as there is
significant internal displacement and migration across Somalia, meaning that
displaced people may be coming from rural areas, and experiencing particular
security challenges. For example, in Mogadishu, Human Rights Watch reports that
displaced people “remaining in dire conditions,” and “subjected to evictions, sexual
violence, and clan-based discrimination at the hands of government forces, allied
militia, and private individuals.”131 Additionally, urban areas may also be the sites of
territorial disputes. For example, the city of Galkayo in the region of Puntland has
seen significant violence and displacement due to clashes over its border
territory.132
Methods for addressing conflict also vary across the country. In more remote areas
where traditional law remains in place, community members may rely on traditional
elders to assist with disputes, whether interpersonal or contractual, rather than any
more formal security or governing body.133
In terms of ICTs, access is more common in urban areas, on the whole, as
investments have been concentrated in the nation’s capital of Mogadishu and other
more developed areas where population density facilitates higher rates of return for
126 Schwartz, E. (2014, February).
127 UN Data. (2015). Somalia. United Nations Data. Retrieved from
http://data.un.org/CountryProfile.aspx?crName=somalia
128 UN Data. (2015). Somalia. United Nations Data. Retrieved from
http://data.un.org/CountryProfile.aspx?crName=somalia
129 CGCS. (2014, June).
130 ICG. (2017, February 28). Somalia: New Leadership, Persistent Problems. International Crisis Group.
Retrieved from https://www.crisisgroup.org/africa/horn-africa/somalia/somalia-new-leadership-persistentproblems
131 HRW. (2015). World Report 2015: Somalia. Human Rights Watch. Retrieved from https://www.hrw.org/worldreport/2015/country-chapters/somalia
132 ICG. (2017, February 28).
133 CGCS. (2014, June).
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private investment.134 Urban residents are slightly more likely to access news on a
daily basis, at 70.4% of urban residents, as compared to 64% of rural residents.135
Urban residents are also more likely to report having shared news on “most days”
or daily, at 37.8% of urban residents, as compared to 24.7% of rural residents.136
Accordingly, urban residents are more likely to own ICTs, or have “media devices in
the household,” including a television, mobile phone, computer, or internet access,
at 52.1% of urban households, as compared to 23.2% of rural households.137
Perhaps the most important takeaway from these indications of ICT uptake is the
reality that a significant portion of the population, at nearly half of the urban
population, and more than 75% of the rural population, are without any access to
“media devices” in the household, significantly limiting their ability to regularly
access information or news. While mobile remains the most advanced ICT in urban
areas, wireless services have begun expanding,138 to be addressed in greater detail
in the following section on the country’s market environment.

Market Environment
Overall, Somalia’s market environment has been driven by private investment in
ICTs, and has grown significantly in the past several decades. For example, mobile
phone access has grown from 22%, in 2013, to approximately 51% of the
population as of 2016.139 Generally speaking, Somalis are relatively well informed,
and a Gallup survey from 2013 indicates that the majority of Somalis access news
at least once per day, at 65.6%, while 27.9% of the population shares news “most
days” or daily.140 Nonetheless, research by the Center for Global Communication
Studies offers a useful characterization of Somalia’s current market environment,
facing four key challenges: a weak central government, a fragmented media
environment, strong but unregulated private telecommunications sector, and an
overall preference by market actors for traditional law systems rather than
formalized ICT regulations.141 Notably, though a failure to regulate has created a
complex and inefficient market, access to mobile telephony is still among the most
affordable in all of Africa.142 The following discussion on the market environment
will consider the different types of ICTs available in the market and how they are
accessed by the Somali population, enabling a further discussion on how ICTs can
best be leveraged for community policing and relationship building between
134 CGCS. (2014, June). Mapping ICTs in Somalia: Policies, Players, and Practices. Center for Global
Communication Studies. Retrieved from
http://www.global.asc.upenn.edu/app/uploads/2014/08/Mapping_ICTS_in_Somalia.pdf
135 BBG. (2013). Media use in Somali 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
136 BBG. (2013). Media use in Somali 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
137 BBG. (2013). Media use in Somalia 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
138 CIA World Factbook. (2017, January 12).
139 Onyulo, T. (2016, February 26). More phones, few banks and years of instability are transforming Somalia to a
cashless society. Quartz Africa. Retrieved from https://qz.com/625258/more-phones-few-banks-and-years-ofinstability-are-transforming-somalia-to-a-cashless-society/
140 BBG. (2013). Media use in Somali 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
141 CGCS. (2014, June). Mapping ICTs in Somalia: Policies, Players, and Practices. Center for Global
Communication Studies. Retrieved from
http://www.global.asc.upenn.edu/app/uploads/2014/08/Mapping_ICTS_in_Somalia.pdf
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community members and police. Overall, while mobile access has grown
significantly, radio remains the country’s most common media form, accessible in
urban and rural areas alike. Nonetheless, significant portions of Somali society do
not access media or ICTs on a regular basis, whether due to economic, literacy, or
social reasons, meaning that any communication strategy must carefully consider
how to best engage with vulnerable populations through accessible, and likely inperson, strategies.

Mobile Telephony

Somalia’s current market sector is characterized by a diverse array of mobile
network and infrastructure providers, a result of decades of minimal government
oversight. Although significant competition has resulted in generally low costs for
services, with phone calls characterized as “the lowest international call rates on
the continent,”143 this has also created challenges for users. For example, different
service providers may not be “interoperable,” meaning that users may not be able
to make phone calls or send messages to users on another mobile network. This is
particularly problematic given the small market share of individual mobile networks
providers, increasingly the likelihood of non-interoperability and therefore limiting a
user’s ability to easily communicate across networks, or even to consistently access
a mobile network across different geographies. Colorful language from the Center
for Global Communication Studies describes how a lack of regulation has created
affordability in the mobile market: “Two decades of lawlessness, lack of regulation,
and cut-throat competition for an increasingly mobile market have driven services
up and prices to rock bottom.”144 Indeed, this lax regulatory environment is largely
beneficial to major telecommunications operators, such as Hormuud Telecom,
Telecom Olympic, and Nation Link, enabling them to avoid losing profits to taxes or
fees.145
Statistics on mobile penetration in Somalia vary greatly. For example, the CIA
estimates 5.836 million mobile phones in Somalia as of 2015, signifying that 55%
of the population owns phones.146 By comparison, the GSMA stated that in 2016,
less than 29% of Somalis owned mobiles.147 That said, given the highly fragmented
mobile market, it may be that many users hold multiple SIM cards, thus driving up
the penetration rates.148 Broadly speaking, Somalia’s mobile market consists of
“basic” phones and “feature” phones, with only 20% of all mobile connections on
smartphones.149 Nonetheless, market predictions expect to see smartphone
penetration grow rapidly,150 and 3G services emerged in late 2012.151

143 CIA World Factbook. (2017, January 12).
144 Kalan, J. (2012, October 23). Somalia’s ambitions online could bring Mogadishu to the world. BBC News.
Retrieved from http://www.bbc.com/news/business-19961266
145 CGCS. (2014, June). Mapping ICTs in Somalia: Policies, Players, and Practices. Center for Global
Communication Studies. Retrieved from
http://www.global.asc.upenn.edu/app/uploads/2014/08/Mapping_ICTS_in_Somalia.pdf
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Internet, Broadband, and Social Media
As one of the “last African nations to get online,” internet use in Somalia has
remained low,152 at approximately 1.6% of the population with access to the
internet, as of 2014.153 Broadband access accounted for less than 4% of the total
internet connections in Somalia as of 2016, owing to the fact that infrastructure and
equipment needed for broadband internet is scarce.154 This low level of broadband
internet inevitably makes the internet challenging to access in great depth, as it is
only possible through mobile connections, or on computers or laptops connected to
mobile SIM-based “dongles,” small devices that enable a computer to access
broadband. In turn, this love level of broadband internet also reduces the
availability or accessibility of more rich or detailed online content, because nonbroadband connections typically have less bandwidth, resulting in slower
connections and more frequent timeouts when the network is overloaded.
While web and broadband access is still limited, social media use is nonetheless
growing,155 primarily through Twitter and Facebook,156 and even in spite of high
rates of illiteracy across the country. It bears noting that the use of social media is
directly linked to perceptions of safety or cultural acceptability. For example, in
reporting in 2012, BBC News noted that “Facebook has taken off in Somalia since
Islamist militants al-Shabab fled the city several months ago, loosening social
restrictions and making the streets safer.”157 Reporting by the Broadcasting Board
of Governors notes “strict monitoring and regulation of Internet cafés by AlShabaab militants in some areas.”158 This is an important pattern to note, as the
implications for freedom of speech in a conflictive society make individuals must
less likely to use certain forms of ICTs based on perceptions of threat or risk.

Radio and Television

Radio and television are both popular media forms amongst Somalis, owing in part
to the Somali tradition as an “oral” society, and the country’s high rates of
illiteracy.159 Approximately 80% of households own a radio, while 30% of
households own a television.160Nonetheless, channels are perceived as “deeply
politicized,”161 and also are relatively unstable, reaching only certain geographies,
152 Kalan, J. (2012, October 23). Somalia’s ambitions online could bring Mogadishu to the world. BBC News.
Retrieved from http://www.bbc.com/news/business-19961266
153 UN Data. (2015). Somalia. United Nations Data. Retrieved from
http://data.un.org/CountryProfile.aspx?crName=somalia
154 GSMA. (2016).
155 BBC News. (2017, February 20). Somalia country profile. BBC. Retrieved from
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156 BBC News. (2014, October 8). Somali profile - Media. BBC. Retrieved from http://www.bbc.com/news/worldafrica-14094550
157 Kalan, J. (2012, October 23).
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160 BBG. (2013). Media use in Somalia 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
161 Ruppert, L., Sagmesiter, E. and Steets, J. (2016, October). SAVE - Listening to Communities in Insecure
Environments. CDAC Network. Retrieved from http://www.cdacnetwork.org/tools-andresources/i/20161024134901-260o5
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changing ownership, or shutting down due to issues with funding or targeting by AlShabaab.162
Radio in particular is the country’s most dominant form of media,163 with an
estimated 83.9% of the population getting news via radio at least once per week, at
equal levels in urban and rural areas alike.164 In 2007, estimates placed around 10
private FM radio stations in the country, in addition to Radio Mogadishu, operated
by the government,165 and the most common international radio stations in Somalia
are BBC and Voice of Africa,166 including the BBC Somali service broadcast in
Somali-language.

Mobile Money

Though neighboring Kenya is seen as the mobile money epicentre, mobile money
has nonetheless had a significant impact in Somalia. The formal banking system in
Somalia has been torn apart by years of instability and civil war, allowing mobile
money to fill a financial gap. Mobile phone access is quickly growing, with 51% of
the population with access to a phone,167 and currently there are at least three
mobile companies offering mobile money. Reportedly 37% of Somalis have a
mobile money account, whereas only 8% of Somalis belong to a formal financial
institution.168 Mobile money is a useful example of the application of an ICT to make
a service more accessible, and demonstrates the willingness
of the market to look for opportunities to engage across sectors.

Political Environment
Since 1991, Somalia has experienced significant conflict and ineffective, unstable
governance.169 This instability has greatly affected the market for ICTs, as
regulation has been largely inconsistent and fragmented across Somalia’s three
main regions of Puntland, Somaliland, and South-Central Somalia.170 Inconsistency
in regulation has extended from the market itself to the content of media and
communications, making Somalia a “fragmented and partisan” environment in
which to access information, and a particularly “hostile environment” for journalists,
activists, and media organizations.171 Even as ICT grows and strengthens, media
remains highly restricted, in Somalia, Puntland, and Somaliland alike.172
Interestingly, radio is the most heavily restricted given its popularity among the
largely illiterate population. Human Rights Watch notes that “Somalia remains one
162 Ruppert, L., Sagmesiter, E. and Steets, J. (2016, October).
163 BBC News. (2017, February 20). Somalia country profile. BBC. Retrieved from
http://www.bbc.com/news/world-africa-14094503
164 BBG. (2013). Media use in Somali 2013. Broadcasting Board of Governors. Retrieved from
https://www.bbg.gov/wp-content/media/2013/11/gallup-somalia-brief.pdf
165 CIA World Factbook. (2017, January 12).
166 Ruppert, L., Sagmesiter, E. and Steets, J. (2016, October).
167 Onyulo, T. (2016, February 26). More phones, few banks and years of instability are transforming Somalia to a
cashless society. Quartz Africa. Retrieved from https://qz.com/625258/more-phones-few-banks-and-years-ofinstability-are-transforming-somalia-to-a-cashless-society/
168 GSMA. (2016). (p. 50).
169 UNDP. (n.d.)
170 CGCS. (2014, June).
171 BBC News. (2017, February 20). Somalia country profile. BBC. Retrieved from
http://www.bbc.com/news/world-africa-14094503
172 CGCS. (2014, June).
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of the most dangerous countries in the world to be a journalist,” with targeting
coming not only from Al-Shabaab, but also by “government harassment and
intimidation” through state security agencies.173 While the country’s “media law”
guarantees freedom of expression, the legislation nonetheless places a number of
severe regulations on the media, such as to promote Islam.174 Of recent legislation
introduced between 2005 and 2013, regarding broadcasting, economic
development, or media, none of the policies have been formally approved by the
cabinet, parliament, and/or president, thus hindering their effective
implementation.175
Broadly speaking, state security forces are not highly regarded, for their
indiscriminate violence against civilians, who often get caught in the literal crossfire
between the Somali government, allies, and Al-Shabaab fighters. Human Rights
Watch reports that Somali government security forces, African Union troops, and
allied militias have been responsible for “indiscriminate attacks, sexual violence,
and arbitrary arrests and detention.”176 The Somali national intelligence agency
known as NISA, has been known to carry out “mass security sweeps,” detaining
and arresting individuals without the legal mandate to do so.177 Overall, this grim
description is an important reminder of the clear risks to open communication in
Somalia, whether from insurgent violence or government intimidation. These
threats will be key to consider when building a citizen engagement and
communication strategy for community policing, as community members will have
to build trust with police and be assured that reporting will not be met with
retaliation.

Implementing Environment

A number of different examples demonstrate how media and ICTs in Somalia have
been leveraged to address crisis and conflict, and to empower Somalis to access
services and communicate more effectively.
Much like the example of mobile money discussed above, some initiatives have
surfaced in order to address failings in the country’s current infrastructure.
Currently, an estimated 6.2 million Somalis are at risk of famine due to an intense
drought, a condition the country faced as recently as 2011, when 260,000 people
starved to death.178 Online mobilization and response efforts in Somalia and around
the world are attempting to address this type of emergency with a speed and
efficiency that Somalia’s current government struggles to do. For example,
Abaaraha, meaning “drought,” in Somali, is a crowd-sourcing initiative which allows
Somalis to report cases of malnutrition, disease outbreaks and death through SMS,
173 HRW. (2015). World Report 2015: Somalia. Human Rights Watch. Retrieved from https://www.hrw.org/worldreport/2015/country-chapters/somalia
174 CGCS. (2014, June).
175 CGCS. (2014, June).
176 HRW. (2015). World Report 2015: Somalia. Human Rights Watch. Retrieved from https://www.hrw.org/worldreport/2015/country-chapters/somalia
177 HRW. (2015).
178 Latif Dahir, A. and Kazeem, Y. (2017, March 23). Homegrown technology is being used to help millions at risk
from a devastating famine in Africa. Quartz Africa. Retrieved from https://qz.com/938093/homegrown-technologyis-being-used-to-help-millions-at-risk-from-a-devastating-famine-in-africa
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voice calls and social media.179 The cases are compiled and visualized on Ushahidi,
a Kenyan open source platform that helps organizers to visualize the incidence of
reports from the community, in an attempt to better plan for a strategic response
and to prevent an impending humanitarian emergency.180
In another example that engages with mobile devices, in Somaliland, three youthoriented NGOs, Africa Youth Development Association (AYODA), Solidarity Youth
Voluntary Organization (SOYVO), and Horn Youth Development Association (HYDA),
have all participated in trainings regarding “mobile learning” through UNESCO. The
trainings aim to prepare the organizations to use mobile phones as a platform for
accessible literacy programs, focusing on applications for “basic/feature phones and
that involved SMS-based functions, learning games, stories based on Somali
culture, and numeric functions.”181 While not an explicit initiative, this is an
important precedent for considering how design and functionality of any technology
based program should target gaps and disparities among users, such as
accessibility through lower technology phones, and a wide range of engagements in
order to attract female or adult learners.182
In terms of community policing efforts specifically, initiatives have been put into
place in several areas in Somalia such as Baidoa, Kismayo, Beletweyne, and
Mogadishu.183 In partnership between the African Union Mission in Somalia
(AMISOM) and the Somali Police Force, the initiative aims to enables community
members to communicate more easily and directly with the police, primarily
through community meetings, and is framed as an effort to “stabilize” areas and
resist Al-Shabaab control.184 The program leverages connections between
community leaders and the police, aiming to build mutually reinforced trust. In this
case, the key communications strategy revolves around community meetings,
rather than technology-based communications, and is one that reflects Somali
traditions of oral communications, and helps to build an immediate accessibility of
police forces.
UNDP has also been an active supporter and partner of community policing efforts
in Somalia. Through the UNDP Civilian Police, efforts have focused on helping police
forces to be more sensitive to gender based violence, a key challenge for Somali
women. This has included sensitivity training for police officers and community
service officers, as well as a pilot project for female volunteers to help create
179 Latif Dahir, A. and Kazeem, Y. (2017, March 23). Homegrown technology is being used to help millions at risk
from a devastating famine in Africa. Quartz Africa. Retrieved from https://qz.com/938093/homegrown-technologyis-being-used-to-help-millions-at-risk-from-a-devastating-famine-in-africa
180 Latif Dahir, A. and Kazeem, Y. (2017, March 23). Homegrown technology is being used to help millions at risk
from a devastating famine in Africa. Quartz Africa. Retrieved from https://qz.com/938093/homegrown-technologyis-being-used-to-help-millions-at-risk-from-a-devastating-famine-in-africa
181 UN in Somalia. (2015). Promoting Literacy through Mobile Learning Solutions in Somaliland. United Nations in
Somalia. Retrieved from
http://so.one.un.org/content/unct/somalia/en/home/presscenter/International%20Youth%20Day%202015/promot
ing-literacy-through-mobile-learning-solutions-in-somalila.html
182 UN in Somalia. (2015).
183 AMISOM. (n.d.). Community Policing Launched in Mogadishu. African Union Mission in Somalia. Retrieved from
http://amisom-au.org/2014/10/community-policing-launched-in-mogadishu/
184 AMISOM. (n.d.). Community Policing Launched in Mogadishu. African Union Mission in Somalia. Retrieved from
http://amisom-au.org/2014/10/community-policing-launched-in-mogadishu/
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connections between community members and the police, “making it easier for
women to approach the police for protection and justice services.”185

Concluding Remarks
Overall, Somalia demonstrates both progress and severe challenges with regard to
leveraging ICTs to increase awareness at the community level, promote access to
services, or strengthen community relations with police or security officials. The
country has seen significant growth in ICT uptake, mainly in the form of mobile
devices, and radio usage has remained popular country wide in urban and rural
areas alike. This growth has been largely unregulated, however, and government
oversight of the mobile sector in particular is minimal and haphazard. At the same
time, however, even as the government promotes freedom of expression,
surveillance and censorship of journalists or media organizations has also resulted
in violence or targeting, sending a message to the Somali people that free and open
speech is still largely at risk. As Somalia remains challenged by high levels of
poverty and illiteracy, unstable governance, and ongoing insurgent conflict by AlShabaab, however, many communities are still left out of common forms of
information and communications, and careful consideration must be made to
ensure that vulnerable youth, women, and remote communities are communicated
in ways that are inclusive and accessible to them, such as through tailored
community meetings or trained community representatives.

185 UNDP Somalia. (2013). Civilian Police. United Nations Development Program in Somalia. Retrieved from
http://www.so.undp.org/content/somalia/en/home/operations/projects/democratic_governance/Civillian_Police.ht
ml
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Desk Review: South Sudan
Executive Summary
Although South Sudan’s ICT sector began to grow in earnest following the country’s
independence in 2011, progress has faltered since the country’s civil crisis reignited
in December 2013. While ICTs are broadly recognized as a potentially powerful tool
for bolstering the country’s economic growth and connecting the country’s many
remote and vulnerable communities, very few initiatives have had sufficiently broad
reach or engagement. While radio continues to be the country’s most commonly
used ICT, outweighing mobile penetration at just 23%, limited infrastructure also
means that many communities live outside networks of any kind. Communities
instead rely entirely on community level news and information, depending on
information solely from neighbors and tribal leaders, as they are often limited by
knowledge of only local languages rather than English or Arabic, the country’s most
commonly spoken and written languages. As such, any form of inclusive technology
initiative will require careful attention to creating strategic redundancies to ensure
that communities can be reached through a range of broadcast and in-person
communication strategies. In order to better understand the communications
context in which people access technology and get information about their security
in South Sudan, the report begins with brief overviews of the country’s history and
security context, followed by a discussion of five key “Lines of Inquiry” identified by
SIMLab as critical to understanding the communications context in which people
access technology, get information, and communicate with other community
members and service providers, including the police.

Abbreviations
IRC
MoH
MoTPS
SPLM
SPLM-IO
SPLA
SSPS
UNMISS
WHO

International Rescue Committee
South Sudan Ministry of Health
Minister of Telecommunications and Postal Services
Sudan People’s Liberation Movement
Sudan People’s Liberation Movement-In Opposition
South Sudan’s army, the Sudan People’s Liberation Army
South Sudan Police Service
United Nations Mission in South Sudan
World Health Organization
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Brief Country History

With an estimated 12,530,717 million in population,186 South Sudan is a landlocked
country surrounded by Sudan to the north, Ethiopia to the east, Kenya and Uganda
to the Southeast, the Democratic Republic of the Congo to the Southwest, and the
Central African Republic to the west. Hailed as the world’s “newest country”
following its independence from Sudan in July 2011, the country’s independence
was supported by an overwhelming 99% of the southern Sudanese population.187 At
the time of independence from Sudan, South Sudan was formed from the the 10
southernmost states.188 The states, or administrative divisions, are the following:
Central Equatoria, Eastern Equatoria, Jonglei, Lakes, Northern Bahr el Ghazal,
Unity, Upper Nile, Warrap, Western Bahr el Ghazal, and Western Equatoria.189
Although South Sudan is the continent’s newest country, it is also among Africa’s
least developed countries, even in spite of its economic potential as an oilproducing nation with agricultural resources. In an opinion piece in the New York
Times, Andrew Natsios writes: “The state is effectively bankrupt, and the economy
is collapsing.”190
Prior to independence in 2011, South Sudan experienced ongoing violence in the
form of tribal conflict and even civil war with Sudan, in an effort to gain autonomy
for what would eventually formally become the country of South Sudan. Human
Rights Watch succinctly describes the conflict in South Sudan: “For decades, South
Sudanese civilians have suffered war crimes and human rights abuses while living
through ethnically factionalized and brutal civil wars, insurgencies, and inter-tribal
conflicts.”191 Over the course of the 22 years of “guerilla warfare” between Sudan
and South Sudan between 1983 and 2005, approximately 1.5 million people lost
their lives, in addition to an approximately four million displaced.192 Nonetheless,
some progress toward peace and demilitarization had taken place following the
“north-south war” between 1983 and 2005, including the release of thousands of
child soldiers and end the practices of “child soldiering.”193
In the present day, what was once considered a “multitribal coalition” in the new
South Sudanese government has instead devolved into civil war, with fighting

186 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
187 BBC News. (2016, April 27). South Sudan profile - overview. BBC News. Retrieved from
http://www.bbc.com/news/world-africa-14019208
188 BBC News. (2016, April 27). South Sudan profile - overview. BBC News. Retrieved from
http://www.bbc.com/news/world-africa-14019208
189 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
190 Natsios, A. (2017, January 20). South Sudan Cannot Be Allowed to Collapse. New York Times. Retrieved from
https://www.nytimes.com/2017/01/20/opinion/south-sudan-cannot-be-allowed-to-collapse.html
191 Human Rights Watch. (2015, December 14). “We Can Die Too”: Recruitment and Use of Child Soldiers in
South Sudan. Human Rights Watch. Retrieved from https://www.hrw.org/report/2015/12/14/we-can-dietoo/recruitment-and-use-child-soldiers-south-sudan
192 BBC News. (2016, April 27). South Sudan profile - overview. BBC News. Retrieved from
http://www.bbc.com/news/world-africa-14019208
193 Human Rights Watch. (2015, December 14). “We Can Die Too”: Recruitment and Use of Child Soldiers in
South Sudan. Human Rights Watch. Retrieved from https://www.hrw.org/report/2015/12/14/we-can-dietoo/recruitment-and-use-child-soldiers-south-sudan
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“cleaved along ethnic lines.”194 After independence from Sudan in 2011, civil war in
South Sudan began again in approximately December 2013. Fighting quickly ignited
after President Salva Kiir, an ethnic Dinka and leader of the ruling Sudan People’s
Liberation Movement (SPLM) party, fired his deputy, Riek Machar, an ethnic
Nuer,195 later declaring Marchar guilty of treason and an attempted coup.196
Violence has accelerated in part due to high rates of weapon ownership, in which
the country is “awash with weapons after decades of conflict with neighboring
Sudan and local feuds over land.197 The Nuer, and several other tribal groups,
formed the SPLM-IO (In Opposition) to form a resistance against the Dinka-led
government and ruling party, the SPLM.198 Although a peace deal was signed in
August 2015, ushering in a “transitional unity government,” violence has
nonetheless continued apace. Reporting from Al Jazeera in 2015 states that “Since
the start of the war, at least eight ceasefires or power-sharing deals have been
broken.199 Tens of thousands have died in ongoing conflict, described as some as
genocide or “ethnic cleansing” at the hands of government forces and allies,200 and
fighting reignited between government loyalists and opponents as of July 2016.201
An estimated 2.3 million have been displaced by the conflict,202 with approximately
340,000 South Sudanese fleeing to Uganda in the last half of 2016.203 The country
is also currently facing hunger crisis, with famine in at least two of the country’s
counties,204 Mayendit and Leer counties,205 with an estimated 100,000 people “on
the brink of starvation.”206 President Kiir was elected in 2010 to a four-year term,
194 Sengupta, S. (2017, January 18). In South Sudan, Mass Killings, Rapes and the Limits of U.S. Diplomacy. New
York Times. Retrieved from https://www.nytimes.com/2017/01/18/world/africa/south-sudan-unitednations.html?_r=0
195 Reuters. (2017, April 10). Militiamen raid South Sudan's Wau, at least 16 dead: witnesses, U.N. Reuters.
Retrieved from http://www.reuters.com/article/us-southsudan-violenceidUSKBN17C0SO?mc_cid=c0a138d714&mc_eid=4fc1ffd299
196 PeaceTech Lab. (n.d.). SOCIAL MEDIA AND CONFLICT IN SOUTH SUDAN: A LEXICON OF HATE SPEECH
TERMS. PeaceTech Lab. Retrieved from
https://static1.squarespace.com/static/54257189e4b0ac0d5fca1566/t/5851c214725e25c531901330/14817531144
60/PeaceTech+Lab_+SouthSudanLexicon.pdf
197 Reuters. (2017, April 10). Militiamen raid South Sudan's Wau, at least 16 dead: witnesses, U.N. Reuters.
Retrieved from http://www.reuters.com/article/us-southsudan-violenceidUSKBN17C0SO?mc_cid=c0a138d714&mc_eid=4fc1ffd299
198 PeaceTech Lab. (n.d.). SOCIAL MEDIA AND CONFLICT IN SOUTH SUDAN: A LEXICON OF HATE SPEECH
TERMS. PeaceTech Lab. Retrieved from
https://static1.squarespace.com/static/54257189e4b0ac0d5fca1566/t/5851c214725e25c531901330/14817531144
60/PeaceTech+Lab_+SouthSudanLexicon.pdf
199 Al Jazeera. (2015, December). South Sudan marks two years of ruinous war. Al Jazeera. Retrieved from
http://www.aljazeera.com/news/2015/12/south-sudan-marks-years-ruinous-civil-war-151215060303380.html
200 Muhumuza, R. (2017, April 13). British official: South Sudan violence is tribal ‘genocide.’ Retrieved from
https://www.yahoo.com/news/british-official-south-sudan-violence-tribal-genocide-045927982.html
201 Matthews, C. (2017, April 12). South Sudanese refugees struggling to survive in Uganda’s cities. IRIN.
Retrieved from http://www.irinnews.org/feature/2017/04/12/south-sudanese-refugees-struggling-surviveuganda%E2%80%99s-cities
202 Al Jazeera. (2017, March). South Sudan: UN reports campaign of killing and rape. Al Jazeera. Retrieved from
http://www.aljazeera.com/news/2016/03/south-sudan-campaign-killing-rape-united-nations-report160311073450910.html
203 Natsios, A. (2017, January 20). South Sudan Cannot Be Allowed to Collapse. New York Times. Retrieved from
https://www.nytimes.com/2017/01/20/opinion/south-sudan-cannot-be-allowed-to-collapse.html
204 Muhumuza, R. (2017, April 13). British official: South Sudan violence is tribal ‘genocide.’ Retrieved from
https://www.yahoo.com/news/british-official-south-sudan-violence-tribal-genocide-045927982.html
205 Patinkin, J. (2017, March 20). South Sudan Needs Peace as Much as Food. IRIN. Retrieved from
http://www.irinnews.org/analysis/2017/03/20/south-sudan-needs-peace-much-food
206 Marques de Mesquita, C. (2017, March 23). Telling the Whole Story of South Sudan’s Civil War. New America.
Retrieved from https://www.newamerica.org/weekly/edition-158/telling-whole-story-south-sudans-civil-war/
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but elections have been postponed from 2015 to 2018 due to political instability
and civil violence.207

Background on Security Context

As the country history outlines, violence and conflict in South Sudan is severe and
complex, involving the conflict between the Sudanese People’s Liberation Army
(SPLA) and the forces backing the SPLM-IO, in addition to other affiliated armed
militias. The conflict in Sudan is often described as an “ethnically charged civil
war,”208 given the reality that two of the country’s main rival tribal groups, the
Dinka and the Nuer, are at odds.209 Given the complexity of the civil conflict,
security forces in South Sudan are numerous and diverse. There are an estimated
13,500 UN peacekeepers, in addition to the South Sudan Police Service (SSPS), the
Sudanese Air Force, and the Sudanese Armed Forces. In spite of the high numbers
of forces, security is a patchwork, and complicated by the conflict between the SPLA
and the SPLM-IO, and as such, security is often seen as highly unreliable for those
experiencing violence and conflict at the local level. In addition to tribal conflict and
violence, civilians have also faced harassment or violence from “government
soldiers and security forces,” including rapes and executions.210 Reporting from the
New York Times in March 2017 notes this pattern of violence from government
forces: “By all accounts, South Sudanese soldiers have become brutal
doppelgängers of the widely vilified northern Sudanese forces that they had
rebelled against, waging war ruthlessly against their own people.”211
In addition to outright violence, negligence of duty is not limited to government
forces. For example, UN peacekeepers, private security guards, and troops have
been accused of a “failure to intervene” during severe targeted violence of civilians
in Juba in July of 2016.212 This is all the more complicated by the fact that the
current ruling party and presidential administration have been reluctant to
acknowledge wrongdoing or negligence of any kind, largely minimizing any reports
of human rights violations in spite of the country’s frighteningly high death toll due
to violence and famine.
Generally speaking, peacebuilding in South Sudan is also challenged by poor
infrastructure, whether the road network or the mobile network, as these are areas

207 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
208 Reuters. (2017, April 10). Militiamen raid South Sudan's Wau, at least 16 dead: witnesses, U.N. Reuters.
Retrieved from http://www.reuters.com/article/us-southsudan-violenceidUSKBN17C0SO?mc_cid=c0a138d714&mc_eid=4fc1ffd299
209 Gabri, J. (2017, March 31). What does a mapping exercise in South Sudan reveal about local peacebuilding
efforts? Peace Direct. Retrieved from https://www.insightonconflict.org/blog/2017/03/what-does-a-mappingexercise-south-sudan-reveal-about-local-peacebuilding-efforts/
210 Reuters. (2016, August 4). South Sudan security forces killed, raped civilians - UN. Reuters. Retrieved from
http://www.reuters.com/article/us-southsudan-security-un-idUSKCN10F136?il=0
211 Gettleman, J. (2017, March 4). War Consumes South Sudan, a Young Nation Cracking Apart. The New York
Times. Retrieved from https://www.nytimes.com/2017/03/04/world/africa/war-south-sudan.html?_r=0
212 Amnesty International. (2016, October 25). South Sudan: Deliberate killings by government troops as UN
forces fail to protect civilians. Amnesty International. Retrieved from
https://www.amnesty.org/en/latest/news/2016/10/south-sudan-deliberate-killings-by-government-troops-as-unforces-fail-to-protect-civilians/
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that are hard to reach, particularly for outside or international organizations.213
Additionally, the country’s current ethnic conflict layers on to decades of existing
unrest. For example, Unity State, where much of the ongoing conflict has taken
place, experiences conflict for a number of different reasons, whether internally
over cattle raids, between communities or clans, or even at a cross-border level
into Sudan.214
In the following lines of inquiry, the report considers how conflict interplays with
people and the communities within which they live, and how access to ICTs of all
kinds can help support communities in accessing needed services, building security,
and strengthening relationships with security providers, including police.

Lines of Inquiry
People

Given the grim characterization of the country’s governance and security profile
above, it should come as little surprise that an estimated half of the country, at
50.6%, live below the poverty line.215 More than 7.5 million people, out of South
Sudan’s estimated population population of 12 million, are characterized as “in need
of humanitarian assistance.”216 This includes more than 4.9 million people facing
severe food insecurity due to displacement, conflict and economic decline since
December 2013.217 Although famine is widespread, reporting from IRIN argues that
deaths are a result of conflict, rather than starvation, stating succinctly that:
“violent deaths still outpace starvation deaths.”218
Whereas the country’s economy was once dependent on subsistence agriculture,
the economy is now characterized as “highly oil-dependent.”219 Nonetheless, the
majority of the country relies on farming, while some rely on animal husbandry.220
Ongoing war has disrupted common employment and economic opportunities, such
as harvesting, fishing, and trading. Economic conditions have worsened as the
government has shut down oil production, due to ongoing and fraught negotiations

213 Gabri, J. (2017, March 31). What does a mapping exercise in South Sudan reveal about local peacebuilding
efforts? Peace Direct. Retrieved from https://www.insightonconflict.org/blog/2017/03/what-does-a-mappingexercise-south-sudan-reveal-about-local-peacebuilding-efforts/
214 Gabri, J. (2017, March 31). What does a mapping exercise in South Sudan reveal about local peacebuilding
efforts? Peace Direct. Retrieved from https://www.insightonconflict.org/blog/2017/03/what-does-a-mappingexercise-south-sudan-reveal-about-local-peacebuilding-efforts/
215 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
216 International Organization for Migration (IOM). (2017, April 12). 8,000 People Displaced by Recent Violence in
Wau, South Sudan. IOM. Retrieved from https://southsudan.iom.int/media-and-reports/press-release/8000people-displaced-recent-violence-wau-south-sudan
217 International Organization for Migration (IOM). (2017, April 12). 8,000 People Displaced by Recent Violence in
Wau, South Sudan. IOM. Retrieved from https://southsudan.iom.int/media-and-reports/press-release/8000people-displaced-recent-violence-wau-south-sudan
218 Patinkin, J. (2017, March 20). South Sudan Needs Peace as Much as Food. IRIN. Retrieved from
http://www.irinnews.org/analysis/2017/03/20/south-sudan-needs-peace-much-food
219 BBC News. (2016, April 27). South Sudan profile - overview. BBC News. Retrieved from
http://www.bbc.com/news/world-africa-14019208
220 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
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with neighboring Sudan to the north.221 Described in an article by NPR, Jerry Farrell
of Catholic Relief Services describes that “civilians in South Sudan have been
caught in a perfect storm: Conflict has combined with an economic collapse and a
bad drought.”222
Conflict and poverty are disruptors of any sort of stability in daily life, and create
high levels of vulnerability for the South Sudanese people. This in turn makes
access to media and ICTs much more challenging. Access to information and
communications is also challenged by low levels of education and literacy, as well
as gaps in access and vulnerabilities for women and youth, covered in the following
subsections.

Literacy and Education

Across the county, the estimated literacy rate is 27%, meaning that an estimated
73% of the population over the age of 15 is literate.223 Male literacy is significantly
higher than average, at 40%, as compared to women, at just 16%, as of 2009
estimates.224 Some estimates place this even lower, with just 8% of women in
South Sudan as literate, one of the lowest female literacy rates in the world.225
South Sudan is a multiethnic, multilingual nation. While English has been declared
the official language, most South Sudanese also speak Arabic, sometimes referred
to as Simple Arabic or Juba Arabic.”226 Additionally, other regional languages
include Dinka, Nuer, Bari, Zande, and Shilluk,227 with dozens of other languages
spoken by smaller ethnic groups.228 Various dialects of Arabic and “pidgin Arabic”
are commonly spoken across South Sudan, and many in northern border areas
speak “classical Arabic.”229 In an attempt to distinguish itself from the so-called
“Islamic North,” the SPLM government has promoted English instead of Arabic as
South Sudan’s official language.230 However, English is mainly accessible only to the
country’s “educated elite,” and therefore broadcasts on television or radio in English
are likely to be inaccessible to the vast majority of the country’s population.231 It
bears noting, additionally that there are large numbers of South Sudanese who
221 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
222 Peralta, E. (2017, March 10). 14-Year-Old Who Fled South Sudan: 'They're Killing Women, Children.' NPR.
Retrieved from http://www.npr.org/sections/goatsandsoda/2017/03/10/519662481/14-year-old-who-fled-southsudan-theyre-killing-women-children
223 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
224 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
225 USAID. (2012). Education in South Sudan. USAID. Retrieved from http://pdf.usaid.gov/pdf_docs/pnaec812.pdf
226 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
227 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
228 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
229 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
230 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
231 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
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speak neither English nor Arabic, most commonly women and rural residents living
in remote areas.232
Educational attainment has already been challenged by an overall lack of
educational infrastructure, whether in terms of quality schools, teachers, or
materials, a reality that is only compounded by the disruption of warfare and
displacement.233 For examples, teachers in South Sudan earn on average just €2.75
per month.234 The country’s school infrastructure mirrors the country’s general
struggles with physical infrastructure. For example, just 2% of primary schools in
South Sudan have electricity, and nearly two thirds are without safe drinking
water.235 Education has also been greatly challenged by the move from Arabic to
English for the government’s official language and the education system’s language
of instruction.236 Although education in South Sudan is “free and compulsory,” and
broadly recognized by the South Sudanese public as a priority government service,
educational infrastructure remains exceedingly limited.237

Gender

As conflict has erupted, causing significant displacement and migration, women are
increasingly impacted. UNESCO summarizes “the majority of the displaced people
are women and children, and in some sites female-headed households far
outnumber male-headed households.”238 The impact of conflict on women includes
being forced to become heads of household, flee with children, or left vulnerable as
targets of sexual violence, where “sexual violence is often used as a weapon of
war.”239 Estimates from the UN Refugee Agency, for example, indicate that 86% of
the South Sudanese refugees to Uganda are women and children.240 Given the
disruptions of the current conflict at the household level, women may have taken
on even more domestic responsibility than is typical, such as visiting the market or
collecting firewood.241
Incidents of gender based violence (GBV), such as harassment, rape, or abduction,
are staggering. Over a five month period, more than 1,300 rape cases were
232 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
233 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
234 Gettleman, J. (2017, March 4). War Consumes South Sudan, a Young Nation Cracking Apart. The New York
Times. Retrieved from https://www.nytimes.com/2017/03/04/world/africa/war-south-sudan.html?_r=0
235 USAID. (2012). Education in South Sudan. USAID. Retrieved from http://pdf.usaid.gov/pdf_docs/pnaec812.pdf
236 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
237 USAID. (2012). Education in South Sudan. USAID. Retrieved from http://pdf.usaid.gov/pdf_docs/pnaec812.pdf
238 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
http://en.unesco.org/system/files/Development%20of%20South%20Sudan%20Community%20Media%20Platform
%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
239 Marques de Mesquita, C. (2017, March 23). Telling the Whole Story of South Sudan’s Civil War. New America.
Retrieved from https://www.newamerica.org/weekly/edition-158/telling-whole-story-south-sudans-civil-war/
240 Peralta, E. (2017, March 10). 14-Year-Old Who Fled South Sudan: 'They're Killing Women, Children.' NPR.
Retrieved from http://www.npr.org/sections/goatsandsoda/2017/03/10/519662481/14-year-old-who-fled-southsudan-theyre-killing-women-children
241 Marques de Mesquita, C. (2017, March 23). Telling the Whole Story of South Sudan’s Civil War. New America.
Retrieved from https://www.newamerica.org/weekly/edition-158/telling-whole-story-south-sudans-civil-war/
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reported in just one of South Sudan’s states, Unity, for example.242 Reporting from
New America notes that sexual violence is often underreported, and even when
reported, is often “one-dimensional,” leaving little room for understanding the lived
experiences of South Sudanese women beyond their wartime victimization.243
Writing for New America, Carolina Marques de Mesquita argues that women may
nonetheless wield particular power through informal, peaceful approaches, such as
“prayer parades: gatherings in which women pray and march for several blocks in
protest of conflict.”244
Generally speaking, women are marginalized in South Sudanese society. This is
reflected in educational enrollment, for example, with only 33% of girls enrolled in
schools,245 and across a range of indicators, such “rape, beatings, psychological
abuse, denial of education and economic opportunity were both commonplace and
seldom reported.”246 Care, the development relief organization, writes that
“prevailing cultural norms, especially in the countryside, marginalize women from
participation in any level of political activity or decision-making.”247
Given women’s high illiteracy rates and high incidences of poverty, they are
underrepresented in decision-making and leadership positions, whether in
government or otherwise.248 Though information is challenging to compile on the
topic, it is also logical to assume that this in turn limits women’s ability to access
information, or use ICTs of any kind, mobile or otherwise, independently from a
male head of household or husband. UNESCO notes that underrepresentation of
women extends into the journalistic and media professions: “There is glaring
marginalization of women in journalistic professions and absence of women’s
leadership in media executive functions partly due to insecurities faced by women
journalists especially in the mainstream media but also due to societal attitudes
towards the role of women.”249 Additionally, UNESCO estimates that 90% of articles
are written by men, leaving women’s voices and experiences highly
underrepresented in print media, as one example.250
242 Al Jazeera. (2017, March). South Sudan: UN reports campaign of killing and rape. Al Jazeera. Retrieved from
http://www.aljazeera.com/news/2016/03/south-sudan-campaign-killing-rape-united-nations-report160311073450910.html
243 Marques de Mesquita, C. (2017, March 23). Telling the Whole Story of South Sudan’s Civil War. New America.
Retrieved from https://www.newamerica.org/weekly/edition-158/telling-whole-story-south-sudans-civil-war/
244 Marques de Mesquita, C. (2017, March 23). Telling the Whole Story of South Sudan’s Civil War. New America.
Retrieved from https://www.newamerica.org/weekly/edition-158/telling-whole-story-south-sudans-civil-war/
245 UNICEF. (2014). Basic Education and Gender Equality: South Sudan. UNICEF. Retrieved from
https://www.unicef.org/southsudan/education.html
246 Care. (n.d.) Gender in Brief. Care. Retrieved from
http://www.care.org/sites/default/files/documents/Gender%20in%20Brief%20South%20Sudan%20.pdf
247 Care. (n.d.) Gender in Brief. Care. Retrieved from
http://www.care.org/sites/default/files/documents/Gender%20in%20Brief%20South%20Sudan%20.pdf
248 Edward, J. K. (2014). A Strategy for Achieving Gender Equality in South Sudan. The Sudd Institute. Retrieved
from https://www.suddinstitute.org/publications/show/a-strategy-for-achieving-gender-equality-in-south-sudan/
249 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
http://en.unesco.org/system/files/Development%20of%20South%20Sudan%20Community%20Media%20Platform
%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
250 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
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Recent efforts have been made to advocate for women’s equality in the country,
such as a policy for “25% affirmative action for women” in government positions, in
an attempt to make gender representation more equitable, for example. There is
also significantly greater public discussion of the need to better involve women in
the peace process, particularly given the suffering of women in conflict, through the
establishment of initiatives such as the South Sudan Women’s Peace Network.
UNESCO summarizes that “women and girls continue to struggle to make their
voices heard and are increasingly marginalized by the overall humanitarian
response,”251 reiterating the need to include women and girls in the peacebuilding
process at all stages.

Youth

South Sudan is a relatively young society, with 44.86% of the country below the
age of 14, and an additional 20.32% between the ages of 15-24, meaning that
65.18% are below the ages of 24.252 Given the targeting of civilians in the country’s
ongoing conflict, children are also very vulnerable to violence and conflict. Children
are also recruited as “child soldiers” into the conflict, used as “foot soldiers” in the
government and opposition forces alike.253 The Human Rights Campaign
summarizes that “recruitment and use of children as fighters and soldiers have
been hallmarks of these conflicts.”254 “Child soldiering” or “child recruitment” is
often brutal and forced, with children forcibly recruited and physically forced or
abducted at gunpoint. Even for children who may have joined willingly out of a
sense of helplessness or societal pressure, they are nonetheless unable to leave
and deployed into fighting regardless.255 The United Nations Children’s Fund
(UNICEF) estimates that 15-16,000 children have fought in the conflict overall.256
Unsurprisingly, education for children is frequently disrupted amidst the conflict.
Schools may be closed in conflictive areas, and some are even used for “military
purposes” by government forces. Human Rights Watch notes: “During the conflict,
most schools in conflict areas in Jonglei, Upper Nile and Unity states were shut for
at least several months; at least 45 schools have been used for military purposes
http://en.unesco.org/system/files/Development%20of%20South%20Sudan%20Community%20Media%20Platform
%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
251 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
http://en.unesco.org/system/files/Development%20of%20South%20Sudan%20Community%20Media%20Platform
%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
252 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
253 Al Jazeera. (2015, December). South Sudan marks two years of ruinous war. Al Jazeera. Retrieved from
http://www.aljazeera.com/news/2015/12/south-sudan-marks-years-ruinous-civil-war-151215060303380.html
254 Human Rights Watch. (2015, December 14). “We Can Die Too”: Recruitment and Use of Child Soldiers in
South Sudan. Human Rights Watch. Retrieved from https://www.hrw.org/report/2015/12/14/we-can-dietoo/recruitment-and-use-child-soldiers-south-sudan
255 Human Rights Watch. (2015, December 14). “We Can Die Too”: Recruitment and Use of Child Soldiers in
South Sudan. Human Rights Watch. Retrieved from https://www.hrw.org/report/2015/12/14/we-can-dietoo/recruitment-and-use-child-soldiers-south-sudan
256 Human Rights Watch. (2015, December 14). “We Can Die Too”: Recruitment and Use of Child Soldiers in
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by government forces since the conflict began.”257 Although statistics from UNICEF
indicate that an estimated one million youth are out of school, and “70 per cent of
children aged 6–17 years have never set foot in a classroom,”258 youth literacy is
nonetheless slightly higher than that of the adult population across South Sudan.
Youth literacy is 40% for those between the ages of 15 and 24 as compared to just
27% for adults.259 For young adults aged 15-24, unemployment is around 18.5%,
with slightly higher unemployment for male youth, at 20%, and 17% for female
youth, as of 2008 estimates.260

Community
Communities across the country are impacted by the country’s ongoing civil conflict
and violence, in addition to the growing threats of economic collapse and famine.
South Sudan is a multiethnic society, with a number of different ethnic groups,
including the Dinka, Nuer, and Shilluk tribes, known as the country’s largest.261
According to 2011 estimates from the U.S. Central Intelligence Agency (CIA), the
Dinka represent 35.8% of the country’s population, while the Nuer represent
15.6%.262 The remaining groups are numerous and include the following: Shilluk,
Azande, Bari, Kakwa, Kuku, Murle, Mandari, Didinga, Ndogo, Bviri, Lndi, Anuak,
Bongo, Lango, Dungotona, Acholi.263 Groups tend to follow traditional religions as
well as Christianity, sometimes practiced in combination.
Whereas the country’s conflict originally involved mainly the Nuer and the Dinka,
the country’s largest ethnic groups, the ever complicating war is now drawing in
other ethnic groups. Writing in the New York Times explains, “as it enters its fourth
year, this war, Africa’s worst, is rapidly sucking in many of the nation’s other ethnic
groups, including the Azande, the Shilluk, the Moru, the Kakwa and the Kuku.”264
As such, all South Sudanese experience high rates of migration and displacement,
and urban and rural communities experience a range of challenges, discussed in the
following subsections.

Migration and Displacement

Ongoing conflict and recent spikes in violence has caused significant migration and
displacement across South Sudan. An estimated 43,000 IDPs have fled due to
insecurity in late June 2016, seeking refuge at “displacement sites” organized by
257 Human Rights Watch. (2015, December 14). “We Can Die Too”: Recruitment and Use of Child Soldiers in
South Sudan. Human Rights Watch. Retrieved from https://www.hrw.org/report/2015/12/14/we-can-dietoo/recruitment-and-use-child-soldiers-south-sudan
258 UNICEF. (2014). Basic Education and Gender Equality: South Sudan. UNICEF. Retrieved from
https://www.unicef.org/southsudan/education.html
259 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
260 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
261 BBC News. (2016, April 27). South Sudan profile - overview. BBC News. Retrieved from
http://www.bbc.com/news/world-africa-14019208
262 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
263 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
264 Gettleman, J. (2017, March 4). War Consumes South Sudan, a Young Nation Cracking Apart. The New York
Times. Retrieved from https://www.nytimes.com/2017/03/04/world/africa/war-south-sudan.html?_r=0
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the International Organization for Migration (IOM),265 and more than 200,000
people have taken refuge in UN peacekeeping civilian encampments.266 Though
internal displacement is high, many South Sudanese have fled the country entirely.
More than 800,000 South Sudanese have fled to Uganda, the majority of whom
have fled since July of 2016, in part motivated by Uganda’s open-door refugee
policy.267 Interestingly, even in spite of South Sudan’s clear instability, an estimated
240,000 Sudanese have fled to South Sudan from Sudan, escaping conflict to the
north.268

Urban and Rural Communities

An estimated 80% of the country lives in rural areas, with an urban population of
approximately 18.8% of the total population, as of 2015.269 Nonetheless, data from
2010-2015 indicates a 5.05% annual rate of urbanization, indicating that urban
areas are growing rapidly in population.270 South Sudan’s capital city is Juba, with
an estimated population of 321,000 as of 2015.271
Much of the country’s conflict has taken place in traditionally rural areas, causing
significant displacement and migration. For so-called “cattle communities” in more
remote areas, traditions of cattle raiding have morphed into more aggressive tribal
violence,272 as communities have become “well-armed” given the international arms
trade. Although tribal conflict takes place in rural areas, targeted ethnic violence
has been ongoing in the country’s capital of Juba, where government forces and
allies have sought out residents belonging to the Nuer tribe, perceived as
opponents to the Dinka. Additionally, reports indicate that “forced labor and sexual
exploitation” takes place in urban centers, where women and girls, particularly
those who have been internally displaced or have migrated from rural areas, are
particularly vulnerable.273
In terms of connectivity, the vast majority of internet and ICT penetration is
concentrated in the capital city of Juba. UNESCO explains: “The production and
distribution of print media occurs mainly in the national capital and the poor state
of infrastructure also makes the print media inaccessible to the majority of the

265 International Organization for Migration (IOM). (2017, April 12). 8,000 People Displaced by Recent Violence in
Wau, South Sudan. IOM. Retrieved from https://southsudan.iom.int/media-and-reports/press-release/8000people-displaced-recent-violence-wau-south-sudan
266 Reuters. (2017, April 10). Militiamen raid South Sudan's Wau, at least 16 dead: witnesses, U.N. Reuters.
Retrieved from http://www.reuters.com/article/us-southsudan-violenceidUSKBN17C0SO?mc_cid=c0a138d714&mc_eid=4fc1ffd299
267 Matthews, C. (2017, April 12). South Sudanese refugees struggling to survive in Uganda’s cities. IRIN.
Retrieved from http://www.irinnews.org/feature/2017/04/12/south-sudanese-refugees-struggling-surviveuganda%E2%80%99s-cities
268 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
269 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
270 Central Intelligence Agency (CIA). (2017, January 12).
271 Central Intelligence Agency (CIA). (2017, January 12).
272 Morgan, H. (2017, February). Thousands killed in cattle raids since 2011. Al Jazeera. Retrieved from
http://www.aljazeera.com/news/2017/02/south-sudan-cattle-raids-170205090102703.html
273 Central Intelligence Agency (CIA). (2017, January 12).
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population especially those based in the rural areas.”274 Indeed, print media is
focused on urban areas and printed in either English or Arabica, making it all the
less accessible for rural communities.275 In turn, this concentration of access in
urban areas has created a “worsening digital divide” between rural and urban
communities.276
With regard to access to media and ICTs, UNESCO notes that for rural communities,
“access to print and televised media is extremely low or non-existent, coupled with
low ICT and media literacy. Few households own televisions or computers and
Internet access is extremely limited.”277 This ultimately means that rural
households may not have any sense of what is happening locally, let alone at the
national, regional, or international level.278 UNESCO also notes that a concept of
“community based media” is still limited, and
communities are frequently marginalized, noting the “lack of community owned and
managed media that gives a non-censored platform to the rural communities to
engage one another as well as with their decision makers with no external
influence.”279 This has meant that communities are unable to engage in the
peacebuilding process, for example.

Market Environment
South Sudan’s ICT sector has been greatly challenged by the country’s ongoing and
pervasive conflict over the past decades. At the household level, media and ICT
usage is limited, given the overall “very low level of household income, computer
illiteracy and the very limited broadband infrastructure.”280 Although it is widely
recognized that development of the ICT sector will be critical to South Sudan’s
eventual growth and development as a nation, the country’s lack of infrastructure,
compounded by ongoing violent conflict, has made the sector's development nearly
impossible at the present moment.281
274 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
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%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
278 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
http://en.unesco.org/system/files/Development%20of%20South%20Sudan%20Community%20Media%20Platform
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Internet, Mobile, and Fixed Telephony

Mobile penetration is estimated at approximately 24 subscriptions per 100
inhabitants, or 2.899 million total subscriptions.282 Although the country’s mobile
network expanded greatly following peace agreements in 2005,283 as conflict has
returned from 2013 onward, and with the current threat of economic collapse and
famine, many of the country’s major mobile networks have seen falling subscriber
bases. For example, given the country’s economic instability, with currency
devaluation, a number of companies, including MTN and Vivacell have increased
rates. At the same time, MTN has also withdrawn some operations after finding
“little market uptake,” explained in large part by country’s economic decline due to
conflict and the growing threat of famine in the country.284 With an estimated one
million total subscribers in South Sudan, MTN reported seeing a decrease in the
customer base.285
Overall, data indicates that 11.6% of households have a computer, with 11.2% of
households with internet access. Approximately 17.9% of individuals have access to
the internet.286 Where accessible, bandwidth and internet is nonetheless very
expensive, at just 1.2 subscriptions per 100 inhabitants.287 Data from the ITU, the
UN agency focused on telecommunications and information technologies, as of
2015 does not register any fixed-telephone subscriptions, at 0 subscriptions per
100 inhabitants.288

Radio, Television, and Print Media

In their “Media and telecoms landscape guide” from 2012, Infoasaid reports that
radio is the main source of news and information for the South Sudanese.289
UNESCO reports that most FM stations are private rather than public, and are
“funded and controlled by churches, non-governmental organisations (NGOs), or as
private businesses.”290 One example is “South Sudan in Focus,” broadcast by Voice
of America, while a number of other local FM stations reportedly broadcast in local
languages. Fondation Hirondelle, a Europe and US-based NGO, supports the
operations of Radio Miraya, “the only independent radio network broadcasting
282 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
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284 Mohammed, O. (2016, March 30). MTN may quit South Sudan because people there are buying bread instead
of mobile phones. Quartz Africa. Retrieved from https://qz.com/650731/mtn-may-quit-south-sudan-becausepeople-there-buy-bread-instead-of-mobile-phones/
285 Francis, O. (2016, March 29). MTN South Sudan to Cut Jobs, Cancel Plans on Economic Crisis. Bloomberg.
Retrieved from https://www.bloomberg.com/news/articles/2016-03-29/mtn-south-sudan-to-cut-jobs-amideconomic-crisis-spurred-by-war
286 ITU. (2015). South Sudan Profile. ITU. Retrieved from http://www.itu.int/net4/itu-d/icteye/
287 ITU. (2015). South Sudan Profile. ITU. Retrieved from http://www.itu.int/net4/itu-d/icteye/
288 ITU. (2015). South Sudan Profile. ITU. Retrieved from http://www.itu.int/net4/itu-d/icteye/
289 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
290 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
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%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
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nationally throughout the Republic of South Sudan.”291 Established in 2006, the
station is operated through a partnership with the United Nations Mission in South
Sudan (UNMISS).
Radio is appealing both culturally and for information, as it offers an opportunity for
entertainment, such as music or sports, as well as news. A survey from 2007 by the
Fondation Hirondelle found that “the most popular types of radio programme were
news (48%), music (27%), sports (21%), talk shows (20%), HIV/Aids awareness
(17%) and education (16%).”292 The survey also indicated that a typical radio
listener was a male South Sudanese, between the ages of 20 and 34, with some
degree of education, with men much more likely to listen to radio than women.293
Though radio usage is common, the broadcasting infrastructure is still limited and
disconnected, making it challenging to ensure simultaneous broadcasts, and
coverage is inconsistent across the country. Another challenge to access is the cost
of batteries. Television use is much less common than radio, and is largely
controlled by government.294 reporting from UNESCO indicates that the SPLM
“retains tight political control of the government radio and TV broadcasts.”295 The
country also has minimal print media via newspapers, confined largely to coverage
in the country’s capital of Juba.

Community Communications

Where radio broadcast is unable to reach in rural and remote areas, local chiefs or
religious leaders are often responsible for helping to spread information.296 In
addition to radio, survey respondents indicate that information from the church or
word of mouth were also popular sources.297 Churches and mosques, have been
known for their activism in promoting voter registration and voter turnout, as well
as HIV/AIDS awareness.298Traditional chiefs and local administrators, are often
among the most trusted sources of information for local communities, requiring
face-to-face meetings and communications.299 Relatedly, “social and cultural events
such as market day, dances, demonstrations, wrestling matches, weddings and
beauty pageants are significant venues for mass communication.”300 Infoasaid, in

291 Fondation Hirondelle. (n.d.) Radio Miraya. Fondation Hirondelle. Retrieved from http://hirondelleusa.org/ourpartners/
292 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
293 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
294 Central Intelligence Agency (CIA). (2017, January 12). Africa: South Sudan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/od.html
295 UNESCO. (2015). Complementary Additional Programme 2014-2015: Development of South Sudan
Community Media Sector as a platform for peace and reconciliation and promotion of gender equality. UNESCO.
Retrieved from
http://en.unesco.org/system/files/Development%20of%20South%20Sudan%20Community%20Media%20Platform
%20for%20peace%20and%20reconciliation%20and%20gender%20equality.pdf
296 Infoasaid. (2012, February). South Sudan: Media and telecoms landscape guide. Infoasaid. Retrieved from
https://www.internews.org/sites/default/files/resources/InfoasAid_South_Sudan_Media_Telecoms_guide.pdf
297 Infoasaid. (2012).
298 Infoasaid. (2012).
299 Infoasaid. (2012).
300 Infoasaid. (2012).
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their communications report from 2012, also identifies loudspeakers as another
“popular means of mass communication.”301
Though the country has extremely low levels of mobile penetration, it bears noting
that this also leaves significant room for growth and expansion when the country
eventually stabilizes. In the following section on implementing organizations, the
report considers opportunities for engagement around ICTs.

Political Environment

South Sudan’s overall political environment is characterized by political instability,
insecurity, and impunity for criminality and corruption, which impacts the media
and ICT sector in myriad ways. Although ICTs are governed by a Minister of
Telecommunications and Postal Services (MoTPS), the government itself is limited
by a general lack of infrastructure and minimal uptake of ICTs within the national
government, lacking in human or technical capacity. As indicated in the above
discussion on the market environment, the government controls a number or radio
and television channels in an attempt to guide the media coverage of the country’s
ongoing conflict and crisis.
Against a backdrop of ever evolving violence and conflict, freedom of speech has
become deeply challenged. Given the political nature of the conflict, journalists, civil
society activists, and human rights workers have received threats for publicizing
information. UNESCO explains: “Journalists have found it very difficult to do their
work due to insecurity, intimidation and difficult access to information as well as
heavy government control over the kind of information to report on.”302 Reporting
from IRIN also indicates that freedom of speech is limited in the country’s
humanitarian camps as well, where the government limits the contents of
communications with and for citizens and internally displaced persons, such as
discouraging people from “speaking about the atrocities that they experienced” or
limiting the types of communications permitted on UN radio, for example.303
Reporting from Al Jazeera indicates that “South Sudan is also accused of buying
invasive spyware,”304 used against suspected opposition. In fact, part of the lead up
the country’s current civil war, which began in December 2013, built out of
intercepted communications used as evidence against a former Minister for Peace in
South Sudan who had been accused of plotting a coup against then President
Kiir.305
Though these examples are few, they all point to a political environment that is
exceedingly unfavorable to the use of media and ICTs to promote transparency in
governance or provision of public services, with security among them. Nonetheless,
301 Infoasaid. (2012).
302 UNESCO. (2015).
303 Oudenaren, D. (2017, February 27). Politicised humanitarian aid is fuelling South Sudan's civil war. IRIN.
Retrieved from http://www.irinnews.org/opinion/2017/02/27/politicised-humanitarian-aid-fuelling-south-sudanscivil-war
304 Al Jazeera Investigative Unit. (2017, April). Spy Merchants: Spying on dissent through illegal means. Al
Jazeera. Retrieved from http://www.aljazeera.com/indepth/features/2017/04/spy-merchants-spying-dissentillegal-means-170409073619770.html
305 Al Jazeera Investigative Unit. (2017, April).
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a number of examples of positive applications of ICTs have emerged, outlined in
the following section on implementing organizations.

Implementing Environment

In spite of South Sudan’s extremely limiting political environment, a number of
different organizations have worked to engage with community members and ICTs
to improve information sharing, access to services, and overall empowerment.
Although very few of these examples engage directly with security or police, they
are nonetheless useful precedents to understand how ICTs have been successfully
leveraged, and to identify gaps in how vulnerable communities have been reached,
and to consider possible ways forward to use media and ICTs to strengthen
community security and build relationships with security providers. Although ICT
use is still limited across the country, a number of recent efforts have aimed to
engage communities with ICTs, even in spite of the ongoing disruptions from the
country’s conflict. It bears noting that what momentum may have existed following
the country’s independence in 2011 has been significantly disrupted by the
evolution of the conflict.

Youth Empowerment through ICTs

Given the widespread accessibility of the radio, one useful initiative to highlight is
known as Sawa Shabab, or “Together Youth,” a “dramatic peacebuilding radio
series aired by nearly 30 local stations across all states of South Sudan.”306
Produced by Free Voice South Sudan in collaboration with PeaceTech Lab and the
United States Institute of Peace, the series seeks to “bring young people together”
through thoughtful discussions on tribal differences, local conflicts, and
peacebuilding.307 The show also encourages engagement with listeners through
calls or text messages, in English or Arabic, to share feedback or respond to
“scripted questions” included in each episode.308
In another example, Ericsson, in collaboration with the Whitaker Peace and
Development Initiative, worked on a series of workshops focused around peace
building, conflict resolution, and basic tools for mobile phone and laptop use.309 The
program notes that it was able to “create some early-warning systems based on
friendship, inclusion, and a commitment to peace” in which participants shared
information on violent incidents, potential attacks, or safe routes for travel.310

306 PeaceTech Lab. (2016). Media Projects: Sawa Shabab. PeaceTech Labs. Retrieved from
http://www.peacetechlab.org/media/sawa-shabab
307 Morgan, H. (2017, February 12). South Sudan's youth bridge gaps through radio. Al Jazeera English. Retrieved
from https://www.youtube.com/watch?v=_KM06hTeRSY
308 Morgan, H. (2017, February 12). South Sudan's youth bridge gaps through radio. Al Jazeera English. Retrieved
from https://www.youtube.com/watch?v=_KM06hTeRSY
309 Weidman-Grunewald, E. (2014, June 30). Youth and technology: a recipe for building peace in South Sudan.
Ericsson: Technology for Good Blog. Retrieved from
https://www.ericsson.com/thecompany/sustainability_corporateresponsibility/technology-for-goodblog/2014/06/30/youth-technology-recipe-building-peace-south-sudan/
310 Weidman-Grunewald, E. (2014, June 30). Youth and technology: a recipe for building peace in South Sudan.
Ericsson: Technology for Good Blog. Retrieved from
https://www.ericsson.com/thecompany/sustainability_corporateresponsibility/technology-for-goodblog/2014/06/30/youth-technology-recipe-building-peace-south-sudan/
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Youth Technology Development Organization (YTDO), an NGO in South Sudan,
helped to organize a South Sudan Information Technology for Development
Conference (ICT4D) in Juba in February 2015, bringing together representatives
from civil society, government, and international NGOs to discuss priorities and
opportunities for the country’s ICT sector.311
In a “Peacebuilding and Literacy through Tech Innovation Bootcamp” in Juba,
UNESCO’s YouthMobile initiative, in conjunction with UNDP and the Swedish
International Development Cooperation Agency, trained students from Juba
University in how to design and develop a mobile application to be used by South
Sudanese in the “peacebuilding process.”312 The program uses Android phones and
includes features for “high usability,” such as a voice feature, enabling visually
impaired users to access the application more easily.313

ICTs in the context of Conflict and Crisis

Under their “Communication for Development,” or C4D, campaign to prepare for a
possible cholera outbreak, UNICEF, in partnership with the Sudan Sudan Ministry of
Health (MoH) and the World Health Organization (WHO), created a designated
cholera hotline, with the help of Vivacell Telecom Company. This campaign also
included the broadcasting of messages regarding cholera prevention and control
through bulk SMS text messages, in conjunction with trained community outreach
workers and “mobilizers.”314 While not engaging with conflict or security directly,
this is nonetheless an important precedent to highlight, as it combines ICTS,
through a hotline and SMS messaging, with more tradition, in-person engagement
techniques, as a means for reaching a broad range of the population while also
engaging with harder to reach populations who may not have access to a
telephone, or be able to read messages, for example.
The work of PeaceTech Lab on online hate speech in South Sudan is one example of
a focus on how media and conflict intersect. PeaceTech Lab has been analyzing
hate speech in an effort to understand how “online hate narratives” can incite
violence, and to begin to “raise awareness among South Sudanese social media
users, including those in diaspora communities,” among other peacebuilding goals
and support for local and international peace groups.315 Though this is not an
explicitly community-facing engagement tool, this is nonetheless a useful example
to highlight as an example of how technologies can be leveraged for peacebuilding
in the context of ongoing conflict.
311 UNESCO. (2015, March 18). South Sudan accelerates ICTs in all sectors. UNESCO. Retrieved from
http://en.unesco.org/news/south-sudan-accelerates-icts-all-sectors-0
312 UNESCO. (2016, November 18). UNESCO empowers South Sudanese youth to launch an App encouraging a
peaceful co-existence. UNESCO. Retrieved from http://en.unesco.org/news/unesco-empowers-south-sudaneseyouth-launch-app-encouraging-peaceful-co-existence
313 UNESCO. (2016, November 18). UNESCO empowers South Sudanese youth to launch an App encouraging a
peaceful co-existence. UNESCO. Retrieved from http://en.unesco.org/news/unesco-empowers-south-sudaneseyouth-launch-app-encouraging-peaceful-co-existence
314 UNICEF. (2016, May 5). South Sudan: Humanitarian Situation Report. UNICEF. Retrieved from
https://www.unicef.org/appeals/files/UNICEF_South_Sudan_Humanitarian_SitRep_85__5_May_2016.pdf
315 PeaceTech Lab. (n.d.). SOCIAL MEDIA AND CONFLICT IN SOUTH SUDAN: A LEXICON OF HATE SPEECH
TERMS. PeaceTech Lab. Retrieved from
https://static1.squarespace.com/static/54257189e4b0ac0d5fca1566/t/5851c214725e25c531901330/14817531144
60/PeaceTech+Lab_+SouthSudanLexicon.pdf
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In another effort to address the use of social media and ICTs for “hate speech” a
South Sudanese nonprofit known as Kapital Movie organized a workshop called a
“South Sudan Peace Hack Camp” in an effort to bring together computer scientists
and other technologists around ways to engage with ICTs to promote peace, or to
help support information campaigns for pastoralists or farmers, for example.316
Though laudable efforts, these examples must also be met with a fair amount of
skepticism in a country with high rates of poverty, illiteracy, and disruption due to
conflict and migration, where access to ICTs is already exceedingly limited.
Another useful precedent example is the work of the Zain Group, a mobile network
provider in South Sudan. In one example, Zain has worked to provide mobile
telecommunications coverage, in partnership with the Vodafone Foundation’s
Instant Network Program, to one of South Sudan’s major refugee camps known as
Yida. This has enabled refugees and UN and non-UN personnel alike to use mobile
technologies for services coordination and communication with family members
displaced by conflict.317 Additionally, Zain Group has also partnered with the
International Rescue Committee (IRC), Refugees United, and Ericsson on family
reunification efforts for refugees in South Sudan. The “Family Reconnection Project”
utilizes mobile technologies to register internally displaced persons, and help them
to indicate if they are looking for family members. This is particularly useful for
refugees and migrants who find themselves without any access to internet or
mobile technologies or alternative means to communicate with family members
across the country or region.318 Although these efforts are laudable in their aims
to provide much needed communications for communities in need, the effectiveness
remains to be seen, and the risk remains that these applications or services may be
rolled out but only minimally implemented, whether because of limited staff
capacity, high costs for implementing organizations, challenging user interfaces for
intended users, or other barriers.

Concluding Remarks
Overall, South Sudan’s ongoing civil conflict and economic collapse have greatly
endangered civilians, exposing them to deadly and targeted violence and human
rights violations in urban and rural areas alike. Unsurprisingly, this open warfare
and collapse in governance has made progress toward open and inclusive access to
ICTs nearly impossible. Mobile networks have been forced to raise prices as mobile
subscriptions drop across the country. Network infrastructure for internet and
broadband was largely limited to the region of Sudan, rather than South Sudan,
316 Manut, A. S. (2015, December 23). Organisation To Use ICT To Promote Peace In South Sudan. Gurtong.
Retrieved from
http://www.gurtong.net/ECM/Editorial/tabid/124/ctl/ArticleView/mid/519/articleId/18197/Organisation-To-UseICT-To-Promote-Peace-In-South-Sudan.aspx
317 GSMA. (n.d.). ZAIN’S INITIATIVES TO ASSIST REFUGEES AND INTERNALLY DISPLACED PEOPLE. GSMA.
Retrieved from http://www.gsma.com/refugee-connectivity/zain-case-study/
318 Jeng, I. (2015, March 12). REFUNITE and Partners to Help Reconnect Separated Families in South Sudan.
REFUNITE. Retrieved from https://refunite.org/refunite-the-international-rescue-committee-ericsson-and-zaingroup-to-use-mobile-technology-to-reconnect-separated-families-in-south-sudan/
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and there has been little investment in infrastructure since South Sudan’s
independence in 2011.
Although ICTs are recognized as a potentially powerful tool for connecting the
country’s more remote areas to much needed resources, initiatives have been
largely limited to pilot projects or small target populations, managed by nonprofit
organizations or NGOs with fixed time frames for intervention. While radio
continues to be a powerful tool for sharing information in remote communities, a
fair portion of the country nonetheless has no access to radio or ICTs of any kind,
and instead relies entirely on social networks through tribal leaders or neighbors.
Therefore, any community-based initiative around safety will need to create
communication structures that involve face-to-face communications in addition to
any other form of networking, whether via mobile phones, radio broadcasts, or
otherwise. Though the country’s current governance outlook is grim, there exists a
clear and powerful appetite for engagement around peacebuilding and inclusion of
the country’s most vulnerable, women and youth, in the process of rebuilding the
world’s “newest nation.” Strategic use of inclusive ICTs could go a long way toward
bridging the gap between the country’s faltering government and absent services
by helping communities learn about current events, become more educated on
tribal differences, voice concerns, and engage in community building at the local
level.
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Desk Review: South Asia
Introduction
The following desk research reports serve as background on the information and
technology landscape in the following South Asian countries: Afghanistan and
Pakistan. While field research by SIMLab staff is unlikely due to security constraints,
the desk reports intend to offer background for ongoing research conducted by
ICT4COP Work Package researchers. For each of the two countries, the desk report
begins with a brief country history, background on security, and then continues on
to describe five key “lines of inquiry,” as defined by SIMLab’s Context Analysis
Framework. The framework aims to understand the context in which people access
inclusive technologies, and how this relates to human security at the community
level.
The desk review is conducted using secondary sources and aims to provide a brief
historical background of each country and a general discussion on the country’s
demographics, contextualized to how these characteristics may impact the
technology and communications landscape in the country, particularly as it relates
to citizen security. The reports build on the existing findings from ICT4COP
researchers, and also use source material such as national and international
reports, government data and research, published academic literature, or grey
literature from businesses, think tanks, or multilateral organizations. The analysis
focuses on information and communications capabilities, usage patterns,
infrastructure, regulatory policies, recent trends, public and private
investments/interventions, and how this influences the use of inclusive technologies
by communities and security services. As such, the desk review serves as: general
preparation for fieldwork wherever possible, an indication of areas to focus on
during the fieldwork, and the preparation for an eventual country level report on
overall findings regarding communications and security in South Asia.

Ongoing Research
Overall, findings from the South Asia research indicate a “lack of clarity” on the
meaning of community policing, or COP, even as the concept has been promoted by
international actors such as EUPOL, the U.S.-led security coalition, or NATO security
forces. With regard to ICTs specifically, findings indicate that radio is a generally
accessible tool, as it can be less expensive, available to women in the household,
and also easier to use for illiterate or low-literacy populations. As IT usage grows in
the private and civil sector, strategies for community engagement continue to be
adopted, such as hotlines for community health services.
As of April 2017, research in Afghanistan has been ongoing since October 2015,
and has involved interviewing with police officials in the country’s Ministry of
Interior, along with international donor organizations or other local civil society
organizations involved in police reform and community policing initiatives, and local
communities. With regard to ICTs, Afghanistan has seen some limited adoption of
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technology toward police reform efforts, such as the use of a “police misconduct
number,” but most technology adoption has been focused on improving policing
administration rather than strengthening community relations. Since the research
initiation, focus has been largely on the Nimroz Province, in addition to the city of
Kabul. The following desk review on Afghanistan offers some background
information on media and technology usage in Nimroz Province, in addition to some
details on Kabul.
Fieldwork in Pakistan focused initially on interviewing with police officials involved in
police reform and knowledgeable about community policing implementation in the
country. Fieldwork has largely been focused in Swat, Peshawar and Islamabad.
Findings have found that community policing, as a term, has been discussed as a
“buzzword” rather than implementing in any meaningful way. Additionally, research
findings indicate that community policing can be defined in myriad ways, thus
complicating the methods for evaluating the effectiveness of a community policing
initiative or program. Nonetheless, findings indicate that community policing, as a
concept, can be well received at the local level by community members, as it is
perceived as an important tool to “bridge the gap” in reporting or communicating
with the police. Because community trust with the police is low, community
members instead utilize informal organizations or local tribal leaders to help
mediate conflict, for example.
Findings from the ongoing Work Package research have also been integrated into
the desk reports’ Lines of Inquiry wherever appropriate. An accompanying Country
Report summarizes and compares the findings from the desk reports of the two
countries, building toward regional comparisons and identifying opportunities for
leveraging media and technology to build community safety and policing in the
South Asian context.
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Desk Review: Afghanistan
Executive Summary
Even as conflict continues apace across the country, technology use has grown
tremendously in Afghanistan since 2002, when the country’s first mobile licenses
were issued. The information and communications technology (ICT) sector is now a
major cornerstone of the country’s economy and penetration continues to expand
into harder to reach areas, meanwhile becoming more affordable for “base of the
pyramid” consumers. Even with progress toward greater infrastructure coverage
and development, violence is a daily occurrence across the country and conflict
continues to displace hundreds of thousands. With high rates of poverty and
illiteracy, consistent access to information and ICTs is unstable at best and
frequently disrupted. Given this complexity, in order to better understand the
communications context in which people access technology and get information
about their security in Afghanistan, the report begins with brief overviews of the
country’s history and security context, followed by a discussion of five key “Lines of
Inquiry” identified by SIMLab as critical to understanding the communications
context in which people access technology, get information, and communicate with
other community members and service providers, including the police.

Abbreviations
AFN

Afghan Afghani (currency)

ALP

Afghan Local Police

ANP

Afghan National Police

BBG

Broadcasting Board of Governors

CIA

Central Intelligence Agency of the United States

EUPOL

EU Police

FGD

Focus Group Discussion

ICT

Information and Communications Technology

ICT4COP

Community-Based Policing and Post-Conflict Police Reform

IDP

Internally Displaced Person(s)

IOM

International Organization for Migration

IS

Islamic State

ISAF

International Security Assistance Force

ISKP

Islamic State Khorasan Province

IVR

Interactive Voice Response

LGBTI

Lesbian, gay, bisexual, trans, and/or intersex

MOCIT

Afghan Ministry of Communications and Information Technology
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MoRR

Afghan Ministry of Refugees and Repatriation

NDS

National Directorate of Security

PEM

Police-e-Mardume

RTA

Radio Television Afghanistan

SIGAR

Special Inspector General for Afghanistan Reconstruction

SIM

Subscriber identification module
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Brief Country History

A country of approximately 30 million, Afghanistan is located in South Asia,
bordering with China, Iran, Pakistan, Tajikistan, Turkmenistan, and Uzbekistan. The
government is known as the “Islamic Republic of Afghanistan” and is led by a
president, with 34 provinces or administrative divisions. Afghanistan has
experienced ongoing conflict since the 1970s, the nature of which intensified greatly
following the Soviet intervention in 1979.319 Since that time, the country has
experienced a complex war ”fought or aided by an ever-shifting and conflicting
array of international interests.” With insurgent groups, the country has also
experienced significant internal displacement and out-migration, with more than 6
million Afghans crossing into neighboring Pakistan and Iran following the arrival of
USSR forces in the late 1970s.320 Following Soviet intervention, Afghanistan saw
significant fighting between rebels and the Afghan Army, bolstered by international
forces, a pattern of conflict that has complicated over the decades.321 Over the
course of this conflict, radical Islamist groups, such as al-Qaida, began to form in
the late 1980s, while the Taliban rose to power in the mid-1990s, followed by the
Islamic State, or IS, in the early 2000s.322
International presence has evolved from the Soviet invasion in the 1970s and
1980s to the United States invasion following the September 11th attacks in 2001,
and the NATO security takeover in the early 2000s, with the establishment of the
NATO-led International Security Assistance Force (ISAF).323 At one time,
Afghanistan had as many as 100,000 United States troops and 30,000 from other
countries stationed in the country.324 Though the country saw the establishment of
a constitution and a presidential election in the early 2000s, Afghanistan has
nonetheless been greatly challenged in establishing a stable government and rule of
law.325 With NATO withdrawal in 2014 and the drawdown of United States troops in
2015, the country has continued to experience instability and depends heavily on
the international donor community and humanitarian aid. This instability has been
exacerbated by the loss of jobs and services following the withdrawal of
international military presence, during which average yearly income per person fell
by nearly 10%.326 The country now continues to face significant internal migration,
complicated by the return of refugees unable to find asylum or secure conditions
Ferrie, J. (2016, October 24). Why are Afghan refugees being forced back to a worsening war? IRIN. Retrieved
from https://www.irinnews.org/photo-feature/2016/10/24/why-are-afghan-refugees-being-forced-back-worseningwar
320
Reuters. (2017, January 12). UN: Rise in Afghans Returning Home Threatens Overstretched Resources. The
Voice of America (VOA). Retrieved from http://www.voanews.com/a/afghanistan-undocumentedrefugees/3673465.html
321
PBS Newshour. (2011, May 4). A HIstorical Timeline of Afghanistan. PBS Newshour. Retrieved from
http://www.pbs.org/newshour/updates/asia-jan-june11-timeline-afghanistan/
322
PBS Newshour. (2011, May 4). A HIstorical Timeline of Afghanistan. PBS Newshour. Retrieved from
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PBS Newshour. (2011, May 4). A HIstorical Timeline of Afghanistan. PBS Newshour. Retrieved from
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Ferrie, J. (2016, March 14). Afghanistan’s surprisingly predictable economic crash. IRIN. Retrieved from
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Central Intelligence Agency (CIA). (2017, January 12). South Asia: Afghanistan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/af.html
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elsewhere,327 even as conflict continues to worsen between Afghan forces and
insurgent groups.328 Writing from the Central Intelligence Agency of the United
States, known as the CIA, paints a dim picture of Afghanistan’s challenges,
summarizing: “Despite the progress of the past few years, Afghanistan is extremely
poor, landlocked, and highly dependent on foreign aid. Much of the population
continues to suffer from shortages of housing, clean water, electricity, medical care,
and jobs. Criminality, insecurity, weak governance, lack of infrastructure, and the
Afghan Government's difficulty in extending rule of law to all parts of the country
pose challenges to future economic growth. Afghanistan's living standards are
among the lowest in the world.”329
Against this backdrop however, mobile technologies have grown increasingly
popular, connecting remote areas and vulnerable populations with much needed
services and infrastructure, and pointing to increasing potential to leverage new
communications to ensure remote populations are better informed and better
serviced. The following section looks at the country’s security context in slightly
greater detail before continuing on to a discussion of the five lines of inquiry to help
understand access and opportunities to information and communications
technologies across the country.

Background on Security Context

As outlined above, Afghanistan’s governance and security is deeply challenged by
the insurgency of fundamentalist groups such as the Taliban, al-Qaida, and the
Islamic State, also known as IS or Daesh. In 2016 alone, the country saw 11,418
civilian casualties, with 3,498 deaths and 7,920 injured in violent fighting.330 The
“precarious security situation” can be explained in part by an increase in attacks
following the end to combat operations by international troops in 2014, leaving
civilians more vulnerable than ever.331 Estimates place Taliban territorial control at
approximately 40% of the country, signifying greater control than at any time since
the United States first invaded the country in 2001.332 This marks a decrease in
control by the Afghan government, whose control has fallen from 75% of the
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country’s territory in 2014 to just 60% as recently as February 2017.333 This
territorial control has also meant that opium poppy cultivation is also high, reaching
an all-time high as of October 2014,334 with the Taliban and other insurgent groups
supporting and profiting from the opiate trade.335 The impact of insurgent control at
the local level is undeniable, with approximately 2.5 million people living in areas
under “insurgent influence,” and nearly 9.2 million people, a third of the country’s
population, living in areas that are “contested,” with high civilian casualty rates.336
Although efforts have been ongoing to negotiate peace since approximately 2007,
reporting from IRIN notes no clear end in sight: “The conflict between the Afghan
government and militant groups including the Taliban and the so-called Islamic
State shows no signs of abating.”337
In addition to the immense challenges of addressing insurgent violence, an internal
view of Afghan governance, particularly around security, shows little progress
toward effective management, with descriptions of “rampant corruption of the
Afghan security leadership” and unsatisfactory military reform.338 Security forces
include the Afghan National Army, which includes the Afghan Air Force, Afghan
National Police (ANP), and the Afghan Local Police (ALP). Generally speaking, the
ANP are limited in their capacity and heavily militarized, as they are often
supported by the army. Supervised in part by the ANP, the ALP is an entity created
in 2010 in an effort to bolster local security forces against the Taliban in remote or
areas with minimal government presence.339 In turn, however, in spite of their local
orientation, the ALP are known for “serious abuses” 340 against the Afghan people
with some tendencies to form “violent local militias.”341 As such, the relationship
between community members and security forces are fraught, even in spite of
some efforts to introduce Police-e-Mardume (PEM), or community policing, across
the country. With a brief security background understood, the remainder of the
desk review focuses on a discussion of the five key lines of inquiry regarding
community access to communications and technology, considering how
opportunities and gaps may impact communities’ ability to access services,
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communicate with government and security providers, and build relationships with
police and other community members to improve their own security.

Lines of Inquiry
People
Of Afghanistan’s estimated 30,522,000 population,342 approximately 36% live below
the poverty line, as of 2009.343 Afghanistan is a predominantly rural country, with
77% of the population living in rural areas as compared to just 23% in urban
areas.344 Consistent with the country’s predominant rural distribution, agriculture
represents a majority of total employment at 60%.345 The average Afghan makes
€511 per year, or €42 per month.346 In spite of the country’s poverty, since 2002,
mobile technology access in Afghanistan has increased significantly. As of 2013, an
estimated 88% of the country’s population lived within the combined coverage of
the country’s largest mobile operators.347 Nonetheless, access to mobile
technologies and ICTs in general is often complicated by factors at the individual
and community level, to be explored in the following lines of inquiry on people and
community.

Literacy and Education
Literacy is a first example that greatly impacts an individual's ability to access and
fully leverage the advantages of ICTs. In Afghanistan, as a multilingual society with
high rates of illiteracy, this may complicate access to ICTs, particularly mobile
devices. Dari and Pashto are the primary and official languages spoken in
Afghanistan, with Dari, also referred to as “Afghan Persian,” spoken by 50% of the
population, while Pashto is spoken by approximately 35%, among an estimated 30
other minor languages.348 As recently as 2010, 28.1% of the adult population was
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estimated as literate,349 with just 18% of Afghan women meeting literacy
standards,350 meaning that over 70% of the population is unable to read and write
with ease. In the context of this research on community policing, it bears noting
that studies have found that between 70 and 80% of the Afghan National Police
(ANP) force are illiterate.351 Consistent with literacy levels, education also cuts
across gender lines, with higher rates of male youth attending primary school, at
62.9% as compared to just 46.4% of female youth.352 Participation numbers are
even lower for secondary school, with average attendance at just 42.8% for male
youth, and only 21.1% for female youth.353
All of these factors come together to impact how adults are able to access
information and technologies, as they may have difficulty reading the interface of a
mobile device, or reading and sending text messages. Generally speaking, mobile
ownership is heavily linked to education, as those with an education beyond
secondary school are twice as likely as those with no formal education to say that
they personally have a phone, with 96.9% ownership for those with an education
beyond secondary, and just 48.4% ownership for those without a formal
education.354 Literacy and education also greatly impacts the use of a mobile device
itself. For example, a survey from USAID in 2013 indicates that of women owning
mobile phones, 71% report being able to read SMS messages.355 Though this is a
high proportion, particularly given women’s overall illiteracy rates, this nonetheless
means that nearly a third of female mobile phone owners are unable to use a key
function of a mobile device, and this type of illiteracy also logically extends to other
technologies, such as mobile interfaces or internet web pages. Accordingly, radio
continues to be a common form of ICT in Afghanistan, discussed later on in the line
of inquiry on the market environment, in large part due to the relatively low costs
and ease of access for illiterate populations.

Gender
Returning to an all important discussion on gender, one of the research’s crosscutting themes, reveals key vulnerabilities for women in Afghan society. A closer
look at women in Afghan society reveals key gaps whether with regard to security,
availability of services, or access and opportunities with ICTs. Women are largely
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underrepresented in the formal workforce, at approximately 19%.356 While surveys
indicate that a majority of Afghans, at about 64%, agree that women should be
allowed to work outside the home, they nonetheless face social and professional
challenges, such as discrimination and harassment, or a lack of skills or
education.357 This underrepresentation is also apparent in the country’s police force,
where women account for just one percent of the estimated 149,000 member
force,358 indicating a clear lack of progress in recruiting female police officers.359
This is particularly problematic in a society where women experience high rates of
harassment, domestic violence, and duress from prosecution of “moral crimes,” in
which women are punished for a failure to uphold societal norms. Women may flee
“unlawful forced marriages or domestic violence” only to then be criminalized.360
Overall, an estimated 87% of Afghan women experience physical, sexual or
psychological violence during their lifetimes.361 Services available to women in need
are limited, with less than half of the country’s provinces with a women’s shelter,
for example. Just 18 total shelters operate across the country, and no shelters
operate in the country’s more conservative southern half.362
A UN Women report from 2016 powerfully summarizes women's conditions:
“Women and girls in Afghanistan continue to face persistent discrimination,
violence, street harassment, forced and child marriage, severe restrictions on
working and studying outside the home, and limited access to justice. Traditional
justice systems continue to work against women’s rights, undermining formal legal
reform, and women who seek help to escape violence often face indifference or
criminal sanctions for committing moral crimes.”363 Although legislation seeks to
address these vulnerabilities and legal failings, such as the Law on Elimination of
Violence Against Women, passed by Presidential Decree in 2009, or the National
Action Plan on Women, Peace, and Security, there has been little public progress in
upholding these protective and progressive measures.364 Though discussions on
gender tend to focus on women's’ rights, it also bears noting that LGBTI
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communities are also particularly vulnerable in Afghan society. Vulnerabilities
include harassment, violence, or even honor killings,365 exacerbated by the reality
that same-sex relations are punishable by law.366
These security concerns are important to keep in mind when considering how the
gender gap also influences women’s access to ICTs, as communications regarding
safety and security may need to be differentiated for women. In their report on
women’s access to mobile technologies in Afghanistan, USAID notes that as of late
2012, 80% of Afghan women had “regular or occasional access” to mobile
phones.367 It is important to note this mention of “regular or occasional access,” as
it points to the common reality that women’s access to technology of any kind is
often dictated by a male member of the household, such as a husband, father, or
brother. In order to use a mobile phone, therefore, women must ask permission,
indicating a significant barrier to usage. Surveys indicate that approximately 48%
of women own a mobile phone,368 as compared to approximately 80% of men.369 An
additional 32% percent of women have regular or occasional access.370 This is
particularly true for women living in rural areas, or outside major cities, of whom
39% note that they have access to a mobile phone through a family member.371
Even given their fairly recent introduction into Afghan society, surveys nonetheless
indicate that women feel positively about mobile technologies, with 82% of women
surveyed stating that “connectivity enhances lives” and 84% stating that mobile
access is a “basic necessity.”372 In fact, mobile access is seen as a contributor to
security improvements, and the USAID survey notes that 44% of women state that
a mobile phone increases a sense of personal safety, a sentiment shared by a
slightly higher proportion of rural women, at 51%, as compared to 41% of urban
women.373 Of those surveyed, 95% “specifically think mobile phones better prepare
them to cope in emergencies.”374 Interestingly, this sentiment was shared not only
by phone users, of whom 96% see mobile access as critical to personal safety, but
also by 79% of women who do not have access to a mobile phone.375

Youth
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As one of the “youngest countries in the world,” Afghanistan has what is known as
a “youth bulge.”376 Of the estimated 31.1 million Afghans, 42.6% are under 14
years of age, and an additional 21.9% are between the ages of 15-24.377 This
means that well over half the country, at 64.5%, is under the age of 24. As of
2015, the youth literacy rate, for ages 15-24, was estimated at 58.21%,
significantly higher than the adult rate, estimated at anywhere between 28 and
38% of the population.378 This is noticeably higher for male youth, who have a
literacy rate of 69.95% while female youth have a literacy rate of just 46.33%.379
Due in part to their literacy, as well as more frequent exposure to new
technologies, young people are more likely to use the internet, for example, and
surveys indicate that approximately 12.7% of young adults aged 15 to 24 access
the internet on a weekly basis.380 Though female youth have lower participation
rates as compared to males, a USAID survey nonetheless notes that “women
under the age of 25 are the fastest growing group of women mobile phone owners,
making up 64 percent of those who have acquired a phone in the past year.”381
Even as youth are more likely to be literate and have access to ICTs than the adult
Afghan population, they are also particularly vulnerable to violence and recruitment
by insurgent groups. For example, in the first half of 2016, one in three civilian
deaths were children.382 Even outside of active violence, unexploded ordnance
accounts for child deaths, as youth may be unaware of the risks of certain areas
that were used for fighting in previous years.383 Youth in Taliban-held areas are
often left without access to education, whether because of Taliban control, or
government control, in which security forces use schools for military purposes.384
Human Rights Watch summarizes the impact of these disruptions to education for
youth: “Decades of unrelenting conflict in Afghanistan have decimated the country’s
educational system, depriving entire generations of an education.”385 Youth are also
particularly vulnerable to Taliban recruitment in insurgency-controlled areas, such
as Kunduz Province, where a common practice in the madrasas or religious schools,
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is the “military training of children.”386 Indeed, recruitment also preys on the reality
that youth are more likely to access ICTs and social media, and insurgent groups
have carefully tailored their recruitment tactics based on these growing trends,
covered in greater detail in the section regarding social media.

Community
A closer look at the community level helps to understand how individual
characteristics and disadvantages may be aggregated within communities.
Communities experience crime differently across geographies, and the movement
of peoples through forced and voluntary migration across the country and region is
also tied into vulnerability and instability overall, thus creating disruptions in access
to information, communications, and technologies. This line of inquiry also provides
a brief background into one research site chosen by the ICT4COP research, Nimroz
Province.
At the community level, Afghanistan is a predominantly rural, multiethnic country,
with high levels of internal and external migration, and key differences between
urban and rural communities. As of the 2004 constitution, the country recognizes
14 total ethnic groups: Pashtun, Tajik, Hazara, Uzbek, Baloch, Turkmen, Nuristani,
Pamiri, Arab, Gujar, Brahui, Qizilbash, Aimaq, and Pashai.387 In spite of this ethnic
diversity, the country is overwhelmingly Muslim, at 99.7% of the population, of
which 84.7% identify as Sunni and 10-15% identify as Shia.388 Overall, high levels
of internal migration and targeted violence in urban and rural communities alike
pose significant challenges to consistent access to ICTs for Aghanis across the
country.

Migration
Displacement and migration has been a common pattern in Afghanistan for several
decades. UN estimates indicate that by as early as 1990, there were 6.3 million
Afghan civilians in exile, with 3.3 million in neighboring Pakistan and another 3
million in Iran.389 Current estimates indicate around 1,174,306 internally displaced
persons (IDPs) across the country.390 Displacement is a lived reality in 24 of
Afghanistan's 34 provinces, often occurring in “difficult to access” areas.391 Though
Human Rights Watch (HRW). (2017, February 17). Afghanistan: Taliban Child Soldier Recruitment Surges.
Human Rights Watch. Retrieved from https://www.hrw.org/news/2016/02/17/afghanistan-taliban-child-soldierrecruitment-surges
387
Central Intelligence Agency (CIA). (2017, January 12). South Asia: Afghanistan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/af.html
388
Central Intelligence Agency (CIA). (2017, January 12). South Asia: Afghanistan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/af.html
389
United Nations (UN). (n.d.). Afghanistan & the United Nations. United Nations. Retrieved from
https://www.un.org/News/dh/latest/afghan/un-afghan-history.shtml
390
Central Intelligence Agency (CIA). (2017, January 12). South Asia: Afghanistan. CIA World Factbook. Retrieved
from https://www.cia.gov/library/publications/the-world-factbook/geos/af.html
391
Ferrie, J. (2016, May 16). 1,000 Afghans flee fighting every day. IRIN. Retrieved from
https://www.irinnews.org/news/2016/05/16/1000-afghans-flee-fighting-every-day
386

Deliverable 3.2 | Desk Review

70

the government has policies in place to uphold IDP living standards, the Ministry of
Refugees and Repatriation (MoRR) is characterized as “under resourced.”392 Even as
internal displacement due to conflict and poverty is ongoing, with approximately
1,000 people per day fleeing their homes, Afghans who have fled to Pakistan, Iran,
and the European Union have faced discrimination or been denied asylum, forcing
them back to Afghanistan.393 In fact, In 2016, Afghans comprised the second
largest group of arrivals in Europe following arrivals from Syrian.394 These returning
Afghans are unlikely to be formally registered as refugees and therefore may face
greater challenges in gaining access to aid resources or government services.
Estimates from the International Organization for Migration (IOM) indicate that
between January 2016 and January 2017, more than 700,000 unregistered Afghans
had returned from Pakistan and Iran, an increase of 50,000 from the year before.395
Returning migrants, now facing what is called “secondary displacement,” also face
an increasingly competitive labor market, in addition to the challenges of living as
“undocumented,” even in spite of the repatriation process.396

Urban and Rural Communities
Though the majority of Afghanistan’s population still live in rural areas, the
population is increasingly urban, with an urbanization growth rate of 3.96%
between 2010 and 2015.397 Kabul, Afghanistan’s capital city, has an estimated
population of 4.635 million as of 2015.398 Related to the patterns of migration noted
in the above section, migration to Kabul began in earnest in the 1980s with the
increased conflict during the Soviet intervention. While territorial control by
insurgent groups is predominantly rural, urban assaults have been growing in
number, becoming part a central effort in the Taliban’s campaign to dismantle the
Afghan government’s control.399 Reporting in the New York Times characterizes the
unique security challenges in urban areas, in which “the legacy of a long war...has
militarized the cities,” through armed groups such as “private security guards,
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bodyguards and militias of strongmen.”400 Reporting also indicates that as fighting
in urban areas becomes more common, children and women become more likely
victims, as “built-up areas” leave civilians increasingly vulnerable.401
Perhaps unsurprisingly, media and technology usage in urban areas varies
significantly from that in rural areas. For example, Afghans living in urban areas are
significantly more likely than rural Afghans to say they have a phone, with 75.9%
of the urban population as compared to just 57.9% of the rural population.402 Urban
residents are also more likely to access news on a daily basis, at 76.3% of the
urban population as compared to just 60.8% of the rural population.403 This
comparison is also noticeable when examining access to news on a weekly basis,
with 90.9% of urban residents as compared to 74.0% of rural counterparts.404 In
Kabul specifically, 96.2% of residents report that they access news at least once a
week.405 In radio usage, however, the patterns are reversed, with rural residents
“tuning in” at higher rates on a weekly basis at 59.6% as compared to just 46.5%
in urban areas.406 These patterns and gaps in access will also be explored in greater
detail in the following line of inquiry focused on the market environment.

Research Site: Nimroz
In the site of ongoing ICT4COP research in Nimroz, with an overall population of
151,000 as of 2010, there are a number of helpful ICT access statistics to highlight.
Generally speaking, the province's literacy rate is 51%,407 notably higher than the
estimated literacy rates of approximately 30 to 40% across the country. Across the
province, just 30% of households own a radio, and while in rural areas radios are
used daily 17% of the time, in urban areas they are used daily just 5% of the
time.408 Estimates indicate that the radio is never used in rural areas 77% of the
time.409 This low rate of radio usage, particularly as compared to the remainder of
the country, with 70% of households owning a radio, is an important reminder of
the need to contextualize any communications approach to the local context in
Nimroz. By comparison, 71% of households own a television, and the television is
used daily at 58% and 57% in urban and/or suburban areas and rural areas,
respectively and nearly equally.410 Across Nimroz, 84% of residents own a mobile
device, and this rate is even higher in urban areas at 93%, and slightly lower
elsewhere, at 85% in suburban areas, and at 74% in rural areas, far outpacing any
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other form of ICT.411 Lastly, 9% report having access to Internet, while just 1% use
internet and 1% use internet at home.412 This quick snapshot offers a useful
perspective on how a communications strategy might build on existing technology
strengths in the Nimroz Province, such as high mobile penetration.

Market Environment
Prior to 2002, telecommunications access in Afghanistan was rudimentary, with
access mainly in major urban areas cities or along the country’s borders.413 After
the issuing of the first “mobile technology license” in 2002,414 numerous new or
improved technologies have helped Afghans gain access to information, particularly
critical in a country with “low literacy levels, poor infrastructure, and an unstable
security environment.”415 The following discussion considers findings on a number
of different media, including telephony, radio, television, news, internet, and mobile
money.

Mobile and Fixed Telephony
Given the relatively undeveloped telephony sector prior to the introduction of
mobile technology in 2002, Afghanistan has little to no reliance on fixed telephone
service. Fixed telephone subscriptions are estimated at less than 1 subscription per
100 inhabitants, as compared to at least 61 mobile cellular subscriptions per 100.416
Since 2002, mobile infrastructure in particular has increased significantly, outpacing
most other forms of infrastructure in the country.417 Although estimates vary, the
country had approximately 12.24 million unique subscribers and 22.4 million active
connections as of 2013,418 compared to just 60,000 total active phone lines in
2002.419 By market share, Roshan and MTN are the largest mobile cell phone
carriers,420 and other carriers include Ustad Mobile, Etisalat, Vodafone and Afghan
Wireless. Over time, increasing competition among operators has led to cheaper
services and higher quality service. Network coverage covers approximately 90% of
the country. Given the number of network operators, no single network operator
covers the entire country, which may explain why many mobile users own more
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than one SIM card in order to leverage network access in different regions of the
country. The first 3G licenses in Afghanistan were issued in 2012,421 and
smartphone usage was estimated at 14% as of 2014.422
Though mobile usage has become more affordable over time, users nonetheless
note the impact of costs on mobile usage, whether from the costs of the mobile
handset, SIM card, voice minutes, SMS, or a data plan. For example, a USAID
survey from 2013 indicates that close to one half of surveyed women, at 49%,
reported that the costs of mobile phone usage are “prohibitive” to their use.423 On
average, a new headset for a basic phone might range from 1,500 to 2,500 Afghani
(AFN), or between €21 to €35, while a headset for a smartphone, of which there
are far fewer in the market, range anywhere between 10,000 to 30,000 AFN, or
between €140 to €420.424 The market also offers second-hand options, and a
second-hand basic handset costs approximately €9.5. For service, pre-paid voice
coverage costs between €.01 to €.07 per minute for the individual initiating the call,
and pre-paid SMS service typically costs between €.01 and €.03 per text
message.425
Overall, even though concerns over affordability remain, costs have dropped
significantly since mobile phones were first introduced to the telecommunications
market in Afghanistan in 2002. For comparison, whereas a SIM card and mobile
phone together initially cost approximately €280, a prohibitive amount for many
Afghan households, a SIM card now costs between €1 and €1.80. Airtime has also
become more affordable, and has decreased from €0.25 per minute to just €.04 per
minute as of 2012, indicating a relative decrease of approximately 500 percent.426
It also bears noting that as mobile technology has increased significantly,
telecommunications as a sector has become a key driver of the country’s economy,
“accounting for the most foreign direct investment in Afghanistan, the biggest nongovernmental employer aside from subsistence agriculture, and the largest
taxpayer,” as characterized by USAID in 2013.427

Radio and Television
Overall in Afghanistan, approximately 73% of households own a radio.428 Ownership
does not equate with usage, however, and as of a 2010 study, 52% of rural
households report using the radio on a daily basis, compared to just 16% of urban
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or suburban households.429 Another important caveat regarding radio usage is that
even though rural households report higher daily use of radio, another 35% report
never using the radio, indicating a clear gap, and an important reminder not to
assume that rural populations regularly use radio,430 just as was seen with the
example of Nimroz Province in the previous line of inquiry on communities. It is
important to note that radio has also been a contested space in Afghanistan’s
ongoing conflict, particularly given the country’s high illiteracy rates and the high
rates of radio ownership and usage. In one example, IS destroyed a radio station in
Nangarhar Province, created a mobile radio station, and took over a frequency that
previously broadcasted social programs. Reporting from IRIN explains “The
broadcast is part of an IS propaganda assault that has accompanied its efforts over
the past couple of years to spread from the Middle East into South and Central
Asia.”431 This type of cooption of media for insurgency is a pattern that has now
evolved into the social media age, and the following discussions also consider how
IS is also leveraging increasing use of internet and social media as a tool for
propaganda sharing and youth recruitment.
Approximately 64% of Afghans have access to television in the household, slightly
lower than access to radio at 72%.432 Even so, television is described as the “most
commonly used media platform,” with more Afghans reporting having watched
television within the past week, at 64%, rather than radio, at just 56%.433 Across
the country, there are an estimated 50 television stations and 150 private radio
stations. Tolo is one of Afghanistan's largest TV stations, while the state-owned
broadcaster the Radio Television Afghanistan (RTA) operates both radio and
television in Kabul.434 Overall, 45% of Afghan households own a television, and is
used by 34% of the urban/suburban population on a daily basis, and 38% of the
rural population on a daily basis. A solid majority never use television, at 54% in
urban/suburban areas, and 61% in rural areas.435 Nevertheless, reflecting the
higher prevalence of household television ownership in urban areas, city dwellers
are more likely than rural residents to report watch television on a weekly basis,
with 92.0% of urban television-owning households as compared to just 55.1% of
rural television-owning households.436 Additionally, education also impacts
likelihood of regularly watching television, with nearly nine in 10 Afghans (87.5%)
with postsecondary education report having watched television weekly, in the same
2014 survey.437
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Media and News
In a Gallup poll published in 2014 by the Broadcasting Board of Governors (BBG),
the research notes that “Afghans remain relatively well-connected to news.”438
While urban dwellers and higher educated individuals are more likely to consume
the news, an estimated 64.5% of the population access some form of “news” daily
or more often, while 78% access the news weekly.439 Approximately a third, or
33.8% of all adults, report sharing news with family and friends on a weekly basis,
and this number is even higher among adults with some education, with 46.1%
reporting having shared news with friends and family in the past week.440

Internet and Social Media
While internet is increasingly becoming available via mobile networks, internet
access is still relatively low across Afghanistan, and download speeds are reported
as slow and limiting. For this reason, internet usage among individuals who access
the internet on a weekly basis, as surveyed in 2014, remains largely limited to
“basic purposes” including email, at 71.1% of internet use, or news access, at
44.9% of internet use.441 Other less common activities include watching online
videos, at 37.2%, or listening to audio, at 31.0%, both of which require higher
bandwidth.442
For a point of comparison, there are an estimated 20 to 24 million mobile users, as
compared to just 3 million internet users.443 Household access to computers has
remained steady at approximately 1 in 5 households, at around 23% in 2014,
overall internet access has risen from 5.8% to 12.3% between 2013 and 2014,
which is likely explained by increased internet capabilities on mobile phones.444
Notably, some reports indicate that internet usage is even lower, and 2015 data
from ITU indicates that particularly at the household level, only 2.9% of households
have a computer, and just 3.9% of households report having Internet access at
home.445 In a survey from 2014, approximately 8.6% of Afghans surveyed reported
using the internet within the past week, and of this group, users are just as likely to
access the internet via a mobile phone, at 62.2% of weekly users, as compared to
61.1% who access the internet via laptop computer, while just 20.2% report using
a desktop computer to access the internet.446 Comparatively, only 14% of women
reporting using mobile phones to access internet,447 implying an important gender
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access gap. Another gap exists when comparing access to internet between urban
and rural populations, or between those with a secondary education or higher. For
example, internet access in urban areas stands at one in five, at 20.8%, and nearly
four in 10, 38.3% among those with greater than a secondary education,
significantly higher than the national averages.
Though internet use remains low, this has nonetheless meant increasing use of
social media, particularly among Afghan youth. Although approximately 10% of the
country reports having Internet access, of those users, 74% use social media.448
While social media is a powerful tool for leveraging social connections and sharing
information, increasing use of social media has brought numerous vulnerabilities
and risks for users. This reality is not lost on users, and technologies are often
perceived as potential tools. For example, in their survey on women’s mobile
technology usage, USAID notes that women Focus Group Discussion (FGD)
participants were concerned about how mobile technology could “increase
connectivity among insurgents and criminals and can therefore indirectly degrade
security for communities.”449 Women are right to be concerned, as the increasing
use of social media has meant vulnerabilities to malicious hacking, online
harassment or privacy violations. Reporting from Internews notes the particular
vulnerabilities facing women in Afghanistan: “...in Afghanistan, where women are
expected to abide by a strict code of personal conduct that equates purity with
family honor, a slanderous Facebook page can bring shame to the victim and her
loved ones, resulting in thwarted marriage prospects, family violence and even
death.”450 Youth are also vulnerable via social media, as social media is an
increasingly popular platform for recruitment by insurgent groups such as IS, who
use applications such as Facebook, Viber, or WhatsApp to spread propaganda and
launch recruitment campaigns.451 For example, the Islamic State of the Khorasan
Province has been documented using not only social media, including Twitter and
Telegram, but also FM radio, in order to leverage a range of media outlets.452 This is
a marked shift from the type of media control seen from the Taliban, who have
remained largely focused on media control through radio.
It also bears noting that acceptance of internet has required cultural acceptance, as
internet and social media have been perceived in the past as immoral or even
“satanic” in nature, a perception that makes women’s participation all the more
controversial. This has also extended to women’s participation in the ICT workforce,
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where even when women have the proper technical training, they face
discrimination in hiring or in the hierarchy of the workplace. While this cultural
reluctance varies greatly depending on the tribal group or geographic region of the
country, this willingness to adapt to new technologies is nonetheless important to
note as it greatly challenges the use of ICTs for community engagement of any
kind, and particularly around citizen security.

Mobile Money
Mobile money is another area where Afghanistan has seen significant progress in
the past decade. This is a particularly powerful tool in a country with high rates of
poverty and informality, where having a bank account or owning a credit card is still
uncommon. Based on the M-PESA model through Vodafone Global Services in
Kenya, the first mobile money pilot in Afghanistan was launched in 2007. Known as
M-Paisa, the service was introduced first as a trial to compensate the Afghan
national police.453 Reporting from TIME Magazine notes that “the results were
immediate and dramatic” as overall government costs dropped by eliminating
phantom payments to nonexistent officers.
As mobile money services have grown, made possible through a partnership
between Roshan and Vodafone, this has been perceived as a major contribution
toward mitigating corruption in the public sector and promoting economic
development for the poor, making banking significantly simpler and access to
“cash” more direct. The country has even seen the establishment of the “Afghan
Mobile Money Operators Association” in 2011, a collaboration between four mobile
network operators, Afghan Wireless, Etisalat, MTN, and Roshan, indicating the
extent to which mobile money has been an areas of coordinated investment.454

Political Environment
Generally speaking, the Afghan government is characterized as unstable, with
unreliable leadership and corruption, deeply challenged by ongoing violent militancy
across the country. Of particular relevance to this research, this failure to lead has
extended to community level safety, media security, and open access to ICTs. The
police leadership is just one part of the country’s faltering leadership, and the
International Crisis Group summarizes the current challenges: “Though the Afghan
National Police is in urgent need of reform, the unity government’s leadership has
yet to tackle the corruption, nepotism and factionalism within it.”455
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For media and ICTs specifically, following the introduction of mobile technologies to
the market in 2002, the Afghan government has promoted development strategies
and legislation in an attempt to guide the sector’s development. Though the United
States and other international actors have played an important role in promoting
ICT infrastructure growth in Afghanistan since 2002, the Afghan government has
played an important role in promoting private investment in the ICT sector.456 In
turn, the country’s major operators have been responsible for the construction of
most of the over 5,000 cellular towers across the country.457 In a USAID report
from 2013, authors encourages the use of mobile technology as a tool for social
services, writing “ Afghan policymakers and their partners can capitalize on the
reach of mobile infrastructure by expanding the provision of social services via
mobile and implementing policies that promote mobile phone access among Afghan
women.”458 Promotion thus far has included a “telecommunications development
strategy” in 2002, the Afghan Telecommunications and Internet Policy in 2003, and
a “Telecommunications Law” in 2005.459 The Afghan Ministry of Communications
and Information Technology, or MOCIT, was given broad authority to establish
policies, regulations, and the issuing of license.460 The ICT sector in Afghanistan is
broadly recognized as the country’s major economic driving force, described as
“Afghanistan’s greatest source of foreign direct investment, largest remitter of
taxes to the government, and largest licit employer.”461 Currently, MOCIT is
responsible for the preparation of the “Afghan Cyber Security Bill,” which aims to
address the growing concerns for government to better regulate and protect from
threats of crime and terrorism via cyber technologies.462
Indeed, a growing concern for general media security and safety has come to light,
particularly as the news media is alternately leveraged and targeted by both
government interests and the Taliban or other insurgent groups. Even as media
sources such as leading television stations, strive to build messages for “national
unity, respect for human rights, and other themes related to countering violent
extremism,” they face criticism from the Afghan government and opposition groups
alike.463 While opposition groups are an unsurprising source of threats, the Afghan
Journalists Safety Committee reports that “government officials and progovernment individuals” in fact represent the majority of threats and violence
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against journalists.464 This is particularly troubling because this type of vulnerability
is compounded by the reality that the government has failed to investigate or
prosecute violent incidents involving journalists.465 Reporting from Human Rights
Watch indicates that “journalists in Afghanistan who publish articles critical of the
authorities and government practices continue to face violence from police and
other officials, particularly in areas outside Kabul.”466 These type of threats are
particularly troubling in the context of security sector or police reform, as there
leaves little room for government and police accountability if open reporting is
threatened. Some responses have been taken, such as the “Access to Information
Law,” signed in December 2014, which grants the right to information from
government institutions.467 However, even as the government has made advances
with certain protective policies for “free media,” an “estimated half of incidents are
linked to government, as opposed to the Taliban or other insurgent groups.”468

Implementing Environment
With a proactive and robust private ICT sector in Afghanistan, there are a number
of useful precedents that help offer insight into how media and technology can be
leveraged to promote citizen security and build community relationships between
security providers and communities. Though an ICT4COP pilot project is unlikely to
be implemented in Afghanistan, these are nonetheless useful to outline as possible
areas of opportunity for future research, policy development, or eventual
implementation. Numerous precedents include international and United States
investment in ICT capacity, particularly for government agencies.
Several precedent examples have emerged in Herat, the country's third-largest city
in northwestern Afghanistan, where relative security and sufficient infrastructure
have created an enabling environment for digital and ICT initiatives. A first example
is an initiative known as Code to Inspire, working to educate young women
between the ages of 15 to 25 on practical computer coding skills. The aim is to
enable young women to participate in the growing ICT workforce, while also still
allowing for work from home if cultural customs require.469 As the program
continues, the aim is to support students as they develop a practical project, such
as a mobile application focused on a community problem.470Another precedent
example from Herat is the Digital Citizen Fund, founded by Roya Mahboob, named
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one of TIME Magazine’s 100 most influential people in 2003.471 Intended to
empower women through building computer literacy and creating “digital voices,”
the organization teaches entrepreneurship, basic computing skills, and introductions
to social media and coding.472 The Digital Citizen Fund has created “computer
centers” in 10 schools in Herat and one in Kabul, where centers are free for the use
of men and women alike, and have trained an estimated 9,000 since 2011.
Given the country’s widespread mobile penetration, several initiatives have made
use of the mobile phone as a leverage point for providing services to vulnerable
communities through phone-based campaigns and programs. One recurring theme
is literacy and mobile literacy, with basic literacy courses offered through mobile
platforms, such as interactive voice response (IVR) or SMS. In one example,
UNESCO supported a ”Mobile Literacy Programme” in 2013 that utilized both a
mobile phone platform as well as classroom teaching.473 Participants were given a
mobile phone with credit in order to work on general and mobile literacy
simultaneously. In another example, a mobile phone program for Afghan female
police officers, known as Ustad Mobile, has supported 200 female police officers
from 11 provinces. The program offers lessons in both Dari and Pashto, and enables
female officers to access resources without the rigors of a regular class schedule or
an unwelcoming classroom environment.474 While the program aimed to support
general and mobile literacy, it has also served to empower female law enforcement
officers to work more effectively as they have become more knowledgeable about
administrative processes and better able to communicate amongst one another.
With regard to policing and security more specifically, a collaboration between local
police forces in Herat and EUPOL have established community policing techniques,
or Police-e-Mardume. This has been achieved through a combination of community
meetings, information centers, complaint boxes, and a Facebook page dedicated to
community policing, in an effort to build greater communication between
communities and security forces.475 This is a particularly important example to
highlight, as it demonstrates a combination of low-end communication strategies
that promote community engagement with newer social media platforms to engage
a broader range of users in conversations around community level security. An
additional community policing example was sponsored through the “Community
Policing project,” a GIZ initiative, helping a small city in northeastern Afghanistan to
establish “citizen councils” to work on improving police behavior and strengthening
Sandberg, S. (2013, April 18). The 2013 TIME 100: Pioneers. TIME Magazine. Retrieved from
http://time100.time.com/2013/04/18/time-100/slide/roya-mahboob/
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police community interactions.476 This proved effective in Baharak, where “security
forces here are generally seen as poorly trained, corrupt and incapable of
maintaining law and order.”477 Through the work of the citizen councils, community
members were able to bring complaints and concerns to be voiced to the police,
creating a direct but anonymous link to report harassment, safety threats, and even
concerns about police behavior.

Concluding Remarks

While ICT infrastructure is strong and still growing across Afghanistan, political
challenges and cultural practices around access to information and media,
particularly for women, remain major obstacles. Human Rights Watch summarizes
succinctly the political failure to progress: “Government infighting among powerful
political rivals and a lack of political will stalled progress on securing women’s
rights, reining in abusive militias, and protecting schools and media freedom from
attack.”478 Therefore, even with progress toward greater infrastructure coverage
and development, violence is a daily occurrence and conflict continues to displace
hundreds of thousands. With high rates of poverty and illiteracy, consistent access
to information and ICTs is unstable at best and frequently disrupted, and huge gaps
remain in ensuring consistent access for the most vulnerable. Therefore, in the
context of security and community policing in Afghanistan, mobile technologies are
just one tool to leverage, as the country has a penetration rate of 61 per 100,
meaning that nearly 40% of the population does not have consistent access to a
mobile device. Though radio is common, accessible for illiterate populations, and
relatively affordable, access is nonetheless inconsistent across the country, and is
again only one example of how communities can be effectively reached. Given
these socioeconomic and geographic patterns of access and use across the country,
any application of ICTs for the purposes of security, police reform, or community
policing, will need to be carefully contextualized to the local community, and take
careful effort to leverage the range of low- to high-tech available to communities
across the country.
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Desk Review: Pakistan
Executive Summary
Pakistan has long struggled with ethno-political violence and as such security
provision is offered by a collection of different forces, including the national army,
armed militias, as well as local police. Nonetheless, technology use has grown
steadily over time, with growing adoption of a range of tools, from radio and
television to mobile. Nonetheless, significant gender gaps remain in access to ICTs
of all kinds, and a significant portion of Pakistan’s population is illiterate, at
approximately 40%, and nearly a third of the country, at approximately 27%, do
not own or have access to a cell phone. These are important characteristics to
consider when contemplating how ICTs can help to leverage communities’
awareness of and strengthening of their own security, as gaps in access will be
critical to consider. In order to better understand the communications context in
which people access technology and get information about their security in
Pakistan, the report begins with brief overviews of the country’s history and
security context, followed by a discussion of five key “Lines of Inquiry” identified by
SIMLab as critical to understanding the communications context in which people
access technology, get information, and communicate with other community
members and service providers, including the police.
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Brief Country History

Led by a President and Prime Minister, Pakistan is a country of more than 180
million people, making it the sixth most populous country in the world.479 The size
of the population is debated, however, and while Pakistani officials use the figure of
134.7 million from the 1998 census,480 the World Bank estimates the country’s
population at approximately 190 million as of 2005,481 while the United States
Central Intelligence Agency (CIA) places the population at 201,995,540 as of July
2016.482 Pakistan is characterized by a deeply challenged security environment,
propelled by internal political disputes and ongoing battles with Islamic militancy.
This has greatly affected the country's ability to develop economically or to attract
foreign investment, and the CIA describes the country as “stuck in a low-income,
low-growth trap.”483 In addition to the security challenges discussed in greater
detail in the following section, the country also faces increasing incidents of natural
disasters and impacts of climate change, including cyclones, droughts, earthquakes,
and floods, displacing millions of Pakistanis, and posing particular challenges to the
country’s many vulnerable and impoverished residents.
The country is divided into four provinces, one territory, and one capital territory,
known as: Balochistan, Federally Administered Tribal Areas, Islamabad Capital
Territory, Khyber Pakhtunkhwa (formerly North-West Frontier Province), Punjab,
and Sindh.484 Land disputes, civil conflict, and secession, in particular with
Bangladesh and India, have greatly shaped Pakistan’s governance and
modernization over time.

Background on Security Context
Pakistan has long struggled with militancy and violence, characterized as “ethnopolitical conflict.”485 As described in the above section on the country’s history, the
country saw the USSR invasion, the eventual USSR withdrawal from Afghanistan,
followed by the strengthening of Taliban rule, and ultimately the U.S. invasion of
Afghanistan following the 9/11 terrorist attacks in the United States. A quote from a
Pakistani senator, quoted in the New York Times in February 2017 declares:
“Pakistan is under attack.”486 Groups such as the Taliban, known as the Tehreek-iAsia Development Bank (ADB). (2016). PAKISTAN COUNTRY GENDER ASSESSMENT. ADB. Retrieved from
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Taliban Pakistan (TTP), have been active and violent for decades. Militancy varies
greatly depending on the geography, with groups such as the Taliban, Baluch
rebels, Taliban militants, or the Islamic State (IS), also known as Daesh. Violence
has increased in recent years given ongoing regional violence, such as in
neighboring Afghanistan, as well as an economy that has struggled to provide
opportunity for a predominantly young workforce.487 Pakistan’s northwestern
regions bordering Afghanistan have been particularly vulnerable to violence due to
the international flow of arms, ammunition, and people within tribal areas. Although
terrorist-related violence reportedly declined in Pakistan during 2015, the country
has continued to struggle with major attacks, whether via suicide bombers, planted
bombs, or raids by gunmen.488 Targets typically include schools, government
buildings, and religious gathering places. As government agencies and
representatives, the police are also often targets, such as in the case of a terrorist
attack on a police college in 2016.489
As in most nations, security is provided by a range of forces with a complex set of
responsibilities. Although provincial government are responsible for maintaining law
and order,490 government forces at all levels are frequently accused of “human
rights violations, including extrajudicial killings, enforced disappearances, and
torture,” according to reporting by the Human Rights Watch.491 Security entities
include the Pakistan Army, including the National Guard, the Pakistan Navy, which
includes the Maritime Security Agency, and the Pakistan Air Force.492 Additional
forces also include the paramilitary Pakistan Rangers, who fall under the interior
ministry but are operated under military command, or the Frontier Corps, also a
paramilitary force. Depending on the region, communities may be more likely to
have Rangers as a primary security provider, rather than the police or army, for
example. Additionally, in remote or FATA areas, communities may also establish
local committees to provide informal security, or have traditional or informal conflict
resolution mechanisms. In some cases, these may take the form of village councils
responsible for conflict resolution, and may even be registered with the local police
station, sometimes known as Jirga or Punchait. Community elders or maliks may
also serve as representatives on the community's behalf for security concerns, for
example. These variations in security provision at the local level are critical to
highlight, as they greatly impact how communities communicate and build trust
with security providers.
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At the community level in Karachi, the Citizen Police Liaison Committees (CPLCs), is
one example of a community-focused effort to follow from police reform in
Pakistan. The CPLC works with a range of partners in government and civil society
to provide specialized services such as crime analysis or investigation, in addition to
special projects or initiatives brought to the CPLC’s attention by citizens or
community groups.493
Agencies involved in counterterrorism efforts include the National Counterterrorism
Authority (NACTA), the National Police Bureau, and the Inter-Service Intelligence
(ISI) agency, as well as the Intelligence Bureau (IB), a civilian agency. The National
Action Plan (NAP) is an example of a national plan to address insurgency, in
particular attacks on the country’s schools and education facilities,494 and was
formed as a 20 point action plan following the December 2014 attack on the Army
Public School in Peshawar.495 However, the NAP has been heavily criticized for its
failure to outline intended outcomes or benchmarks for success in achieving a more
secure nation.496

Lines of Inquiry
People
Pakistan remains a rural country with significant agricultural economy. 35.2% of
the country’s land is dedicated to agriculture, along with 43.7% of the country’s
labor force working in agriculture.497 An additional 22.4% of the labor force works in
the industrial sector, while 33.9% work in services, according to data from 2013.498
Although Pakistan has made significant progress in poverty reduction in recent
years, a sizeable portion of the population remains vulnerable to poverty, estimated
at around 29.5% below the poverty line in 2013.499 The overall employment rate for
those aged 15 years and above is 50.7%,500 and average per capita annual income
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is approximately €1,470.501 Employment is challenging to quantify in a country with
high levels of underemployment and informal employment, but numerous reports
point to unemployment as a main source of economic instability and general
insecurity in Pakistan. Data from the Asia Development Bank indicates that of the
employed population, approximately 70% work in “vulnerable employment.”502 This
limits access to resources of all kinds, and to ICTS more specifically, even as costs
for mobile and internet access has decreased over the years. Interestingly, it also
bears noting that although poverty conditions certainly create daily vulnerabilities
for poor Pakistanis, conspicuous wealth is also risky for families or individuals,
making them more vulnerable to attacks or kidnapping for ransom, for example.

Education and Literacy
Though national legislation ensures that the government provides “free and
compulsory education to all children between the ages of 5 and 16,” an estimated
25 million Pakistani childrey are out of school,503 largely explained by poverty
conditions and security challenges. Educational institutions, whether for higher
education, girls schooling, or elementary schools in general, have been a key target
for militant violence. This has caused significant disruptions and is ultimately
creating what Human Rights Watch describes as an “incalculable long-term effect
on Pakistani society.”504
Pakistan’s major languages are English, Urdu, Punjabi, Sindhi, Pashto, and
Balochi.505 While Urdu is Pakistan’s official language, English is used for education,
business, and administration.506 The country's overall literacy rate is approximately
58%.507 Although a significant gender gap remains between men and women,
literacy has seen some improvement between 2001 and 2013. For example, literacy
of adult females rose from 32% to 48%, while literacy for adult males rose from
58% to 71%.508 Youth literacy is slightly higher than that of adults, and has
remained consistent at 72% of youth between the ages of 15-24 from 2012 to
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2016.509 Literacy among male youth is higher, at 81%, as compared to just 64% for
female youth.510
As a multilingual society with high illiteracy rates, it is important to consider how
these factors might create significant challenges for access to ICTs, whether
because of the implications that illiteracy has for stable earnings, or for being able
to reliably read messages or online news, or to use a mobile interface written in an
unfamiliar language, among other considerations.

Gender
Much like neighboring Afghanistan, Pakistan faces a severe gender gap. Indeed,
according to the World Economic Forum (WEF) Global Gender Gap Report in 2016,
Pakistan ranks 143 out of 144 countries, a marked deterioration since 2006 when
reporting first began.511Writing for Dawn, Pakistan’s English language newspaper,
Rukhsana Shah forcefully states: “The situation in the country is steadily
deteriorating for women who continue to be sidelined in mainstream economic
activities.”512
Many women face challenges of “agency,” as described by the Asia Development
Bank, in which they have fewer choices with regard to their own independence,
such as age at marriage or the right divorce, access to financial assets, freedom of
movement, among other conditions.513 For example, data from the same Asia
Development Bank survey indicates that “over 70% of women are not allowed to
leave the home to visit a bank, attend an NGO meeting, go to a job, or pursue an
education.”514 This lack of agency creates a vicious cycle, in which females’
unemployment rates, even with higher levels of education, signals a lower “return
to education,” even when females are indeed able to take advantage of educational
opportunities.515 Additionally, this lack of mobility is particularly problematic in the
case of violence, whether domestic or otherwise, as women may not feel
comfortable leaving the home to approach the police, government office, or civil
society organization.
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Access to and use of ICTs is no exception, with certain patterns of behavior falling
along gender lines. For example, in a telephone survey of mobile data users in
Pakistan, 85% of male respondents reported using Facebook, as compared to 47%
of female respondents.516 By comparison, 45% of female respondents reported
using WhatsApp, while this was true for just 13% of male respondents.517 One
possible explanation for these varying usage patterns may be the ways in which
these technologies allow users to interact with the “wider world.”518 Because
WhatsApp relies primarily on known contacts, rather than a network of known and
unknown individuals through Facebook, this may be perceived as more culturally
acceptable for women to use for social purposes.
In terms of crime and security, women face significant gender discrimination and
harassment, and of the most frequently reported cases of gender based violence
(GBV), abductions and murders are the majority, as well as other forms of violence
such as rape, torture, acid attacks, or dowry deaths.519 Culturally, domestic
violence against women can be challenging to counter, given some ingrained beliefs
about relationships between husbands and wives. For example, a “National Baseline
Survey” in 2012 found that an average of 15% of female and 18% of male
respondents agreed that husbands had the right to hit their wives.520 To help
counter these patterns of violence, and women’s reluctance to report incidents, one
example initiative has been the creation of a “Lady Complaints Units” in the Khyber
Pakhtunkhwa (KP) province. This has been in an effort to improve security through
staffing by female police officers trained specifically to ease the reporting process
for women. This has been funded by the Aitebaar program, funded by the UK
government and managed by Coffey International.521 It also bears noting that
attacks on education, initiated by militia, tend to affect women and girls in higher
numbers.522 In a new era of social media networking, harassment of women
frequently takes place online, discussed in greater detail and civil organizations
have started to document the increasing numbers of cases of cybercrime against
women.523
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Youth
Pakistan is a young country, with a solid half of the country’s population under the
age of 24, at 53.3%, in 2016 estimates by the CIA.524 An estimated 60 percent of
Pakistanis are under the age of 30.525 As alluded to in the above discussion on
education and literacy, youth across Pakistan face significant challenges in due to
disrupted access to education. Human Rights Watch succinctly describes: “Pakistan
already faces major challenges to education because of factors such as poor access,
low enrollment rates, gender bias, lack of trained teachers, and poor physical
infrastructure. Islamist militant violence has further exacerbated those challenges,
however, and disrupted the education of hundreds of thousands of children.”526
Estimates vary, but the country has approximately 22.64 million children out of
school.527

Community
Pakistan has broad ethnic diversity, including Punjabi, at 44.68% of the population,
Pashtun (Pathan) at 15.42%, Sindhi at 14.1%, Sariaki at 8.38%, Muhajirs at
7.57%, Balochi at 3.57%, and other, estimated at 6.28%.528 While Sindhis and
Pashtuns tend to be in rural areas, Punjabis tend to concentrate in southern
Pakistan. In terms of religions, Muslim is the official religion, at approximately
96.4% of the country, with between 85-90% identifying as Sunni and 10-15%
identifying as Shia.529 A smaller percentage of approximately 3.6% identify as
Christian, Hindu, or other.530

Migration
Significant numbers of Afghans living in Pakistan, estimated at around three
million.531 The country also has high numbers of internally displaced, with internal
migration from rural to urban areas, often hailing from the Federally Administered
Tribal Areas (FATA). Studies indicate that increasing numbers of migrants are
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female.532 Overall, findings from the Asia Development Bank (ADB) indicate that
approximately “55.7% of migrants moved from rural to urban areas, with the
remainder migrating between urban areas. Migrants tended to be younger, have
higher levels of education, be married, and be in a higher wealth quintile.”533

Urban and Rural Communities
Pakistan’s overall urban population comprises 38.8% of the country’s total
population, as of 2015 estimates.534 Although more than half of the country
continues to live in rural areas, urbanization is nonetheless increasing.535 For
example, between 1995 and 2012, the urban population grew by 5%, increasing
from 31.8% to 36.6%.536 Additionally, the proportion of the population living in
major cities, in this case in agglomerations of greater than one million inhabitants,
increased from 16.0% to 19.2%.”537 The country’s major urban areas include
Karachi, with 16.618 million inhabitants; Lahore with 8.741 million; Faisalabad with
3.567 million; Rawalpindi with 2.506 million; Multan with 1.921 million; Islamabad,
the country’s capital city, with 1.365 million.538 Given higher levels of development
and access to economic opportunity, recent statistics indicate that poverty levels
are lower in urban areas, declining more rapidly over time than the rural
population.539 For example, in 2010, the poverty incidence of the urban population
was 16.6% as compared to 22.4% for the country’s rural population.540 According
to the United Nations Development Program (UNDP) survey on multidimensional
poverty, examining education, health, and living standards, multidimensional
poverty is significantly lower in urban areas, with just 9.4% of the urban poor, as
compared to 54.6% in rural areas.541
Though cities have proven advantageous for economic opportunities and access to
services, they have nonetheless proven to be strategic sites for violence and
targeted attacks. For example, Karachi as Pakistan’s largest and wealthiest city,
and the capital of Sindh province, has continually “witnessed constant violence and
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turbulence for the past three decades,” according to Human Rights Watch.542 Rural
and tribal areas, often designated as FATA, or Federally Administered Tribal Areas,
continue to experience high rates of violence.543

Market Environment
Media and ICT usage has been growing across Pakistan, even in spite of the
country’s high levels of poverty. Television and radio are predominant, with dozens
of private channels available through cable, and over 100 private FM radio
stations.544 In a survey by the ADB in 2012, television access far exceeds any other
form of mass media use, with 56.2% of men reporting watching television as
compared to 48.2% of women.545 No matter the media, men access at higher rates
than women, with 10.1% of men listening to radio, as compared to just 3.6% of
women, 21.4% of men reading the newspaper, as compared to 4.2% of women, or
8.9% of men using a computer, as compared to 2.5% of surveyed women.546 Of
those using computers, 66.2% of men report accessing the internet, while 55.7% of
women report accessing the internet.547 Generally speaking, media is government
regulated, whether through the broadcasting networks themselves or restrictions
on media content.548
Telecommunications and broadband growth has seen significant development over
time, with investments in cellular and fiber optic networks. As mobile networks
increase, fixed-line subscriptions have declined.549 Using data from 2014, the ITU
reports that there are 2.6 fixed telephone subscriptions per 100 in Pakistan,
compared to 73.3 mobile cellular subscriptions per 100.550 Overall, an estimated
90% of Pakistanis live in areas with cell phone coverage.551 With the introduction of
high speed broadband, subscriptions have now reached approximately 30 million,
according to 2016 data from the Pakistan Telecommunication Authority.552
Telecommunications legislation is led by the Ministry of Information Technology and
Human Rights Watch. (2017, March 27). Dreams Turned into Nightmares: Attacks on Students, Teachers, and
Schools in Pakistan. Human Rights Watch. Retrieved from https://www.hrw.org/report/2017/03/27/dreamsturned-nightmares/attacks-students-teachers-and-schools-pakistan
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Telecom (MoITT) and the telecommunications regulator is the Pakistan
Telecommunication Authority (PTA).553
While the mobile market had just 5,022,908 subscribers in 2003-2004, the market
has expanded significantly in the past decade, with an estimated 139,108,964
subscribers as of March 2017.554 Now that most mobile operators offer 3G and 4G,
use has grown steadily, up from 1,384,077 total subscribers in 2013-2014, to
39,880,053 as of March 2017.555 Primary mobile network operators are PMCL
(Jazz), PTML (Ufone), CMPak (Zong) and Telenor.
Of total broadband subscriptions, mobile broadband vastly outweighs all others, at
39,880,053 of 42,369,872 as of March 2017, or approximately 94%.556 Since the
emergence of mobile broadband in the market in 2013-2014, mobile broadband
access has vastly outpaced either digital subscriber lines (DSL), delivering internet
through wired telephone service, or Evolution Data Optimized (EvDO), providing
internet through an individual hotspot.557 Approximately 15.9% of households have
a computer, while 21% of households have internet access at home.558 Overall,
13.8% of individuals use the internet.559 Some estimates even place internet users
at 18% of the population, approximately 35.835 million people as of July 2015.560
In spite of all of these indicators of growth in the ICT sector over time and growing
access through new users and subscriptions, significant barriers to access
nonetheless remain. Writing in their Global Information Technology Report, the
World Economic Forum (WEF) notes that of Pakistan’s offline population, less than
50% are literate, representing an even more significant gap in assuring access.561
The report elaborates: “Even if people are literate in the conventional sense, poor
ICT literacy prevents more of them going online.”562
It also bears noting that as internet users grow, social media use makes individuals
more vulnerable, whether to online harassment, or to the types of recruitment and
propaganda campaigns organized by militant groups. For example, Facebook and
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other social media is increasingly used by insurgent groups in order to “coordinate
with other militant groups, and ramp up recruitment.”563

Political Environment
Over time, Pakistan’s government has become more involved in addressing media
regulation. While this is in part an effort to increase public safety and protection
from insurgent control of public media, this has also represented significant threats
to the freedom of press, safety of journalists, and even privacy more broadly. For
example, the Pakistan Electronic Media Regulatory Agency (PEMRA) bans media
coverage of some terrorist groups.564 However, as insurgent groups continue to
leverage social media as a platform for recruitment and or propaganda, there is no
clear policy or approach emerging from the Pakistan Telecommunication Authority
(PTA) to “counter the presence of IS on internet and its recruitment of Pakistanis
through social media.”565
Generally speaking, journalists and activists face threats and harassment, from
both government and armed groups such as the Taliban, and there has been
growing evidence of “government crackdown on websites and blogs, typically
against social organizations critical of the government, military, or insurgent
groups.”566 Reporting from the International Federation of Journalists indicates that
102 “media workers” have been killed since 2005, with 73 of the deaths coming
since 2010.567 In one noteworthy case as recently as January 2017, four well known
male activists, known for academic writing and blogging, went missing over the
course of the month of January 2017.568 Human Rights Watch characterizes their
involvement: “All four men were vocal critics of militant religious groups and
Pakistan’s military establishment, and used the internet to disseminate their
views.”569
It is clear that Pakistani journalists and activists alike face an “increasingly hostile
climate,” with threats coming from state security forces and militant groups.570
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Although a cybercrimes law, known as the Prevention of Electronic Crimes Act
(PECA) enacted in August 2016 purported to advance public safety measures,
critics assert that the law “threatens rights of privacy and freedom of expression,”
including provisions that allow the government to “censor online content,
criminalize internet user activity, and access internet users’ data without judicial
review.”571 Specifically, Human Rights Watch reporting notes: “The bill's abusive
elements include provisions that allow the government to censor online content and
to criminalize Internet user activity under extremely broad criteria which could be
susceptible to abusive interpretation. The bill also permits government authorities
access to the data of Internet users without any form of judicial review process to
justify that access.”572
Therefore, even as government has moved to address growing internet and media
usage with regulations that purportedly advance public safety, the reality is that
these measures have appeared to be overly broad, and potentially giving far
greater control over surveillance and censorship that is appropriate or even legal,
making average media users less likely to feel comfortable or empowered to use
ICTs given growing threats from insurgent groups and government surveillance
alike.

Implementing Environment
A number of useful precedent organizations help to understand the ways in which
ICTs and media have been used in Pakistan to leverage community empowerment
initiatives and engage with community members around public safety and security.
One example is Aware Girls, a women’s group operating an “abortion hotline” since
2010, providing an anonymous toll-free service for education regarding sexual
health.573 The anonymity via telephone is an empowering feature for particularly
sensitive and empowering information. Aware Girls also works on broader
campaigns to prevent youth recruitment into extremist or insurgent groups,
supporting “teams of peace educators” to identify vulnerable individuals and offer
peer-to-peer encouragement, as well as training female activists to help ensure
women’s rights are respected at polling stations, for example.574Another precedent
example is the Women’s Digital League, an organization that aims to connect rural
women with IT centers and technology training, eventually helping to connect
women with “digital work,” or technology oriented tasks and jobs.575 This example
is notable for the effort to connect rural women, who are at a particular
disadvantage not only due to the gender gap, but also the remoteness of their
Human Rights Watch. (2017, January 10). Pakistan: Bloggers Feared Abducted. Human Rights Watch. Retrieved
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communities and the challenges of accessing services, technologies, or economic
opportunities.
For security initiatives specifically, one example is the work of Theirworld, a UK
charity, working on a “Pakistan Safe Schools Initiative,” including security plans,
community watch systems, and community engagement to establish “peace
zones.”576 As the Pakistan government works to better protect schools under attack
by militant groups through physical improvements such as higher walls or closed
circuit televisions, this approach offers a more holistic and community based
orientation, to “build school and community based interventions.”577 This is an
important precedent to highlight, as it relies on community engagement around
security with a clear focus, on meetings and creating a “School safety plan.”578
Additionally, this type of approach can easily be adapted to other circumstances,
whether by engaging police officers or other security agents, or broadening the
focus to risks of violent attack to other community centers or neighborhoods, or
even in the case of natural disasters or emergencies.
A number of different digital and media organizations have emerged with a focus on
fair access to ICTs in Pakistan. Bytes for All Pakistan is a human rights organization
and research think tank, oriented around ICTs and access in Pakistan, and utilizing
studies, research, advocacy campaigns, and capacity building to empower
leadership in the sector.579 Privacy International, a UK NGO, and the Digital Rights
Foundation, a Pakistani NGO have collaborated extensively on monitoring of
surveillance and internet freedoms in Pakistan. Digital Rights Foundation has also
been particularly active in advocating around online safety on social media sites,
and working to raise awareness of the risks of harassment through fake profiles on
Facebook, for example. While not explicitly oriented around community security or
policing, these are nonetheless important precedents to highlight, as they
demonstrate the extent to which civil society has been increasingly organizing
around the intersection of ICTs and community engagement, empowerment, and
security.

Concluding Remarks
As Pakistan continues to struggle with stable and transparent governance in the
face of severe insurgent extremism and violence, the use and uptake of technology,
mainly through mobile, has grown significantly over time. Even with the promise of
mobile, it is critical to remember that a significant portion of the population, at
approximately 27%, do not own or have regular access to a mobile phone. Radio
remains a predominant communication tool, and should not be overlooked as a key
Human Rights Watch. (2017, March 27). Dreams Turned into Nightmares: Attacks on Students, Teachers, and
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tool for engaging with a broad population, particularly given the population’s high
rates of illiteracy, at approximately 40% of the country. Therefore, initiatives
involving security providers or the police should carefully consider the
communications challenges facing the Pakistani population, and promote
community engagement strategies that take advantage of more traditional face-toface communication, in addition to leveraging newer or more powerful technologies,
including mobile communications through SMS text messaging or accessible radio
programming.
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Desk Reviews: Central America
Introduction
The following desk research reports serve as background on the information and
technology landscape in the following Central American countries: Guatemala, El
Salvador, and Nicaragua. The reports intend to offer background in advance of field
research to be carried out as early as June 2017 in Guatemala, and on dates to be
determined in Nicaragua and El Salvador, all in conjunction with the ICT4COP Work
Package researchers. For each of the three countries, the desk report begins with a
brief country history, background on security, and then continue on to describe five
key “lines of inquiry,” as defined by SIMLab’s Context Analysis Framework. The
framework aims to understand the context in which people access inclusive
technologies, and how this relates to human security at the community level.
The desk review is conducted using secondary sources and aims to provide a brief
historical background of each country and a general discussion on the country’s
demographics, contextualized to how these characteristics may impact the
technology and communications landscape in the country, particularly as it relates
to citizen security. The reports build on the existing findings from ICT4COP
researchers, and also use source material such as national and international
reports, government data and research, published academic literature, or grey
literature from businesses, think tanks, or multilateral organizations. The analysis
focuses on information and communications capabilities, usage patterns,
infrastructure, regulatory policies, recent trends, public and private
investments/interventions, and how this influences the use of inclusive technologies
by communities and security services. As such, the desk review serves as: general
preparation for fieldwork wherever possible, an indication of areas to focus on
during the fieldwork, and the preparation for an eventual country level report on
overall findings regarding communications and security in the Central American
region.

Ongoing Research
As of March 2017, research in Central America has primarily taken place in
Guatemala. Fieldwork in Nicaragua has been challenged by an adverse political
environment under an increasingly restrictive political administration, and fieldwork
in El Salvador has been challenged by consistently high levels of violence at the
neighborhood level, including gang violence and police violence. Nonetheless, the
work package has produced summary reports of their ongoing desk and field
research, which have served as important guiding documents for the purposes of
the SIMLab desk research in Central America. The ICT4COP work thus far has
focused on literature review on the history of the peace and police reform process
in all three countries, as well as fieldwork at the local level in Guatemala and
Nicaragua.
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Fieldwork in Guatemala has been conducted by Work Package researchers over the
course of 2016 in the communities of Villa Nueva, a municipality in Guatemala City
in the Department of Guatemala, as well as in Sololá, a municipality in the
Department of Sololá. Thus far, fieldwork by the ICT4COP team in Guatemala has
revealed that community oriented policing (COP) has been minimally deployed, with
inconsistent familiarity at the station and sub-station level throughout the National
Police (PNC), and a general absence of knowledge about COP efforts at the
community level or among civil society actors. Nonetheless, this may change as the
country works to adopt the “Integral Community Security Police Model” or MOPSIC,
by its initials in Spanish, published in 2014.
Generally speaking, policing at the community level varies greatly between rural
and urban communities, with police presence in an estimated 80% of the country.
As seen in many other countries in the ICT4COP research, police-community
relations is greatly challenged by low levels of trust in the police, owed largely to
their prominent role in the human rights abuses perpetrated during the country’s
decades-long dictatorship. In urban communities, the community-police
relationship is more challenged because of the strength of gang territories. It bears
noting that security providers in Guatemala range from the police (PNC) to the
military police (provided by the army), as well as significant private security hired
by businesses and private citizens. With regard to insecurity specifically, fieldwork
has shown that while the national homicide rate is one primary indicator of violence
in the country, most community members experience insecurity through extortion
from gangs or sexual harassment in urban areas, or encroachment of private lands
and resources and domestic violence in rural areas.
El Salvador’s insecurity is lived on daily basis, with high levels of extortion by gangs
who control specific territories, collude with security officials, and have overtaken
control of the country’s overpopulated prison system. Police presence is minimal in
many crime-ridden neighborhoods, and heavily militarized at times in efforts to
target gang territories, following a pattern of police militarization that is common in
countries across Central America. Nicaragua, by contrast to Guatemala or El
Salvador, has seen significantly lower levels of violence and gang membership,
even in spite of the country’s violent civil war in the 1980s and extreme levels of
poverty in the present day. Though poverty is a largely rural condition, there are
pockets of extreme poverty in the country’s capital of Managua. Nicaragua’s
National Police force is generally highly regarded, with a formal “Integrated PoliceCommunity Policy” that facilitates direct relations between police and community
members in order to foment trust and regular communication. Even so, research
indicates that levels of reporting to the police are still low, at just 50% of incidents,
and organized crime is nonetheless perceived as a major threat countrywide.
An accompanying Country Report combines these findings into a regional
perspective, drawing broader conclusions on the role for information and
communication technologies in bolstering community oriented policing and
strengthening police-community relations in the context of police reform. This will
consider important patterns and diversions in the political histories among the three
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countries, as well as vulnerabilities of groups such as women or youth, and the
lived experiences of urban and rural communities.
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Desk Review: Guatemala
Executive Summary
Guatemala’s struggles with pervasive gang networks and high levels of gang
violence are a familiar story in Central America’s “Northern Triangle” of El Salvador,
Guatemala, and Honduras. Though Guatemala’s gang violence has earned the
country notoriety on the global stage, efforts to address government corruption and
judicial impunity through the United Nations International Commission Against
Impunity in Guatemala, known as the
CICIG, have been met with national and international acclaim, offering hope for
increasing access to justice in the country. Guatemala has seen similar growth in
mobile penetration as compared to levels in Central and Latin America. However,
particularly when compared to nearby El Salvador and Nicaragua, Guatemala’s
population has a significantly larger population identifying as indigenous. Many
indigenous Guatemalans speak indigenous or Amerindian languages such as Mayan
as a first language, and combined with lower levels of literacy, schooling, and
income for indigenous populations than the national average, access to information
and technologies is likely to be significantly lower for a large portion of the
Guatemalan population. At the same time however, urban areas tend to see higher
levels of violence, thus adding another layer of complexity to how security issues
are addressed. Given this complexity, in order to better understand the
communications context in which people access technology and get information
about their security, the report begins with brief overviews of the country’s history
and security context, followed by a discussion of five key “Lines of Inquiry”
identified by SIMLab as critical to understanding the communications context in
which people access technology, get information, and communicate with other
community members and service providers.

Abbreviations
CAI
CIA
CIACS
CICIG
GIZ
HDI
ICT
IFRC
INE
JICA
MOPSIC
PNC
RAGIE
SEDEM

Conflicto Armado Interno
Central Intelligence Agency
Cuerpos Ilegales y Aparatos Clandestinos de Seguridad, Illegal
Clandestine Security Apparatuses
United Nations International Commission Against Impunity in
Guatemala
German Federal Enterprise for International Cooperation
Human Development Index
Information and Communications Technology
International Federation of Red Cross and Red Crescent Societies
Instituto Nacional de Estadística
Japan International Cooperation Agency
Integral Community Security Police Model
Policia Nacional Civil
Red Avanzada Guatemalteca para la Investigación y Educación
Seguridad en Democracia,Security in Democracy
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SIT

Superintendencia de Telecomunicaciones
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Brief Country History

Guatemala is a small Central American country, bordered by Mexico to the
northwest, Belize to the northwest, and El Salvador and Honduras along the
country’s southeastern border.580 Together, Guatemala, El Salvador, and Honduras
are often referred to as the “Northern Triangle,” grouped together not only for their
contiguous geography but also for their notorious levels of organized crime, gang
violence, and poverty.581 Guatemala is currently experiencing a democratic period
classified as “post conflict.” This follows a period of civil war known as the Conflicto
Armado Interno or CAI, which the country endured for 36 years, ending formally
with a Peace Accords signing in 1996.582 The timing of the country’s civil war
aligned in part with the Cold War, and conflict was exacerbated due to interethnic
conflicts, and economic disparities. This is consistent with much of the conflict seen
across Latin America during that same time period. Wartime included the targeting
of social and community groups, forced disappearances, all of which wore heavily
on community relations and social networks. The CAI also saw the creation of
militarized structures for security purposes, including an organization known as the
Patrullas de Autodefensa Civil, to be discussed later on in the desk report.
Though internal armed conflict is now a thing of the past, Guatemala is nonetheless
one of the most violent countries in the world, with high rates of violent crime and
homicides.583 José Toasa, writing for Latin America Goes Global, summarizes:
“Guatemala’s history and politics have been marked by profound social, economic
and ethnic exclusion. As a result, income inequality, the concentration of land
ownership, and human rights abuses persist today.”584 This so-called “peacetime”
has been characterized by deep inequalities, and millions of Guatemalans living in
situations of severe vulnerability and poverty, in which more than 55 percent of the
population lives below the poverty line.585 Findings from the Human Development
Index (HDI) indicate that 90 percent of the country’s indigenous population is
unable to meet their basic survival needs.586
Guatemala returned to civilian rule from dictatorship in 1985. This followed golpes
de estado, or coups, in 1982 and 1983, and the adoption of a constitution in
1985.587 The country saw an interim Peace Agreement as of 1991, and the formal
Peace Accords, known as the Acuerdo de Paz Firme y Duradera in Spanish, in 1996.
580 CIA World Factbook (2017). Guatemala. Retrieved from: https://www.cia.gov/library/publications/the-worldfactbook/geos/gt.html
581 Mathema, S. (2016). Center for American Progress. They are refugees: an increasing number of people are
fleeing violence in the Northern Triangle. Retrieved from:
https://www.americanprogress.org/issues/immigration/news/2016/02/24/131645/they-are-refugees-anincreasing-number-of-people-are-fleeing-violence-in-the-northern-triangle/
582 Guatemala Human Rights Commission (2015). History of Guatemala. Retrieved from: http://www.ghrcusa.org/resources/fast-facts/
583 International Crisis Group (2012). Police Reform in Guatemala: Obstacles and Opportunities. Retrieved from:
https://www.crisisgroup.org/latin-america-caribbean/central-america/guatemala/police-reform-guatemalaobstacles-and-opportunities
584 Toasa, J. (2016). A new generation of grassroots leaders brings change to Guatemala. Retrieved from:
http://latinamericagoesglobal.org/2016/11/new-generation-grassroots-leaders-brings-change-guatemala/
585 Navia, P. (2015). Elections will not save democracy in Guatemala. Retrieved from:
http://www.buenosairesherald.com/article/197207/elections-will-not-save-democracy-in-guatemala-586 Toasa, J. (2016).
587 CIA World Factbook (2017).
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The Peace Accords ended 36 years of armed conflict588 and called for a formal
separation between the police and military, as well as the creation of a new police
force, known as the National Civilian Police, or PNC.589 In spite of this separation,
the military continues to play an important role in policing and security in the
country, a legacy which has remained in place even following the violence
perpetrated by the army and state security forces during the country’s civil war.590
In spite of a new constitution and commitments to peace, Guatemala is still plagued
by institutional instability. Much of this instability, rooted in the country’s conflictive
past during the authoritarian rule in the 20th century and followed by military rule
between 1966 and 1982.591 As of 2016, the peace agreements are now completing
two decades in existence, but struggles with violence, insecurity, and corruption in
government nonetheless persist,592 to be elaborated in greater detail in the
following section on the country’s security context.

Background on Security Context

Much like neighboring El Salvador, Guatemala’s struggle with violence and crime is
linked to the pervasiveness of gangs and the country’s institutional weakness in
effectively preventing violence. The United States Department of State describes
Guatemala as a “major transit country for illegal drugs” with “underfunded and
under equipped law enforcement institutions.”593 Regionally, the common threads of
violence are characterized by the Council on Foreign Relations as “the proliferation
of gangs, the region’s use as a transshipment point for U.S.-bound narcotics, and
high rates of impunity.”594 InsightCrime describes Guatemala’s criminal
organizations as “among the most sophisticated and dangerous in Central America,”
and are principally responsible for transporting illegal drugs northward.595 Part of
this so-called “sophistication” is owed to the reality that many of these criminal
organizations have been operating for decades, and include membership from the
military, police, and intelligence services.596 Major criminal organizations include
MS13, Barrio 18, Lorenzanas, Mendozas, or the Leones, among others.597 Perhaps
unsurprisingly, this clear connection between police and military groups and
criminal enterprise has greatly challenged police reform efforts over the years.
Reform was first attempted following violent conflict in the 1980s and 1990s,

588 International Crisis Group (2012).
589 Rosales, C. (2013). USAID. Your Voice: Renewing Police Reform Efforts In Guatemala.
https://www.usaid.gov/news-information/frontlines/open-development-development-defense/renewing-policereform-efforts
590 Guatemala Human Rights Commission (2013). Militarization in Guatemala. Retrieved from: http://www.ghrcusa.org/wp-content/uploads/2013/11/militarization-fact-sheet.pdf
591 Informe Nacional de Desarrollo Humano (2015/2016) (86).
592 LaSusa, M. (2015). InSight Crime. Judge in Guatemala Corruption Case Charged with Taking Bribes. Retrieved
from:
http://www.insightcrime.org/news-briefs/judge-in-guatemala-corruption-case-charged-with-taking-bribes
593 U.S. Department of State (2016). BUREAU OF INTERNATIONAL NARCOTICS AND LAW ENFORCEMENT
AFFAIRS. Guatemala. Retrieved from: https://www.state.gov/j/inl/rls/nrcrpt/2016/vol1/253266.htm
594 Renwick, D. (2016). Council on Foreign Relations. Central America’s Violent Northern Triangle. Retrieved from:
http://www.cfr.org/transnational-crime/central-americas-violent-northern-triangle/p37286
595 InSight Crime (2016). Guatemala News. Retrieved from: http://www.insightcrime.org/guatemala-organizedcrime-news
596 InSight Crime (2016).
597 InSight Crime (2016).
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described in the previous subsection on the country’s history, with the death of
more than 200,000 Guatemalans and an estimated 1,000,000 internal refugees.598
Guatemala has long been saddled with unfortunate titles such as “impoverished” or
“violence-wracked,”599 but the country is nonetheless seeking to address its
significant security challenges through slow and steady reform, of which
communications and technology can increasingly play a role. It is increasingly
recognized that there are close linkages between citizen security and economic
development. The World Bank writes: “high levels of crime and violence represent
staggering economic costs for the country.”600 Given the extent of these social and
economic costs, Guatemala’s security and police reform process has become not
only a national policy concern, but one of great international interest and
investment. For example, a United States foreign aid package known as “The Plan
for the Alliance for Prosperity” supports the need for professionalization of the
police, as well as reducing the role of the military in internal policing, among other
priorities.601 This supports the ongoing work of the countries in the Northern
Triangle, also including Honduras and El Salvador, for a comprehensive strategic
plan known as the “Alliance for Prosperity.”602 The Alliance for Prosperity was
created together with the Inter-American Development Bank, with the aim of
promoting economic growth and job creation, as well as strengthening government
institutions and improving public safety.603
At the community level, crime is common in daily life. In terms of crime registered
in the national census, in 2014, 15.4% of households responded that at least one
member of the household had been the victim of a “violent incident” within the last
12 months.604 Of those crimes noted in the census, 42.2% were robbery, 34.2%
were assault, and 6.6% were extortion, among other petty crimes.605 Of the
assaults noted in the census, 62.4% took place in the street, 19.5% on public
transportation, and 6% of less took place in the market, at home, in a private
vehicle, or at the workplace.606 Of the assaults noted in the census, 17.1% were
instigated by a known person, while the remaining 82.9% were instigated by either
an unknown person, at 60.6%, or a gang member, at 22.3%.607
Perhaps even more notable than the crimes themselves is the reality that of the
assaults noted in the census, a grand majority at 68.2% did not formally report the
incident, while 25.5% reported the incident to the Policia Nacional Civil (PNC), and
6.2% reported the incident to the Ministerio Público, a national department
598 CIA World Factbook (2017).
599 Speck, M. (2015). International Crisis Group. A Civic Awakening in Guatemala. Retrieved from:
https://www.crisisgroup.org/latin-america-caribbean/central-america/guatemala/civic-awakening-guatemala
600 The World Bank (2016). Guatemala: Overview. Retrieved from:
http://www.worldbank.org/en/country/guatemala/overview
601 Yagoub, M. (2016). InSight Crime. US Push to De-Militarize CentAm Policing Poses a Dilemma. Retrieved from:
http://www.insightcrime.org/news-briefs/us-calls-for-militarization-central-america-present-dilemma
602 U.S. Department of State (2016).
603 Renwick, D. (2016).
604 Instituto Nacional de Estadística (2016). (87). Encuesta Nacional de Condiciones de Vida 2014. Retrieved
from: http://www.ine.gob.gt/sistema/uploads/2016/02/03/bWC7f6t7aSbEI4wmuExoNR0oScpSHKyB.pdf
605 Instituto Nacional de Estadística (2016). (89).
606 Instituto Nacional de Estadística (2016). (92).
607 Instituto Nacional de Estadística (2016). (93).
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responsible for administrative functions.608 Of the robberies noted in the census, an
even larger majority at 72.6% chose not to formally report the incident, while 21%
reported the incident to the PNC, and a mere 3.2% to the Ministerio Público.609 Of
the extortion cases noted in the census, 90% took place in urban areas, 70.2%
took place at the home, and 28% were instigated by gang members.610 Similar to
the patterns of reporting observed for both assaults and robberies, 68% of those
who noted being victims of extortion chose not to report the incident, while 23.7%
reported formally to the PNC and 8.2% reported to the Ministerio Público.611 Though
between a fifth to a fourth of victims did indeed report to the police, regardless of
the incident, the trend is nonetheless a troubling one, in which victims opted out of
the formal system for fear of retribution, perceptions of impunity, lack of knowledge
about the process, among other possible explanations. With a general
understanding of the country’s history and security context understood, the report
now addresses the key lines of inquiry in order to better understand the
environment in which people access technology and information, particularly in the
face of high crime levels and weak governing institutions.

Lines of Inquiry
People
With an estimated 16.3 million residents, Guatemala is Central America’s most
populated country,612 and over half of the country lives in poverty. Indigenous
Guatemalans constitute a significant share of the population, with nearly half of the
population identified as Mayans. Guatemala is classified as a “lower middle income”
country and according to the United States Central Intelligence Agency (CIA),
Guatemala’s income distribution is highly unequal, with “the richest 20% of the
population accounting for more than 51% of Guatemala’s overall consumption.”613
Nearly half of the country’s population at 49.5% lives in areas categorized as
urban, an increase from just 38.6% in 2000.614

Literacy and Education

While Spanish is Guatemala’s official language, “Amerindian” languages, of which
23 are officially recognized, are spoken by approximately 40% of the country’s
population.615 In 2015, the country average is 81.5% literacy, defined as those over
the age of 15 who can read and write. This represents an increase from 79.1% in
2014 and an even more significant increase from 68.2% in 2000.616 Literacy rates

608 Instituto Nacional de Estadística (2016). (93).
609 Instituto Nacional de Estadística (2016). (95).
610 Instituto Nacional de Estadística (2016). (95-97).
611 Instituto Nacional de Estadística (2016). (97).
612 The World Bank (2017). Poverty & Equity. Retrieved from:
http://povertydata.worldbank.org/poverty/country/GTM
613 CIA World Factbook (2017).
614 Instituto Nacional de Estadística (2016). (27).
615 CIA World Factbook (2017).
616 Instituto Nacional de Estadística (2016). (197).
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are higher for men, with a rate of 87.4%, compared to just 76.3% for women.617
The National Statistics Institute, the Instituto Nacional de Estadística (INE) reports
that literacy rates for indigenous Guatemalans are even lower, at just 62.5%, as
measured in 2011.618 Given Guatemala’s high rates of indigenous populations,
literacy is of particular importance in the context of information and
communications technology. Indeed, illiteracy and language barriers pose
significant challenges to Guatemalans’ access to information, particularly through
the internet.
Gender continues to be a determining factor in indigenous communities as well.
Indigenous women had a reported literacy rate of just 57.6%, as compared to
83.7% of non-indigenous women. Indigenous men had a literacy rate of 77.7%,
about the nation's average, while non-indigenous men had the highest literacy rate
of 88.9%.619 Literacy also cuts across geographic lines, with rural women with the
lowest literacy rate of 64.7%, rural males with 78.6%, about the nation’s average,
urban women with a literacy rate of 82.2%, and urban males with the highest rate
of 90.5%.620 Unsurprisingly, literacy rates also fall along poverty lines. Among those
living in extreme poverty, the literacy rate registered at 61.7%, 75.5% for those in
non-extreme poverty, and 89.2% for those not living in poverty.621
For años de escolaridad, or years of education, the national average is 5.6 years, or
about 5th grade. This is higher among men, with 6 years, and 5.3 years for
women.622 Years of schooling is higher for non-indigenous groups, at 6.6 years, and
just 4 years for indigenous populations.623 Though still low, this has increased from
just 2.4 years of schooling in 2000. Years of schooling is even higher for those not
living in poverty, with a total of 7.6 years, as compared to 4.5 years for those living
in non-extreme poverty, and 3.1 years for those living in extreme poverty.624 Years
of schooling has steadily grown for those classified as youth from ages 15 to 24,
from 5.3 years in 2000 to 7.2 in 2014.625 Notably, years of schooling does not show
a significant difference between male youth, at 7.3 years, and female youth, at 7.1
years.626 Of those enrolled in higher education, educacion superior, 87.1% come
from urban areas, while just 13.8% come from rural areas.627 Additionally,
information from the GSMA indicates that there is little emphasis placed on
developing basic knowledge regarding informatics or computation at the primary or
lower secondary school level in Guatemala.628

Gender and Youth
617 CIA World Factbook (2017).
618 Instituto Nacional de Estadística (2014). Magnitud relativa de la población. Retrieved from:
http://www.ine.gob.gt/index.php/estadisticas/tema-indicadores
619 Instituto Nacional de Estadística (2016). (198).
620 Instituto Nacional de Estadística (2016). (198).
621 Instituto Nacional de Estadística (2016). (200).
622 Instituto Nacional de Estadística (2016). (205).
623 Instituto Nacional de Estadística (2016). (209).
624 Instituto Nacional de Estadística (2016). (210).
625 Instituto Nacional de Estadística (2016). (211).
626 Instituto Nacional de Estadística (2016). (212).
627 Instituto Nacional de Estadística (2016). (265).
628 GSMA Intelligence.(2014).
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As cross-cutting themes within the ICT4COP research, the research looks
specifically to how ICTs can not only be used to improve police-community
relations, but also to consider how ICTs might address the needs of women and
youth, create new opportunities to address insecurity or chronic violence for women
and/or youth, or pose potential risks for these vulnerable groups.

Gender
Particularly in the context of crime and security, gender is an important factor. In
fact, the Wilson Center reports: “the second most common crime in Guatemala is
violence against women.”629 Compounding this is the reality that femicide, the
killing of women or girls, has even lower rates of conviction than other crime, at
around 1 or 2 percent, as reported by the U.S. Department of State.630 The UN
Human Development Report states that nearly one in three Guatemalan women
report having experienced physical or sexual violence.631 It is reasonable to expect
that the number may be significantly higher given underreporting and lack of faith
in the criminal justice system. Generally speaking, Guatemala has a relatively poor
ranking in the Gender Inequality Index (GII), as reported by the UN Human
Development Report, among the quartile with the most severe inequality. This is
based on the comparative achievement between women and men as it relates to
reproductive health, empowerment, and the labor market.632

Youth
Generally speaking, Guatemala is a relatively young society, with approximately
57% of its population under 24 years of age.633 Rates of youth, when defined as the
population under age 18, vary across the country. The department of Guatemala,
where Guatemala City is located, has among the lowest populations of youth, with
just 36.5% of the population, while areas to the north, such as Sololá, have rates of
44.3% or higher, even closer to half the population.634 The national census from
2016 reported that an estimated 108,505 youth between the ages of 18 and 30 are
classified as “ni-nis,” a shortened phrase in Spanish that refers to the pattern of
young people who neither work nor study. The highest concentration reside in the
Department of Guatemala, with 41,917, while 3,112 reside in Sololá.635 This is one
indication of the lack of affordable higher education options, and the general lack of
stable employment countrywide.
Youth are particularly impacted by Guatemala’s gravest social challenges, foremost
among them the interconnected web of poverty and violence. Youth experience
629 Wilson Center (2015). (117). CRIME AND VIOLENCE IN CENTRAL AMERICA’S NORTHERN TRIANGLE How U.S.
Policy Responses are Helping, Hurting, and Can be Improved. Retrieved from:
https://www.wilsoncenter.org/sites/default/files/FINAL%20PDF_CARSI%20REPORT_0.pdf
630 Mathema, S. (2016).
631 UNDP (2014). Violence against women ever experienced (%). Retrieved from:
http://hdr.undp.org/en/indicators/146106
632 UNDP (2015). Gender Inequality Index (GII). Retrieved from: http://hdr.undp.org/en/indicators/68606
633 Instituto Nacional de Estadística (2016). (17).
634 Instituto Nacional de Estadística (2016). (18).
635 Albani, P. (2016). Diario Digital Guatemala tiene 108 mil “Ni-nis.” Retrieved from:
http://diariodigital.gt/2016/08/guatemala-108-mil-jovenes-trabajan-estudian/
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high levels of unemployment and poverty, and young migrants have gained
notoriety internationally, particularly in the United States, for crossing the border
unaccompanied, sent by family members in the hopes of escaping poverty and
violence at home. Estimates by UNICEF in 2007 reported that 80% of the country’s
young people were affected by violence, either due to gang participation, or
alternatively, victimization.636 In 2014, UNICEF reported that Guatemala was
among the three countries globally with the highest rates of homicide for children
and youth under the age of 20, surpassed only by neighboring El Salvador, and
Venezuela.637
While circumstances for the country’s youth remain grim, literacy among youth,
defined as ages 15 to 24, has been steadily increasing. Literacy rates saw an
increase from 81.7% in 2000 to 93.3% in 2014.638 Literacy rates are significantly
higher among youth than the overall population, and are consistently higher among
male youth over the years of data collection. Nonetheless, the literacy gender gap
has been decreasing since 2000, when male youth had a literacy rate of 87.7% as
compared to 76.3% of female youth, signaling a gap of 11.4%.639 By 2014, male
youth had a literacy rate of 94.9% as compared to 91.9% of female youth,
signaling a gap of just 3%.640 Among non-indigenous youth, the literacy rate is
even higher, with 95.6% for male non-indigenous youth and 94.7% for female nonindigenous youth.641 For indigenous youth, literacy rates are slightly lower, with
93.8% for male indigenous youth, and 87.4% for female indigenous youth.642 This
is also true across geographic areas. While urban male youth enjoy the highest
literacy rate at 96.3%, urban female youth have a literacy rate of 93.8%, while
rural male youth register at 93.6%, and female youth at just 90%.643 Regardless of
circumstance, female youth have lower recorded literacy rates.

Income and Economy

Guatemala is a predominantly agricultural country, with over 40% of land use
dedicated to agriculture, in addition to over 30% forested land.644 Overall, the
majority of the population lives in the country’s southern half, and over half the
population lives in rural areas.645Natural resources include petroleum and
hydropower, while notable agricultural exports include sugar, coffee, bananas, and
other vegetables.646 Agriculture accounts for 13.6% of the country’s GDP and an
estimated 31% of the labor force, demonstrating the sheer importance of the
agriculture sector.647 Following agriculture, commerce is the next largest economic
activity, with 26.4% of the working population, following by manufacturing with
636 Chevigny, B. (2007). UNICEF. Youths find an alternative to gang violence in Guatemala. Retrieved from:
https://www.unicef.org/infobycountry/guatemala_40829.html
637 UNICEF (2013). (2). Ocultos a plena luz: Un análisis estadístico de la violencia contra los niños. Retrieved
from: https://www.unicef.org/ecuador/ocultos-a-plena-luz.pdf
638 Instituto Nacional de Estadística (2016). (201).
639 Instituto Nacional de Estadística (2016). (201).
640 Instituto Nacional de Estadística (2016). (201).
641 Instituto Nacional de Estadística (2016). (202).
642 Instituto Nacional de Estadística (2016). (202).
643 Instituto Nacional de Estadística (2016). (202).
644 CIA World Factbook (2017).
645 CIA World Factbook (2017).
646 CIA World Factbook (2017).
647 CIA World Factbook (2017).
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14.4% and public administration with 10.7%.648 While 37.5% of the country’s
working population is engaged in private employment, 9.2% of the population is
classified as trabajador no remunerado, meaning they are engaged in the informal
economy, in addition to another 16.4% who work for themselves, and 15.1% who
work as day laborers.649
Some estimates place informal workers at 65.8% of the Guatemalan population.650
While this number has dropped since 2012, the number of workers totals
4,035,118, as compared to 2,096,877 workers in the formal economy, which has
grown steadily since 2012.651 Largely consistent with the overall jobs distribution,
43.7% of informal employment is in agriculture, followed by 27.9% in commerce,
and 11.2% in manufacturing industries.652 Informality is more common in rural
areas, accounting for 81.2% of registered employment, as opposed to just 43.1%
in the urban metropolitan areas.653 Informal income is similarly higher for
indigenous groups, accounting for 80.3% of employment, as compared to just
57.7% for non indigenous workers.654 In terms of job stability and contracting, the
vast majority of rural workers at 78.1% do not have any type of work contract, as
compared to 39.8% of metropolitan urban workers.655 While informal employment
can sometimes offer higher incomes, this instability and seasonality can
nonetheless have a significant impact on household income, and is likely to affect
Guatemalans’ access to communications and technology resources.
Given the overwhelming informality of the Guatemalan economy, it is also
important to underscore the tendency toward corruption and extortion. Reports
estimate that Guatemalan citizens pay $61 million USD per year in extortion
fees,656 often at the hands of small gangs or maras, who threaten violence on small
business owners, particularly in municipalities in and around Guatemala City,
including Villa Nueva, where one of the fieldwork visits will take place.657 Much like
the patterns seen in neighboring El Salvador, extortion is often focused on small but
lucrative businesses, such as private transportation or bus companies.658
In addition to poverty and informality, Guatemala’s economy is also characterized
by inequality. On average, according to the INE in 2016, Guatemalan men earn
2,262 quetzal monthly, equivalent to approximately €285, women earn 1,862
quetzal monthly, approximately €234, and indigenous individuals earn just 1,356
quetzal, approximately €170. Income disparity is also clearly visible between urban
and rural areas, with an average urban monthly income of 2,664 quetzal,
equivalent to approximately €335 as compared to 1480 quetzal, approximately
648 Instituto Nacional de Estadística (2016). (25).
649 Instituto Nacional de Estadística (2016). (25).
650 Instituto Nacional de Estadística (2016). (31).
651 Instituto Nacional de Estadística (2016). (33).
652 Instituto Nacional de Estadística (2016). (35).
653 Instituto Nacional de Estadística (2016). (33).
654 Instituto Nacional de Estadística (2016). (34).
655 Instituto Nacional de Estadística (2016). (26).
656 Renwick, D. (2016).
657 Wilson Center (2015). (113).
658 Elbein, S. (2013). New Republic. The Most Dangerous Job in the World. Retrieved from:
https://newrepublic.com/article/113293/900-bus-drivers-dead-guatemala-city-worlds-most-dangerous-job
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€186, in rural areas.659 These low levels of income, compounded with a
predominantly rural society, is important to keep in mind with regard to how
Guatemalans access technologies and information. In the following line of inquiry
on community, the report considers the country’s indigenous populations, migration
patterns, and looks in greater detail at the community level in the two proposed
fieldwork sites of Villa Nueva, in Guatemala City, and Sololá.

Community
Indigenous Communities
As recently as 2014, approximately 38.8% of the Guatemalan population self
identifies as indigenous.660 Of those who identify as indigenous, the predominant
groups are known as Maya, 38.5% of whom identify as indigenous Maya, or Ladino,
at 60.9%. Of the Maya, there are four sub-groups that claim between 6 and 12% of
the Maya community, known as K’iche’, Q’echi’, Kaqchikel, and Mam.661 Consistent
with the country’s large indigenous population, a number of indigenous languages
are spoken across the country. In 2014, statistics from the INE indicate that just
over 70% of the Guatemalan population learned Spanish as a first language, while
29.4% learned Maya as a first language.662 Given the continuing predominance of
Maya as a first language, even as Spanish is the official language, it should come as
little surprise that nearly a quarter, at 23.7%, of the Guatemalan population speaks
more than one language.663 Of those who speak more than one language, Spanish
is by far the most common of second languages, with 83.3% of those who speak
more than one language speaking Spanish, with Maya at 12.5% and English at
4.2%.664
On the other side of the spectrum, of Mayan speakers, approximately a quarter, at
23.7%, speak only Mayan, a rate that has decreased from 28.2% in 2000, but
nonetheless may represent a significant challenge for accessing information in a
country with Spanish as an official language.665 Nonetheless, approximately half of
the Mayan population is bilingual in Spanish, at 48.2%.666 Literacy in Mayan among
the Mayan population over the age of 15)] has been steadily increasing since 2000,
from 7.5% of the Mayan population, to 13% in 2014.667 Similar to the rates seen
for literacy in Spanish, rates are consistently higher for Mayan men, but have been
steadily increasing for both genders, from 10.8% for men and 4.5% for women in

659 Instituto Nacional de Estadística (2014). Ingreso laboral mensual. Retrieved from:
http://www.ine.gob.gt/index.php/estadisticas/tema-indicadores
660 Instituto Nacional de Estadística (2016). (20).
661 Instituto Nacional de Estadística (2016). (20).
662 Instituto Nacional de Estadística (2016). (22).
663 Instituto Nacional de Estadística (2016). (22).
664 Instituto Nacional de Estadística (2016). (24).
665 Instituto Nacional de Estadística (2016). (25).
666 Instituto Nacional de Estadística (2016). (26).
667 Instituto Nacional de Estadística (2016). (203).
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2000, to 15.9% for men and 10.4% for women in 2014.668 Of the Maya population
who are indeed literate, the largest segment, at 28.5%, are literate in Q’eqchi’.669
Overall, the predominance of indigenous identity and language in Guatemala is
important to emphasize, as it greatly impacts access to services, information, and
even participation in the country’s economy. This will be crucial to engage in
greater detail in the fieldwork and ongoing research.

Migration
Like many other Central American countries, migration plays an important role in
Guatemala. Significant migration moves through the country from Central America,
continuing northward. In addition to migrants coming from further south,
Guatemalans themselves also emigrate both legally and illegally to countries to the
north, including Mexico, the United States, and Canada. In fact, given the country’s
high number of expatriates in the United States, Guatemala is the U.S.’ “top
remittance recipient in Central America.”670 A report from the Center on Foreign
Relations states that for migrants from countries in the Northern Triangle, of which
Guatemala is one, “violence, forced gang recruitment, extortion, as well as poverty
and lack of opportunity” are the principal reasons for leaving.671 Indeed, estimates
state that 10 percent of the Northern Triangle’s population of 30 million has
migrated out of their home countries due to instability and violence.672 Rates of
emigration are higher in rural than urban areas, with 3.6% of rural households
reporting a family member who migrated to another country in the last five years,
as of 2014, as compared to 1.8% in urban areas.673 Though migration out of the
country is common, internal migration also occurs for economic or security reasons.
Per the INE census in 2014, of those who had migrated internally since 2009,
23.7% reported that work was the primary reason for moving, while 6.8% of those
surveyed attributed violence as the reason for migrating.674 Migration patterns are
yet another indicator of instability at the local level in Guatemala, particularly in
rural areas, and will be key to consider as a factor in how access to information,
communication, and technology may be limited or disrupted for disadvantaged
communities.

Fieldwork Research Sites
Possible research sites will include Villa Nueva in Guatemala City, as well as Solalá,
both of which are profiled in greater detail here. These demographic comparisons
help to better understand the local conditions affecting access to communications
and technologies, particularly in the face of risk of violence or conflict.

Villa Nueva
668 Instituto Nacional de Estadística (2016). (204).
669 Instituto Nacional de Estadística (2016). (205).
670 CIA World Factbook (2017).
671 Renwick, D. (2016).
672 Siegfried, K. (2016). IRIN. Gang violence in Central America is a humanitarian crisis: Aid agencies and donors
need to do more. Retrieved from:
https://www.irinnews.org/analysis/2016/09/01/gang-violence-central-america-humanitarian-crisis
673 Instituto Nacional de Estadística (2016). (33).
674 Instituto Nacional de Estadística (2016). (37).
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Villa Nueva is a municipality within Guatemala's capital of Guatemala City. Villa
Nueva has seen the introduction of a “model precinct” program to introduce new
police-community collaborations, making it a site of interest for the ICT4COP
research.675 Much of the data available about Villa Nueva is most localized to the
Department of Guatemala, where Villa Nueva is located. The following paragraph
offers a brief set of demographic indicators particular to the Department, in order to
better understand Villa Nueva, particularly in contrast to Sololá, the other chosen
fieldwork site.
Of the Department of Guatemala’s total population, 87.3% live in urban areas,676
and indigenous populations make up approximately 10.8% of the total
population.677 Of those who live in the Department of Guatemala, 83.9% rely on
television as a principal source of news about the country.678 By comparison,
approximately 4.1% of the population rely on the radio as a principal source of
news about the country.679 Similarly, 4.7% of the population rely on the written
press.680 In the Department of Guatemala, the literacy rate in 2014 was 91.3%,
more than 10% higher than the nation's average of 79.1%.681 For youth in
Guatemala, the literacy rate is significantly higher, at 95.8%.682 Years of schooling
is higher in the Department of Guatemala, at 7.6 years, than elsewhere in the
country.683 This is slightly lower for women, with 7.3 years.684 Youth in Guatemala
have more years of schooling than the national average, with 8.3 years.685
36.1% of the Department of Guatemala’s households receive “social assistance” for
at least one member of the household, lower than the national average of
51.1%.686 Social assistance may refer to benefits from the Guatemalan federal
government, the local municipality, international organizations, local NGOs, or other
social work services.687 In the Department of Guatemala, 25.9% of households
reported having at least one inhabitant who was victim of a crime in the previous
12 months when the survey was conducted in 2014, significantly higher than the
national average of 12.7%.688 While Villa Nueva’s location in a relatively urbanized
department may have some advantages in terms of access to employment or
education, these significantly higher incidences of crime are an important
vulnerability to note, and will likely change how the community views security risks
and their need to access community level information.

Sololá
675
676
677
678
679
680
681
682
683
684
685
686
687
688

International Crisis Group (2012).
Instituto Nacional de Estadística (2016). (28).
Instituto Nacional de Estadística (2016). (20).
Instituto Nacional de Estadística (2016). (66).
Instituto Nacional de Estadística (2016). (70).
Instituto Nacional de Estadística (2016). (74).
Instituto Nacional de Estadística (2016). (199).
Instituto Nacional de Estadística (2016). (202).
Instituto Nacional de Estadística (2016). (205).
Instituto Nacional de Estadística (2016). (208).
Instituto Nacional de Estadística (2016). (213).
Instituto Nacional de Estadística (2016). (80).
Instituto Nacional de Estadística (2016). (83).
Instituto Nacional de Estadística (2016). (91).
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In the Department of Sololá, where the municipality of Sololá is located, the
indigenous population constitutes approximately 96.8% of the total population.689
Of Sololá’s total population, 54% live in urban areas.690 In the Department of
Sololá, 63.0% rely on television as a principal source of news about the country.691
By comparison, approximately 15.2% of the population rely on the radio as a
principal source of news about the country.692 A mere 1.1% of the population rely
on the written press.693 In Sololá, the literacy rate in 2014 was 69.3%, more than
10% lower than the nation's average of 79.1%.694 For youth in Sololá, the literacy
rate is significantly higher, at 93.5%.695 Years of schooling is lower in Sololá than
average, at 4.8 years compared to the national average of 7.2 years.696 This is even
lower for women, with 4.2 years.697 66% of Solalá’s households receive “social
assistance” for at least one member of the household, among the highest in the
country, and higher than the national average of 51.1%.698 In Sololá, 5.2% of
households reported having at least one inhabitant who was victim of a crime in the
previous 12 months when the survey was conducted in 2014, significantly lower
than the national average of 12.7%.699 Even a brief look at demographics in Sololá
reveals the region’s vulnerabilities, particularly with regard to literacy, education,
and poverty, all of which are likely to greatly affect the community level access to
information and services.

Market Environment
Electrification and Infrastructure
Guatemala’s access to communications and technology is largely determined by the
population’s access to electricity, which is higher in urban areas as compared to
rural areas.700 Overall, the 2014 census indicates that 87.5% of Guatemalan
households are connected to electricity.701 While 97% of urban households had
access to electricity, only 76.3% of rural households had access.702 Electricity is
provided by Empresa Electrica de Guatemala, S.A703
In terms of infrastructure for ICT, the Mesoamerican information highway (AMI)
refers to a project financed by the Inter-American Development Bank (IDB) to build
a fiber optic network extending from Guatemala to Colombia, inaugurated in

689 Instituto Nacional de Estadística (2016). (20).
690 Instituto Nacional de Estadística (2016). (28).
691 Instituto Nacional de Estadística (2016). (66).
692 Instituto Nacional de Estadística (2016). (70).
693 Instituto Nacional de Estadística (2016). (74).
694 Instituto Nacional de Estadística (2016). (199).
695 Instituto Nacional de Estadística (2016). (202).
696 Instituto Nacional de Estadística (2016). (205).
697 Instituto Nacional de Estadística (2016). (208).
698 Instituto Nacional de Estadística (2016). (80).
699 Instituto Nacional de Estadística (2016). (91).
700 CIA World Factbook (2017).
701 Instituto Nacional de Estadística (2015). (8).
702 Instituto Nacional de Estadística (2015). (10).
703 The World Bank (2016a). Guatemala: Ease of Doing Business. Retrieved from:
http://www.doingbusiness.org/data/exploreeconomies/guatemala#getting-electricity
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January 2015.704 The AMI was conceived in an effort to “increase the availability
and lower the cost of broadband connectivity among Mesoamerican countries and
between them and the rest of the world by making greater use of ICTs,” in the
words of the IDB project explanation.705 Regional coverage varies greatly depend
on the remoteness of the area, and some reports indicate that coverage follows
areas with high commercial development, regardless of population rates.706

Communications and Technology
Communications and technology in Guatemala is overseen by the Superintendent of
Telecommunications, Superintendencia de Telecomunicaciones, which operates as
part of the Ministry of Communications, Infrastructure, and Housing, the Ministerio
de Comunicaciones, Infraestructura y Vivienda. Overall, Guatemala’s continued
economic growth has lead to an increasingly widespread belief that demand for
information, communication, and technology (ICT) services will continue to expand.

Mobile and Fixed-Line Telephony

Mobile penetration is consistent with regional averages, at approximately 85.6%.707
Consistent with many lower income countries, the mobile telephony market has
strengthened greatly as technologies become more widely available and affordable,
and Guatemala’s open regulatory system has encouraged competition among
providers for better service and pricing.708 Recent developments have seen the
expansion of 4G coverage, greatly expanding network access to smartphone
users.709 Subscriptions to fixed telephone lines are minimal, with 12 subscriptions
per 100 inhabitants, particularly as compared to mobile cellular subscriptions, which
come in at 121 subscriptions per 100 inhabitants, estimated as of July 2015.710
Rates of connection to the fixed telephone network are higher in urban metropolitan
areas, at a rate of 27.2%, while connectivity rests only at 2.3% for rural areas.711
Fixed telecommunications had been dominated by Guatel, later by
Telecomunicaciones de Guatemala (Telgua).712 América Móvil controls about 75% of
the fixed lines in service through its subsidiary Claro. Subsidiaries also include
Telecomunicaciones de Guatemala, S.A. and Cablenet.713 Of overall fixed and
mobile telephone lines, mobile represents 88.52%, significantly outranking fixed
telephony.714
704 Molinari, C. (2010). BNAmericas. IDB advances on Mesoamerican information highway project. Retrieved from:
http://www.bnamericas.com/en/news/telecommunications/IDB_advances_on_Mesoamerican_information_highway
_project
705 IDB (2016). RG-M1005 : Development of the Mesoamerican Information Highway of the PPP. Retrieved from:
http://www.iadb.org/en/projects/project-description-title,1303.html?id=rg-m1005
706 Deguate (2013). Telecomunicaciones de Guatemala. Retrieved from:
http://www.deguate.com/artman/publish/infraestructura-guatemala/telecomunicaciones-deguatemala.shtml#.WHaMDLYrLUI
707 Budde (2016).
708 Budde (2016).
709 McDonald, M. (2015). Bloomberg Technology. Guatemala Telecom Giant Plans 4G Expansion. Retrieved from
https://www.bloomberg.com/news/articles/2015-09-14/guatemala-telecommunications-giant-plans-4g-expansion
710 CIA World Factbook (2017).
711 Instituto Nacional de Estadística (2015). (10).
712 Wikipedia (2016). Comunicaciones en Guatemala. Retrieved from:
https://es.wikipedia.org/wiki/Comunicaciones_en_Guatemala
713 SEC (2013). List of Certain Subsidiaries of América Móvil, S.A.B. de C.V.. RETRIEVED FROM:
https://www.sec.gov/Archives/edgar/data/1129137/000119312513184772/d522750dex81.htm
714 Gobierno de la República de Guatemala (2016).
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Guatemalans increasingly have access to mobile phones, increasing in number from
3.1 million total lines across the country in 2004 to a staggering 21.7 million
phones by 2013, signaling an increase of more than seven-fold in less than a
decade, according to data from the country’s telecommunications department, or
Superintendencia de Telecomunicaciones.715 Approximately 82.4% of households
reported having access to a cellular telephone.716 Rates are higher in urban areas,
with 91.6% of households in metropolitan urban areas having access, as compared
to 75.1% in rural areas.717 The UN ITU registered over 18,000,000 mobile-cellular
telephone subscriptions as of 2015, exceeding the country’s population.718 Mobilecellular subscriptions saw an increase from 7.65 subscriptions per 100 inhabitants
in 2000, to an estimated 111.48 in 2015.719 This is equivalent to an increase of just
856,831 subscriptions in 2000 to 18,121,390 in 2015. Mobile phone usage grew
steadily overtime, but saw a drop from a high of 21,716,000 lines in 2013 to
16,911,000 in 2014 after which point it began to increase again in 2015 and
2016.720 Although this represents a slight decrease in recent years, these levels
nonetheless exceed the country’s population. Reports indicate that some of this
decrease can be attributed inflation or inaccuracy of data from cellular companies in
previous years.721
Guatemala’s mobile market is predominantly shared by three companies: Tigo, with
approximately 47% of the market share, Claro, with 31%, and Telefónica, with
22%.722 Both prepaid and contract phones are available through major servicing
companies. For Tigo, with the largest market share, data from 2014 indicates that
of the 9 million registered subscribers, a mere 220,000 were under contract, a
share of less than quarter percentage, with the remainder utilizing prepaid options
for mobile phone access.723 Overall, reports from 2014 indicate that the market is
dominated by prepaid contracts, with an estimated 96% of all service.724 As
recently as the first quarter of 2016, the country’s telecommunications department,
or Superintendencia de Telecomunicaciones (SIT), reports that of the 18,625,000
registered mobile phone lines, 17,633,000 are “prepaid,” representing 94.6% of
overall service.725 The primary companies are Telecomunicaciones de Guatemala,
S.A. (28.14% of the market) Comunicaciones Celulares, S.A. (54.5% of the
market) and Telefónica Móviles Guatemala, S.A. (17.32% of the market).726 Data
regarding coverage from SIT also indicates that Telefonica Moviles Guatemala, for
example, has international calling and received calls at about the same rate, while
715 Batres, A. (2014). Soy502. Guatemala, un país con más celulares que habitantes.
http://www.soy502.com/articulo/guatemala-un-pais-con-mas-celulares-que-habitantes
716 Instituto Nacional de Estadística (2015). (11).
717 Instituto Nacional de Estadística (2015). (11).
718 ITU (2016). Mobile Cellular Telephone Subscriptions. Retrieved from: http://www.itu.int/en/ITUD/Statistics/Pages/stat/default.aspx
719 ITU (2016).
720 Gobierno de la República de Guatemala (2016). Boletín Estadístico. Retreived from: https://sit.gob.gt/wpcontent/uploads/2016/11/Boletin-Web.pdf
721 Estrategia y Noticias (2015). Guatemala: telefonía móvil decreció 22% en 2014. Retrieved from:
http://www.estrategiaynegocios.net/centroamericaymundo/centroamerica/guatemala/839079-330/guatemalatelefon%C3%ADa-m%C3%B3vil-decreci%C3%B3-22-en-2014
722 Batres, A. (2014).
723 Estrategia y Noticias (2015).
724 Estrategia y Noticias (2015).
725 Gobierno de la República de Guatemala (2016).
726 Gobierno de la República de Guatemala (2016).
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both of the other two servicers have much higher rates of internationally received
calls.727

Access to News, Information, and Technology
Across Guatemala, approximately 12.4% of households have access to internet.728
Access to internet is significantly higher in the urban metropolitan areas, with
27.5% of households, as compared to just 2.6% of rural households.729 Fixed
broadband subscriptions increased from less than ⅕ of a percentage to nearly 3% of the
population by 2015, with about 459,000 subscribers.730 According to data from the ITU,
the UN specialized agency for information and communication technologies, access
to radio at the household level was significant, with 72.4% of households with radio
in 2011.731 In the following sections, the report considers more specific indicators
by type of media.

Television

According to the INE census in 2014, of the population older than 18 years of age,
63.2% get information regarding current events in Guatemala primarily from
television, followed by radio at 14.2%, commentary from family members,
neighbors, or friends at 9.8%, written press at 4.6%, or social media/internet at
just 1.1%.732 Another segment of the population reported not knowing or having
awareness of current events, which saw a decrease from 11.1% of the population in
2006 to 6.3% in 2014.733 The proportion of the population who report getting
information primarily from television has risen steadily since 2000, with an initial
rate of 39.9%.734 Notably, both urban and non-indigenous populations report a
much higher rate of reliance on television for news about the country, with 76.8%
or 74.3%, respectively as compared to 47.5% for the urban population, or 44% of
the indigenous population.735 While reliance on television is largely consistent
across age groups, there is a notable drop in reliance for those aged 65 or older.736
And unsurprisingly, for Guatemalans experiencing extreme poverty, only 29.4%
report using television as a principal form of news about the country.737 Nationally,
48.4% of households report having access to cable television. This is higher in the
metropolitan urban areas, with 69.4% of the population, as compared to just
25.7% of households in rural areas.738

727 Gobierno de la República de Guatemala (2016).
728 Instituto Nacional de Estadística (2015). (11).
729 Instituto Nacional de Estadística (2015). (13).
730 ITU (2016). Fixed broadband (2000-2015). Retrieved from: http://www.itu.int/en/ITUD/Statistics/Pages/stat/default.aspx
731 ITU (2016). Core household indicators. Retrieved from: http://www.itu.int/en/ITUD/Statistics/Pages/stat/default.aspx
732 Instituto Nacional de Estadística (2016). (63).
733 Instituto Nacional de Estadística (2016). (63).
734 Instituto Nacional de Estadística (2016). (64).
735 Instituto Nacional de Estadística (2016). (64).
736 Instituto Nacional de Estadística (2016). (65).
737 Instituto Nacional de Estadística (2016). (67).
738 Instituto Nacional de Estadística (2016). (11).

Deliverable 3.2 | Desk Review

117

Radio and Written Press
While one in three households reported using the radio as a primary news source
about the country, this has decreased from 32.5% in 2000 to a mere 14.2% in
2014.739 While this prioritization may have changed with the increasing popularity
of television, this does not necessarily indicate that households no longer have
access to radio. Significantly, the rates of reliance on radio for news about the
country are notably higher for indigenous populations (23.6%) as compared to non
indigenous (8.7%), and similarly higher for rural populations (21.6%) as compared
to urban populations (7.8%), which perhaps unsurprisingly, maps quite neatly
together.740 While reliance on radio is largely consistent across age groups, there is
a slight increase in reliance, at 17.2%, for those aged 65 or older.741 Notably,
reliance on the radio for news varies greatly along poverty lines. Among groups
categorized by poverty those experiencing extreme poverty, 28.1% rely primarily
on radio for news, compared to 14.2% of the national average. For those living in
non-extreme poverty, 16.4% rely primarily on radio, and those not experiencing
poverty, 7.1%.742
Much like radio, reliance on the written press has also decreased significantly since
it was recorded in 2000. While 10.6% of Guatemalans relied on the written press in
the year 2000, increasing to 10.9% in 2006, this number dropped to a mere 4.6%
in 2014.743 This national average is fairly consistent across urban and rural
populations, as well as age groups, with the exception of those aged 65 and older,
for whom only 3.2% rely on the written press for news about the country.744
Reliance on the written press is slightly higher (5.2%) for those who do not live in
poverty.745

Community Information

By contrast to the distribution of communication methods used to obtain news
about the country, 66.3% of Guatemalans rely on information from family
members, neighbors, or friends, to learn about happenings in their own
community.746 This is followed by 10.4% of Guatemalans older than 18 who rely on
television to learn about their community, 8.1% who rely on the alcalde auxiliar (a
neighborhood representative for the mayor, responsible for communications with
residents),747 5.1% who rely on the radio, and 3.9% who do not know or learn
about happenings in their community.748 While reliance on fellow community
members has remained relatively consistent since 2000 (at 62.3%), it bears noting
that reliance on radio as a principal form has dropped significantly, from 16.3% in

739 Instituto Nacional de Estadística (2016). (68).
740 Instituto Nacional de Estadística (2016). (68-69).
741 Instituto Nacional de Estadística (2016). (69).
742 Instituto Nacional de Estadística (2016). (71).
743 Instituto Nacional de Estadística (2016). (72)
744 Instituto Nacional de Estadística (2016). (73).
745 Instituto Nacional de Estadística (2016). (75).
746 Instituto Nacional de Estadística (2016). (76).
747 Perusina, W. (2016). Diario Digital. Cuales son las funciones de un alcalde auxiliar. Retrieved from:
http://diariodigital.gt/2016/09/sabes-cuales-las-funciones-alcalde-auxiliar/
748 Instituto Nacional de Estadística (2016). (75).
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2000 to just 5.1% in 2014.749 This drop is consistent with the overall reduction in
reliance on radio for a principal source of news about the country.

Political Environment
Governance and Corruption
Guatemala’s current political environment is one characterized by a much needed
focus on corruption and human rights. Corruption is frequently characterized as
“endemic” and reports have characterized the government as a “mafia state,” even
as the government undergoes reforms.750 Guatemala’s current president is Jimmy
Ernesto Morales Cabrera, elected in October 2015 and serving a four year term,
with the next elections in October 2019. The Cabrera administration followed after a
dramatic end to the former President Pérez Molina’s term, in which the president
and vice-president resigned in 2015751 amid a customs tax corruption scandal that
involved high ranking officials in other government branches.752 In a corruption
scheme known as La Línea, 2015 also saw the dismissal of cabinet ministers753 in
the security, environment and energy departments, as well as the head of state
intelligence,754 totaling over 14 members of Pérez Molina’s cabinet.755 The scheme
reportedly allowed for lowered taxes on imported goods in exchange for financial
kickbacks.756 Given these widespread allegations of corruption and embezzlement,
2015 saw significant public protest against government, amidst the arrest of the
former president.757
Even aside from the most recent revelation of corruption within the Peréz Molina
administration, it bears noting that given Guatemala’s long history of internal
armed conflict, corruption related to security specifically is quite common. Indeed, a
number of present day criminal organizations originated from state intelligence or
military related entities that gained strength during the country’s conflict.758
Unsurprisingly, this greatly affects public perception of Guatemala’s military and
intelligence operations, as corruption stems from military networks that operate
749 Instituto Nacional de Estadística (2016). (76).
750 Dudley, S. (2016). InSight Crime. Guatemala’s Mafia State. Retrieved from:
http://www.insightcrime.org/investigations/guatemala-mafia-state-case-of-lopez-bonilla
751 Malkin, E. (2015). New York Times. Guatemala President Balks at Calls for Resignation. Retrieved from:
https://www.nytimes.com/2015/08/24/world/americas/calls-grow-in-guatemala-for-president-to-resign.html
752 Navia, P. (2015).
753 LAGG (2015). Jailed central bank chief signals widening Guatemala crisis. Retrieved from:
http://latinamericagoesglobal.org/2015/05/jailed-central-bank-chief-signals-widening-guatemala-crisis/
754 McDonald, M. (2015a). Bloomberg Technology. Caged Central Bank Chief Signals Widening Guatemala Crisis.
Retrieved from: https://www.bloomberg.com/news/articles/2015-05-22/jailed-central-bank-chief-signals-wideningcrisis-for-guatemala
755 New York Times Editorial Board (2015). Guatemala’s Embattled President. Retrieved from:
https://www.nytimes.com/2015/08/27/opinion/guatemalas-embattled-president.html?_r=0
756 Gagne, D. (2015). InSight Crime. Guatemala elites busted in customs fraud ring. Retrieved from:
http://www.insightcrime.org/news-briefs/guatemala-elites-busted-in-customs-fraud-ring
757 Ellis, E. (2016). LAGG. The struggle against organized crime in Guatemala. Retrieved from:
http://latinamericagoesglobal.org/2016/11/struggle-organized-crime-guatemala/
758 InSight Crime (2015). CIACS. Retrieved from: http://www.insightcrime.org/guatemala-organized-crimenews/ciacs
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illegally.759 Several of the country’s current political parties got their start through
ex-military founders, dating back to the country’s civil war. Writing for InSight
Crime, Stephen Dudley explains: “the war also boosted the role of the military,
which ran the government off-and-on for decades.”760 David Gagne, writing also for
InSight Crime, notes: “still, much of the current military-sponsored criminal activity
in Guatemala and El Salvador has its roots in criminal style networks from previous
generations, linking old conflicts with the new.”761

Policing and Security

Just as the government faces corruption challenges, so too does the country’s
police force.
Guatemala’s Interior Ministry controls the police and prison system, which
constitutes a budget larger than that of the Guatemalan military.762 Formal police
reform efforts have been taken on by the Comisión Nacional para la Reforma
Policial, or Presidential Police Reform Commission, established in 2011.763 The
Commission has been responsible for a number of pilot initiatives, including the
remodeling of police stations, and the provision of computers, internet access, and
digital registries to a select number of stations.764 As part of these reforms,
Guatemala’s Policía Nacional Civil or National Civil Police (PNC) has grown
significantly in recent years, including reforms in professionalization of the police
force.765 In a report on police reform in Guatemala, the International Crisis Group
succinctly summarizes the challenges facing Guatemala’s police force: “...the
National Civil Police (PNC) are on the front lines of Guatemala’s battle against
crime. But all too often citizens distrust and fear the police – widely dismissed as
inefficient, corrupt and abusive – as much as the criminals. Underfunded, poorly
trained and often outgunned, they are frequently incapable or unwilling to confront
criminals and gain the public trust needed to build a state based on rule of law.”766
This categorization is echoed across NGOs and research institutions. Writing in
2010, the Guatemala Human Rights Commission in the United States summarizes
the challenges facing Guatemala’s police: “Today, police officers are confronted with
institutional corruption, a homicide rate over five times the world average,
insufficient resources, poor training, and distrust from the civilian population.”767
Following the peace accords in 1996, “local security boards” or “community policing
units” were established in Guatemala in 1999 to help address crime following
decades of violent conflict.768 However, over time, reports suggest that many of
these groups have gained autonomy and begun to operate illegally, often tied to
759 Gagne, D. (2016). InSight Crime. Tracing the Evolution of Military-Criminal Networks in Guatemala. Retrieved
from: http://www.insightcrime.org/news-analysis/tracing-evolution-military-criminal-networks-in-guatemala-elsalvador
760 Dudley, S. (2016).
761 Gagne, D. (2016).
762 Dudley, S. (2016).
763 Wilson Center (2015). (120).
764 Wilson Center (2015). (121).
765 Ellis, E. (2016).
766 International Crisis Group (2012).
767 Guatemala Human Rights Commission (2010). The Guatemalan National Civil Police (PNC). Retrieved from:
http://www.ghrc-usa.org/wp-content/uploads/2011/12/factsheet_nationalcivilpolice.pdf
768 Cawley, M. (2013).
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drug trafficking, with minimal government control or oversight. 769 A report from the
Instituto de Transformación de Conflictos para la Construcción de la Paz de la
Universidad Rafael Landívar reveals that more than 700 units or juntas locales de
seguridad had been registered, with more than 300 of such units operating illegally,
often replacing the police.770
Under the current administration, President Jimmy Morales has indicated that the
military will support the police in domestic security efforts through “joint militarypolice structures.”771 Given the country’s recent history with violent state-directed
conflict, this is an unsurprisingly controversial measure, and one that has been
challenged over human rights concerns. The decision was attributed to the PNC’s
still-weak structure and funding. Even as reform continues, the police is still heavily
reliant on support from the military, consistent with a general pattern of
“militarization of domestic security” in the region, and widespread complaints over
the inadequacy of the police due to limited funding, minimal training, or corruption.
Helen Mack, former head of Guatemala’s Police Reform Commission, once
estimated that the PNC would need 80,000 police officers to appropriately ensure
citizen security.772 Armed forces saw their budget reduced significantly as part of
the peace accords in 1996. Nonetheless the military has supported the police
through groups known as paramilitary “citizen security squadrons.” These
squadrons are commanded by military officers, but reservists are contracted.773 An
eventual aim is to see these reservists replaced by more formal police and given a
limited budget, military involvement is often reduced and new efforts minimized.
Even with support from the military, trust of the overall security sector is weak. It
is reported that the military is challenged by a deep lack of trust in Guatemala, as
they were responsible for significant violence and corruption during the country’s
civil war, including the killing of tens of thousands of Mayans during the 1980s and
1990s.774 In response to the police force’s limitations, an impressive private
security market has developed. An estimate from Guatemala’s Interior Ministry
placed the number of police officers in the PNC at 31,686, while an estimated
45,000 individuals serve as security guards in the private sector, nearly 1.5 times
the size of the national police force at the time of the report in 2014.775
Steps towards reform have been documented, and under the previous
administration of President Otto Pérez Molina, a number of efforts aimed to
transform the PNC and enact “prevention and community-based policing as core
philosophies governing the work of the police,” including a new officers’ school to

769 Cawley, M. (2013).
770 Vásquez, B. (2013). Más de 300 juntas actúan ilegalmente. Retrieved from:
http://www.prensalibre.com/noticias/justicia/juntas-actuan-ilegalmente_0_941305912.html
771 Lohmuller, M. (2016).
772 Ramsey, G. (2012). InSight Crime. Police withdraw from key drug zones of Guatemala. Retreived from:
http://www.insightcrime.org/news-analysis/police-withdrawals-guatemala-drug-trafficking
773 Ellis, E. (2016).
774 Lohmuller, M. (2016). InSight Crime. Guatemala extends use of military in policing role. Retrieved from:
http://www.insightcrime.org/news-briefs/guatemala-extends-use-of-military-in-policing-role
775 Lopez, J. (2014). The Challenges for Giuliani's Security Strategy in Guatemala. Retrieved from:
http://www.insightcrime.org/news-analysis/the-challenges-for-giuliani-security-strategy-in-guatemala
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ensure higher quality training at the police academy.776 Reform has nonetheless
been challenged overall by a lack of state resources and endemic police
corruption.777 In previous years, the government was forced to remove police from
municipalities, given lack of resources and high levels of organized crime. In 2012
specifically, the government removed police presence from 32 of Guatemala’s total
332 municipalities.778
Another key example of police reform is the “Integral Community Security Police
Model,” or MOPSIC by its initials in Spanish. The MOPSIC plan is developed based
on New York City’s COMPSTAT program, a data-driven program aimed at reducing
homicides and violent crime.779 The program has been supported by a number of
international agencies, such as the United States Department of State, the Japan
International Cooperation Agency (JICA), as well as the German Federal Enterprise
for International Cooperation (GIZ). Overall, the MOPSIC program is still in its
infancy, and significant work remains to ensure that communities are aware of the
programs through appropriate outreach, and to bolster the work of the program to
extend the capacity of the police officers themselves, rather than the data analytics
of the force, for example.

Gang Violence and Organized Crime
Although violent crime has been steadily decreasing in Guatemala, from a rate of
46 murders per 100,000 inhabitants in 2008, to a remarkable 23 per 100,000 at
the end of 2016,780 gang violence and crime remain common. Gang-related violence
and organized crime tend to accompany the country’s drug trade, as it serves as a
way point for narcotics moving through the region. Over time, security in
Guatemala has become increasingly oriented toward addressing narcotics and
human trafficking.781 Policing efforts focus on gang containment and an anti-gang
directorate known as DIPANDA focuses in particular on gangs operating across
borders, including in nearby El Salvador. As seen in El Salvador, policing of gang
members and the sheer pervasiveness of gang operations can create a climate in
which anyone with remote gang association, whether as a neighbor or family
member, may be perceived as a gang member or collaborator. This distrust on both
sides significantly complicates efforts to build relationships between the community
and security forces.782
Gang violence is part of an overall vicious cycle, and many gang members cycle in
and out of the country’s prison system, which suffers from overpopulation and
significant under servicing. This is contributed in part by the pre-trial detention
process, in which prisoners spend a significant amount of time awaiting trial,
776 Rosales, C. (2013).
777 Cawley, M. (2013). InSight Crime. 100s of Guatemalan Community Police Groups Operate Illegally: Study.
Retrieved from: http://www.insightcrime.org/news-briefs/guatemala-vigilante-groups-operate-illegally-study
778 Ramsey, G. (2012).
779 U.S. Department of State (2016).
780 Ellis, E. (2016).
781 Ellis, E. (2016).
782 Alonso, L. (2016b). InSight Crime. 365 El Salvador Gang Members Arrested This Year in Guatemala: Police.
Retrieved from:
http://www.insightcrime.org/news-briefs/365-el-salvador-gang-members-arrested-this-year-in-guatemala-police
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regardless of their sentencing.783 Indeed, some reforms have included working with
the Attorney General’s office on changes to the judiciary system, including piloting
a “24-hour court model” in Guatemala City.784 This is significant, as it is a signal of
general inability of the justice system to deal appropriately and effectively with
crime, even in spite of improvements in overall governance.

Surveillance and Intelligence
With regard to surveillance and intelligence, the Guatemalan government holds the
right to record and monitor conversations given the acquisition of a judicial warrant,
and this can be done via telephone or online. Additionally, the government also has
the right to conduct electronic surveillance on “potential terrorist activity.”785 The
Reglamento para la Aplicación de Métodos Especiales de Averiguación, or
“Regulation on the use of special investigatory methods,” obligates
telecommunications companies and service providers to collaborate in police
investigations, as of approval in 2009.786
Over the course of the shift between military to civilian rule in the 1980s,
Guatemala did not fully shake it’s involvement in surveillance of opposition,
embodied by the role of the Estado Mayor Presidencial (EMP), and was not
abolished until 2003.787 Cuerpos Ilegales y Aparatos Clandestinos de Seguridad or
Illegal Clandestine Security Apparatuses, known by their initials of CIACS in
Spanish, are still operational criminal organizations that grew out of the criminal
networks fostered during Guatemala’s civil war. Reports claim that CIACS members
and leadership comes from state intelligence and military services, with core groups
centered in Guatemala City.788 Even as the country has transitioned to democratic
rule, the CIACS have continued to play a clandestine role in surveillance.
This is particularly important because of the role that increasing access to
information and communications technologies (ICT) has played in addressing issues
of government corruption, as well as crime more broadly.789 Testing by the Open
Net Initiative in 2011 did not find any evidence of internet filtering on three ISPs.790
However, there have been instances of censorship in the form of ISPs blocked
following incidents.791 It is important to note that as internet access increases over
time, it is expected that surveillance will increase as well. In the case of fieldwork,
it will be important to understand how public perception of surveillance impacts the
use of communications technology, and the community’s willingness to use certain

783 Alonso, L. (2016a). InSight Crime. Attempted uprising highlights lack of control in Guatemala prisons.
Retrieved from: 3http://www.insightcrime.org/news-briefs/attempted-uprising-highlights-lack-control-guatemalaprisons
784 Marsili, A. (2015). USAID. How Guatemala’s Justice System Became Strong Enough to Prosecute Corruption.
Retrieved from:
https://blog.usaid.gov/2015/09/how-guatemalas-justice-system-became-strong-enough-to-uproot-corruption/
785 OpenNet Initiative (2013). Guatemala. Retrieved from: https://opennet.net/research/profiles/guatemala
786 OpenNet Initiative (2013).
787 InSight Crime (2015).
788 InSight Crime (2015).
789 OpenNet Initiative (2013).
790 OpenNet Initiative (2013).
791 OpenNet Initiative (2013).
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ICTs based on perceived risks, particularly in communications with security
providers or police.

Technology Policies

Government involvement in the telecommunications and technology sector has
been characterized as minimal “underinvestment,” and many regions of the country
have been left with poor or limited services.792 While the government has reportedly
expressed a commitment to expanding internet infrastructure, development
remains minimal and budget allocations have not allowed for significant
expansion.793 The perspective of business leaders generally is that ICT would be
expected to grow if Guatemala saw a greater accountability measures and reduced
corruption, generally considered a challenge to prospective investors. The General
Telecommunications Law that went into effect during the Perez Molina
administration in 2012 saw limits to local access to community radio, limiting
community and indigenous organizations’ access to local broadcasting.794

Implementing Environment
Police reform and security-related initiatives have come about through the efforts of
a number of different domestic and international organizations and commissions
over the years. These are important examples to review, as they help to
understand the precedent for establishing public trust and building relationships
between local communities and the government, particularly through police and
security providers. Several examples also include community engagement and
leverage technology, and thus are helpful to understand the possibilities for
relationship building around citizen security.
One critical example, and perhaps the most well known is the United Nations
International Commission Against Impunity in Guatemala, commonly known by its
initials, CICIG. Since its founding in 2007, the CICIG has been working to dismantle
the criminal organizations responsible for government corruption, investigating
“clandestine security groups,” among other instances of government corruption.
The CICIG was the group principally responsible for the dismantling of the criminal
ring that brought down Guatemala’s presidential administration prior to the current
Molina administration. The International Crisis Group describes the CICIG as a
“unique multilateral experiment” with a great opportunity to lead against impunity
in Guatemalan government.795 The group’s efforts also focus on strengthening the
country’s judicial system, and the CICIG has seen a demonstrated drop in impunity
rates for “crimes against life,” with a decrease from 95% impunity rate in 2009 to
792 Budde (2016).
793 OpenNet Initiative (2013).
794 Lara, T. (2012). Knight Center, University of Texas. New telecommunications law takes effect in Guatemala.
Retrieved from: https://knightcenter.utexas.edu/blog/00-12308-new-telecommunications-law-takes-effectguatemala-restricting-community-radio
795 International Crisis Group (2016). Crutch to Catalyst? The International Commission Against Impunity in
Guatemala. Retrieved from: https://www.crisisgroup.org/latin-america-caribbean/centralamerica/guatemala/crutch-catalyst-international-commission-against-impunity-guatemala
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72% in 2012.796 Writing in their 2016 report on the impact of the CICIG in
Guatemala, the Open Society Foundations emphasizes: “Although its work is not
finished, many Guatemalans now look to CICIG as a symbol of hope that corruption
can be overcome.”797 The organization has experienced strong public support798 and
international recognition.799
At a much more localized level, another example of an organization engaged in
security is the group behind an incident reporting website and mobile application
known as Espantacocos.800 This group is of particular use to highlight as they are a
local organization engaged specifically with technology and communications, and
therefore help to understand the landscape in which organizations and initiatives
operate when working to engage with communities. In the case of Epsantacocos,
the initiative relies on a mobile application, as well as a website, that allow users to
report incidents of harassment or criminal behavior. The application allows users to
identify where and when the incident took place, thus creating a log that can be
used to target specific areas or criminal behaviors. The intention is also to promote
a “culture of reporting,” in an attempt to work against the reluctance on the part of
community members to report incidents, either for fear of retribution, or out of a
resignation of the tendency toward impunity for criminal behavior or any kind,
whether criminal infractions or major government corruption. This example is useful
to highlight not only to understand its structure, but also as an example of an
engagement initiative that by nature of its reliance on mobile technologies
exclusively, excludes populations that do not have regular access to a smartphone
or the internet. This means that those who are most vulnerable may not actually be
encouraged to report crimes.
Another example of the use of communications for social organizations is the
International Committee of the Red Cross’ “Practical Advice for Migrants” campaign
in which radio spots were recorded in a number of languages common in both
Mexico and Guatemala, intending to “cater for the linguistic diversity of the region's
population.”801 This is an important example, as it demonstrates a clear useroriented design, by utilizing radio, which is much more common in rural areas, as
well as indigenous languages, which are again far more common in areas from
which migration is continuing to stem, and areas that have higher levels of
vulnerability and poverty.
In general, social movements in Guatemala are increasingly making use of
technologies to publicize campaigns and mobilize followers. José Toasa, writing for
Latin America Goes Global, notes that the number of social movements is growing,
and with increasing youth leadership, they are utilizing technology to leverage their
796 Wilson Center (2015).
797 Open Society Justice Initiative (2016). Open Society Foundations. Against the Odds: CICIG in Guatemala.
Retrieved from: https://www.opensocietyfoundations.org/reports/against-odds-cicig-guatemala
798 Marsili, A. (2015).
799 New York Times Editorial Board (2015).
800 Espantacocos (2016). Retrieved from: http://www.espantacacos.org/
801 International Committee of the Red Cross (ICRC) (2015). Guatemala/Mexico: Radio spots in indigenous
languages with “Practical Advice for Migrants.” Retrieved from: https://www.icrc.org/en/document/radio-spotsindigenous-languages-practical-advice-migrants
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aims. He writes: “The leaders of these grassroots groups are often young — born
between the late 1970s and early 1990s — and they are just as likely to mobilize
communities using WhatsApp and Facebook as they are via traditional approaches,
such as seminars or demonstrations.”802
Reported by UNICEF in 2007, Grupo Ceiba utilizes technology training and after
school programming for youth who are at risk of gang recruitment.803 Similarly,
Enlace Quiché works with the Mayan community to provide accessible education in
Spanish, English, as well as information technology, signaling the increasing utility
of technological literacy for communities of all kinds.804 Another precedent
organization is the Red Avanzada Guatemalteca para la Investigación y Educación,
or RAGIE, a network of universities and organizations committed to research on
education and specifically how telecommunications can best be utilized to leverage
educational opportunities.805
In Sololá, where fieldwork research is expected to take place, the Council for Mayan
Communications is active in organizing and advocating for telecommunications
access for local indigenous communities. The Council is a group based in the
Department of Sololá committed to “the advancement of equitable access to
communications technologies in the region.”806 NGO Seguridad en Democracia
(Security in Democracy, or SEDEM) is another organization more explicitly oriented
toward promoting the secure use of technologies, particularly for the freedom of
press and journalism.807
Another important precedent initiative is the “WeCare Guatemala” initiative, in
which a number of the major telecommunications providers, namely Claro,
Movistar, and Tigo, have signed a cooperation agreement with the International
Federation of Red Cross and Red Crescent Societies (IFRC) to work on disaster
response.808 This framing is an important one to consider, as it places the mobile
network as a “public necessity,” and tools from this initiative could potentially be
applied beyond emergency or crisis situations to situations with threat of crime or
violence. It will important to see how this initiative continues to evolve, and the
types of local engagements the mobile telephony network successfully mobilizes.
This is an example of an initiative that could be helpful to see how communities
may be excluded from access to services if service improvements are limited to
mobile networks only, and do not extend across more traditional or accessible
platforms. Over the course of the fieldwork, it will be critical to engage more closely
with these social organizations operating at the local level, and understand how
communications strategies are leveraged to ensure strengthened relations between
802 Toasa, J. (2016).
803 Chevigny, B. (2007).
804 Enlace Quiché (2017). Destacados. Retrieved from: http://www.enlacequiche.org/
805 RAGIE (2017). Red Avanzada Guatemalteca para la Investigación y Educación. Retrieved from:
www.ragie.org.gt
806 Mayan Council for Communication (2017). Who we are. Retrieved from: http://mayacom.org/whoweare.htm
807 SEDEM (2017). Quienes somos. Retrieved from: http://www.sedem.org.gt/sedem/?q=about
808 GSMA (2016). MOBILE OPERATORS CLARO, MOVISTAR AND TIGO LAUNCH WE CARE GUATEMALA CAMPAIGN.
Retrieved from:
http://www.gsma.com/newsroom/press-release/mobile-operators-claro-movistar-tigo-launch-care-guatemalacampaign/
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government and the community, with a specific eye to how the relationship
between police and community can be strengthened through appropriate and
inclusive technologies.

Concluding Remarks

Though levels of violence and gang activity remain high across the country,
Guatemala nonetheless has numerous positive precedents of community
engagement around security issues and increasing access to justice. In order to
continue preserving justice, careful attention must be paid to the particular
vulnerability of youth to gang violence, and the troubling levels of violence against
women. Even as mobile and internet technologies become increasingly available,
and applicable for community engagement, it bears noting that for the country’s
most vulnerable such as those without formal education, working in the informal
economy, or non-Spanish speakers, access to communications and technologies
may be exceedingly limited, and thus an unreliable way to effectively engage
community members around security.
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Desk Review: El Salvador
Executive Summary
El Salvador is known for severe and unprecedented levels of gang violence, with the
world’s highest homicide rate in a peacetime country. Though peace accords in the
early 1990s ended the country’s civil war and brought about the institution of a new
police force, the country nonetheless struggles with severe police violence and a
powerful gang network. In spite of the country’s high rates of mobile penetration
and expansion of mobile money services, in addition to the internet, significant
gaps in access nonetheless remain. These gaps are particularly apparent along
gender lines and in rural areas, which serve as important reminders that lower
connectivity communication continues to be significant in El Salvador, and deserves
particular attention in the context of security and services. In order to better
understand the communications context in which people access technology and get
information about their security, the report begins with brief overviews of the
country’s history and security context, followed by a discussion of five key “Lines of
Inquiry” identified by SIMLab as critical to understanding the communications
context in which people access technology, get information, and communicate with
other community members and service providers.

Abbreviations
FMLN
ICT
IHUDCA
IUDOP
LGBI
MINED
MS13
OAS
PNC
PNUD
UNDP

Farabundo Martí National Liberation Front
Information and communications technologies
Human Rights Institute of the Central American University
Instituto Universitario de Opinión Pública
Lesbian, Gay, Bisexual, Trans, and/or Intersex
Ministry of Education
Mara Salvatrucha
Organization of American States
National Civil Police
Programa Nacional de las Naciones Unidas para el Desarrollo
United Nations Development Program
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Brief Country History

The smallest of all the Central American countries, El Salvador is a lower middle
income country. Currently governed by President Salvador Sánchez Cerén, El
Salvador is a presidential republic with an embattled history. El Salvador, like many
countries in Latin America, experienced civil war and dictatorship over the course of
the 1980s, during which an estimated 75,000 people lost their lives,809 and an
additional 8,000 disappeared and a million displaced.810 Civil war formally ended in
the country in 1992 with a treaty signed between the government and leftist
rebels,811 even including an integration of the national police force with members of
the Farabundo Martí National Liberation Front, the Frente Farabundo Martí para la
Liberación Nacional or FMLN.812
In spite of the country’s peacetime, the 1990s saw a deterioration of economic
conditions in the country, prompting further out-migration. This time period also
eventually saw the return of Salvadoran migrants due to mass deportations in the
United States, many of whom had formed gangs, including the infamous Barrio 18
or MS-13. Gang formation took place in cities like Los Angeles during the 1980s,
following Salvadorans departure from the country during the Civil War.813 Violence
has steadily risen since that time, driven largely by gang violence in what some
researchers and policymakers characterize as an “undeclared war.”814 Indeed, some
reports even characterize gang control as a “parallel state,” in which gangs exert
pressure on the political system, much like that of an interest group or political
party.815 In 2015, statistics indicated that the country had a higher homicide rate
that any year during the twelve-year civil war in the 1980s.816
Though the impacts of violence are wide-ranging and experienced at all levels, poor
neighborhoods and communities are disproportionately affected, with gangs
engaging in extortion, kidnapping and drug distribution, all in an effort to maintain
control over their respective “territories.”817 With this violence, displacement and
ensuing migration has continued, and a report from January 2017 signals that 84%
of forced displacements in El Salvador in 2016 can be traced back to the country’s
street gangs, while 6% of displacements can be attributed to the police and 2% to
809 InSight Crime. (2016, July 14). El Salvador. Retrieved from http://www.insightcrime.org/el-salvadororganized-crime-news/el-salvador
810 Lakhani, N. (2016, February 6). ‘We fear soldiers more than gangsters’: El Salvador’s ‘iron fist’ policy turns
deadly. The Guardian. Retrieved from https://www.theguardian.com/world/2017/feb/06/el-salvador-gangs-policeviolence-distrito-italia
811 CIA World Factbook. (2017, January 12). Central America and the Caribbean: El Salvador. Retrieved from
https://www.cia.gov/library/publications/the-world-factbook/geos/es.html
812 InSight Crime, 2014.
813 Schwartz, M. (2017, January 27). El Salvador: A Town Without Violence? The New York Review of Books.
Retrieved from http://www.nybooks.com/daily/2017/01/27/el-salvador-a-town-without-violence/
814 Asmann, P. (2017, January 30). El Salvador Gangs Responsible for 84% of Forced Displacement: Report.
InSight Crime. Retrieved from http://www.insightcrime.org/news-analysis/el-salvador-gangs-responsible-84percent-forced-displacement-report
815 Clavel, T. (2016, December 22). Report Says El Salvador Gangs Have Created a Parallel State. InSight Crime.
Retrieved from http://www.insightcrime.org/news-analysis/el-salvador-gangs-achieve-criminal-governanceparallel-economy-report
816 Planas, R. (2016, March 4). How El Salvador Became the World’s Most Violent Peacetime Country. Huffington
Post. Retrieved from http://www.huffingtonpost.com/entry/el-salvador-most-violentcountry_us_56d9e239e4b0000de4047fbe
817 InSight Crime, 2014.
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the military.818 Though nowhere in the country is left untouched, with gang activity
is registered in all 14 regional departments across the country,819much of this
violence is concentrated in urban areas. The country’s capital of San Salvador
concentrates a significant proportion of the population with 1.098 million residents,
and the country has an urban population totaling 66.7% of the total population.820
In turn, the greater San Salvador area also tends to concentrate higher levels of
reported violence,821 with a projected murder rate of 195 per 100,000 in 2016.822
With a brief background on the country’s history outlined, the report continues on
to a more detailed description of the country’s security context and challenges with
gang violence, a theme that runs throughout the entire report.

Background on Security Context
It is clear from the above description how security and violence are intertwined in El
Salvador’s recent history, garnering the country an unfortunate global notoriety for
gang violence. Currently, El Salvador bears the unfortunate title of one of the “most
violent countries in the world.” In 2015, the homicide rate peaked at 104 per
100,000 residents, the highest rate for “any country not in open war.”823 Since that
peak, however, the rate has dropped to 81.2 per 100,000 residents in 2016,824 and
the country even made headlines in January 2017 for “a day without murder,” the
first of its kind in more than two years.825 Reports as recently as March 2017
indicate that homicides have again decreased in the first months of the year,
averaging approximately 8.4 killings per day.826
Though a small country, El Salvador serves as a drug trafficking node in Central
America, in large part because it borders Guatemala and Honduras, two other
countries that similarly struggle with trafficking of humans, weapons, contraband,
and drugs.827 Because of the concentration of violence and crime in these three
countries, Guatemala, Honduras, and El Salvador are often known as the “Northern

818 Asmann, P., 2017.
819 Kinosian, S., Albaladejo, A., and Haugaard, L. (2016, February 10). El Salvador’s Violence: No Easy Way Out.
Latin America Working Group (LAWG). Retrieved from http://www.lawg.org/action-center/lawg-blog/69general/1578-el-salvadors-violence-no-easy-way-out
820 CIA World Factbook, 2017.
821 Asmann, P., 2017.
822 Valencia, R. (2016, October 18). If Only It Were True that Homicides Are Down 70% in San Salvador. InSight
Crime. Retrieved from http://www.insightcrime.org/news-analysis/if-only-it-were-true-that-homicides-are-down70-in-san-salvador
823 Associated Press, San Salvador. (2017, January 12). A day without murder; no one is killed in El Salvador for
first time in two years. The Guardian. Retrieved from https://www.theguardian.com/world/2017/jan/12/elsalvador-homicide-rate-murder-two-years
824 Associated Press, San Salvador. (2017, January 12). A day without murder; no one is killed in El Salvador for
first time in two years. The Guardian. Retrieved from https://www.theguardian.com/world/2017/jan/12/elsalvador-homicide-rate-murder-two-years
825 Associated Press, San Salvador, 2017.
826 Goi, L. (2017, March 3). Homicides Down in El Salvador, But Gov’t Measures Not the Only Reason. InSight
Crime. Retrieved from http://www.insightcrime.org/news-briefs/homicides-down-in-el-salvador-but-govtmeasures-not-the-only-reason
827 InSight Crime. (2016, July 14). El Salvador. Retrieved from http://www.insightcrime.org/el-salvadororganized-crime-news/el-salvador
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Triangle” and labeled as the “most violent region in the world.”828 Currently,
violence can largely be attributed to the country’s gang forces, encompassing an
estimated 470,000 members in the country across six main gangs, per estimates
by a gang “census” conducted in 2013 by the Ministry of Security, the Ministerio de
Justicia y Seguridad Pública.829 Though criminal gangs are many, the two largest
gangs are the Barrio 18 and the Mara Salvatrucha, also known as MS-13.830 While
gangs participate in some trafficking and sale of drugs, reports indicate that the
country’s gangs largely exert control through the threat of violence and extortion,
operating not as “global cartels but mafias of the poor,” as characterized by
reporting from The New York Times in November 2016.831
By the numbers, the homicide rate in El Salvador was estimated at 64.2 per
100,000 people as of 2014.832 For comparison, this is significantly higher than
neighboring Guatemala, with a homicide rate of 31.2, but lower than Honduras,
with a homicide rate of 74.6.833 Indeed, some estimates place the country’s murder
rate at over 100, making it the highest in the world.834 Reports indicate that gang
members are also account for the majority of homicide victims.835 These high rates
of violence are not lost on El Salvador’s population, and a poll in 2016 by the
national newspaper El Diario de Hoy reveals that nearly half of Salvadorans see
“Crime and Violence” as a major national priority, with 46% of respondents,
followed by “Corruption,” with 34.9% of respondents.836
With an overview of the country’s history and security challenges now understood,
the report addresses five key lines of inquiry regarding the context in which people
access information and communications technologies or ICTs: people, community,
market environment, political environment, and implementing organizations.

Lines of Inquiry

828 Chavez, S. and Avalos, J. (2014, April 23). The Northern Triangle: The Countries That Don’t Cry for Their
Dead. Retrieved from http://www.insightcrime.org/news-analysis/the-northern-triangle-the-countries-that-dontcry-for-their-dead
829 Bargent, J. (2013, May 28). Nearly Half a Million Salvadorans Connected to Street Gangs: Study. InSight
Crime. Retrieved from
830 Schwartz, M. (2017, January 27). El Salvador: A Town Without Violence? The New York Review of Books.
Retrieved from http://www.nybooks.com/daily/2017/01/27/el-salvador-a-town-without-violence/
831 Martínez, O., Lemus, E., Martínez, C., and Sontag, D. (2016, November 20). Killers on a Shoestring: Inside the
Gangs of El Salvador. The New York Times. Retrieved from The World Bank (2016). Intentional homicides (per
100,000). Retrieved from https://www.nytimes.com/2016/11/21/world/americas/el-salvador-drugs-gang-ms13.html
832 The World Bank (2016). Intentional homicides (per 100,000). Retrieved from
http://data.worldbank.org/indicator/VC.IHR.PSRC.P5?locations=SV
833 World Bank, 2016.
834 InSight Crime, 2014.
835 Flores, M. (2014, July 27). Suben en casi 70% los homicidios en El Salvador. El Nuevo Herald. Retrieved from
http://www.elnuevoherald.com/noticias/mundo/america-latina/article2037665.html
836 Gagne, D. (2016, May 30). Pessimism Pervades El Salvador as Security Crisis Continues. InSight Crime.
Retrieved from http://www.insightcrime.org/news-analysis/pessimism-pervades-el-salvador-as-security-crisiscontinues
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People
The following discussion on people introduces general demographic information,
followed by analysis on the experience of more vulnerable populations based on
gender and age, or youth. Though the analysis is focused generally on
demographics, the aim is to present background information on the circumstances
that affect the accessibility of technologies and information at the community level
in El Salvador, particularly in the context of crime and insecurity.
With a total population of approximately 6.4 million across the smallest country in
Central America, El Salvador has struggled with political and economic challenges
for decades. Approximately 62% of the more than 6 million residents live in urban
areas, and the country has 262 total municipalities divided across 14
“departments.”837 The country’s highest population density departments are La
Libertad, Sonsonate, Cuscatlán and San Salvador.838 The country is predominantly
Roman Catholic, at approximately 57%, with Protestantism following at 21.2%839
El Salvador’s per capita GDP is approximated at €8,370 as of 2016.840 Estimates
place anywhere between 30 and 40% of the country’s population below the poverty
line.841 Poverty is generally higher in rural areas, with rates as high as 45.1% of the
rural population living below the poverty line, as compared to 37.9% in urban
areas.842 An estimated 10% of the population lives in extreme poverty or
indigencia, and this is also seen at higher rates in rural areas, with extreme poverty
at 12.5% of the rural population, as compared to 8.5% in urban areas.843 World
Vision estimates that more than half a million Salvadorans live on less than two
dollars a day.844
El Salvador’s economy is predominantly service-based, claiming 64.1% of the GDP
and 58% of the workforce, followed by industrial production from the maquila
industries, with 25.3% of the GDP and 20% of the workforce.845 Agriculture
accounts for 10.6% of the country’s GDP, 21% of the workforce, and nearly 75% of
the country’s land.846 Major exports include coffee, sugar, textiles, and gold,
ethanol, and chemicals.847
837 Programa de las Naciones Unidas para el Desarrollo en El Salvador (PNUD). (2016). El Salvador en Breve.
PNUD. Retrieved from http://www.sv.undp.org/content/el_salvador/es/home/countryinfo.html
838 PNUD, 2016.
839 CIA World Factbook, 2017.
840 CIA World Factbook, 2017.
841 CIA World Factbook, 2017.
842 Sistema Integrado de Información Estadística del SICA (si-ESTAD). (2015). Porcentaje de población en
pobreza. SICA. Retrieved from
http://siestad.sica.int/General/EstadisticaIndicadorEspecifico.aspx?TipoDashboard=Indicador&IndicadorId=33&Nod
oId=2479
843 Sistema Integrado de Información Estadística del SICA (si-ESTAD). (2015). Porcentaje de población en
indigencia. SICA. Retrieved from
http://siestad.sica.int/General/EstadisticaIndicadorEspecifico.aspx?TipoDashboard=Indicador&IndicadorId=34&Nod
oId=2480
844 World Vision (2017). Why World Vision is in El Salvador. World Vision. Retrieved from
https://www.worldvision.org/our-work/country-profiles/el-salvador
845 CIA World Factbook, 2017.
846 CIA World Factbook, 2017.
847 Heritage Foundation. (2017). 2017 Index of Economic Freedom: El Salvador. Heritage Foundation. Retrieved
from http://www.heritage.org/index/country/elsalvador
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Like many other Central American countries, El Salvador has experienced significant
out-migration, with upwards of 20% of the country living abroad.848 Estimates from
the UN Development Program (UNDP) place at least 2.5 million Salvadorans living
outside the country, and an estimated 85% of those Salvadorans living in the
United States.849 The UNDP also estimates that 60,000 Salvadorans, or 1% of the
population, has left the country on an annual basis to live elsewhere.850 In turn, this
has increased flows of remittances to the country. The country received an
estimated $4.3 billion in remittances in 2015, according to the World Bank,
equating to close to 17 percent of the country’s gross domestic product.851 Of those
who remain, a significant number are displaced, an estimated nearly 330,000 in
2015 by some reports.852
While Spanish is the country’s official language, Nawat is also spoken. The country's
literacy rate is estimated at 88% as of 2015, and is slightly higher for men with
90.4% and lower for women, at 86%.853 A report from MINED, EL Salvador’s
Ministry of Education, suggests that the illiteracy rate has dropped to just 10.9% as
of 2016.854 For youth, however, the literacy rate is noticeably higher than the
overall average and has increased steadily from 92.41% of youth in 2000 to
97.95% of youth as measured by the 2015 census.855

Gender

Women account for 52.8% of El Salvador’s population.856 More than half of
Salvadoran women report suffering some form of violence during their lifetime, and
a quarter of those report suffering sexual or physical violence.857 An additional layer
of complexity is the country’s restrictive legislation on abortion, “banning abortion
in all circumstances,” even in cases of rape.858 Though men are more likely to be
murdered than women, women experience higher levels of intrafamilial and sexual
violence, and also see a higher likelihood of impunity when cases are brought into

848 CIA World Factbook, 2017.
849 PNUD, 2016.
850 PNUD, 2016.
851 MoneyGram. (2016, May 3). MoneyGram and Millicom Launch Mobile Wallet Service in El Salvador. Retrieved
from http://ir.moneygram.com/releasedetail.cfm?releaseid=968936
852 Medrano, C. (2016, November 22). El Salvador’s Sky-High Murder Rate is Creating a Humanitarian Crisis.
Open Society Foundations. Retrieved from https://www.opensocietyfoundations.org/voices/el-salvador-s-sky-highmurder-rate-creating-humanitarian-crisis
853 CIA World Factbook, 2017.
854 Amaya, G. (2016, June 25). Analfabetismo ronda 10.9% en El Salvador. El Mundo. Retrieved from
http://elmundo.sv/analfabetismo-ronda-10-9-en-el-salvador/.
855 Sistema Integrado de Información Estadística del SICA (si-ESTAD). (2015). Tasa de alfabetización de la
población de 15 a 24 años de edad. SICA. Retrieved from
http://siestad.sica.int/General/EstadisticaIndicadorEspecifico.aspx?DesagregacionId=150&NodoId=2625&TipoDash
board=Pais&PaisId=_Pais
856 PNUD, 2016.
857 Albadejo, A. (2016, February 22). How Violence Affects Women in El Salvador. Latin America Working Group.
Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1590-how-violence-affects-women-in-elsalvador
858 Lakhani, N. (2017, March 23). Support building for landmark move to overturn El Salvador’s anti-abortion law.
Guardian. Retrieved from https://www.theguardian.com/global-development/2017/mar/23/el-salvador-antiabortion-law-overturn-support-building-landmark-move
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the judicial system.859 This in turn cultivates an environment in which women are
less likely to report crime. Though murder rates for men are higher, reports
nonetheless indicate that femicide, or the targeted killing of women, is also
increasing, at a rate of more than 420 women per year.860 This equates to a
homicide rate of 12 homicides of women per 100,000 in population, the highest
rate of gender-motivated killing in the world.861 Writing for Latin America Working
Group, Angelika Albaladejo poignantly notes the relationship between the country’s
violence and the victimization of women: “As security conditions in El Salvador
worsen, violence against women continues to increase in severity.”862
Given women’s higher participation in the informal economy, they are also more
vulnerable to exploitation and extortion, particularly at the hands of gangs. Violence
against women is also increasingly likely to be perpetrated by gang members or
even security forces, in which police officers and soldiers stationed in high-violence
neighborhoods have been linked to sexual violence.863 Women also experience
different recruitment into gangs than men, and while they may not experience
violence or be expected to perpetrate violence, they may be sexually pressured,
assaulted, or violated.864
Just as women experience higher levels of violence, so too do LGBTI citizens in El
Salvador. This includes higher murder rates, as well as reported physical and verbal
aggression from the police. Although recent advances include a hate-crime law
passed in September 2015,865 reports nonetheless indicate that laws are routinely
ignored and cases go unpunished even when reported, thus reducing the
community’s willingness to make reports to the police. This clear avoidance or
unwillingness to communicate with the police is a critical observation, both for
LGBTI and women, as it impacts their ability to report crimes, gain information
about security, or feel safe in their communities. Additionally, given women’s higher
rate of participation in the informal economy, this may also imply less stable
income and more irregular access to communications through mobile phones or the
internet, again impacting their ability to gain information about local services or
security issues.
859 Albadejo, A. (2016, February 22). How Violence Affects Women in El Salvador. Latin America Working Group.
Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1590-how-violence-affects-women-in-elsalvador
860 Albadejo, A. (2016, February 22). How Violence Affects Women in El Salvador. Latin America Working Group.
Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1590-how-violence-affects-women-in-elsalvador
861 Flannery, N. P. (2016, January 21). Political Risk Outlook: Is The Security Crisis in El Salvador Getting Worse?
Forbes. Retrieved from https://www.forbes.com/sites/nathanielparishflannery/2016/01/21/political-risk-outlook-isthe-security-crisis-in-el-salvador-getting-worse/#39e6a4cc6675
862 Albadejo, A. (2016, February 22). How Violence Affects Women in El Salvador. Latin America Working Group.
Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1590-how-violence-affects-women-in-elsalvador
863 Albadejo, A. (2016, February 22). How Violence Affects Women in El Salvador. Latin America Working Group.
Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1590-how-violence-affects-women-in-elsalvador
864 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
865 Haugaard, L. (2016, February 24). LGBTI Salvadorans: Winning Legal Advances but Facing Unchecked
Violence. Latin America Working Group. Retrieved from http://www.lawg.org/action-center/lawg-blog/69general/1594-lgbti-salvadorans-winning-legal-advances-but-facing-unchecked-violence
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Youth

Youth are another vulnerable sector of society in El Salvador, a vulnerability that
has been made infamous by the plight of unaccompanied children migrating to the
United States in recent years.866 With a life expectancy of just 72.4 years, El
Salvador is a relatively young country.867 Youth under the age of 24 account for
47% of the country’s population,868 while youth under the age of 30 account for
63.7% of the country’s population.869 Unemployment for youth is estimated at
12.4% as of 2013, and is slightly lower for male youth at 11.8% and slightly higher
for female youth at 13.6%.870 This is markedly higher than the unemployment rate
for the overall population, estimated at 5.5% as of 2016.871 Though disadvantaged
economically, youth nonetheless have higher literacy rates than the overall
population.
Youth are also significantly impacted by the country’s violence, with a homicide rate
only slightly lower than the country’s average. InSight Crime reports that the
murder of minors accounted for more than 10% of the country’s overall murders,
accounting for 540 murders out of a total 5,278 in 2016.872 Of the youth murdered,
the majority are between the ages of 12 and 17, meaning that El Salvador has
among the highest proportion of homicide victims under the age of 20 in the
world.873 Though reports dispute whether youth victims are involved in gangs, there
is clear evidence that gangs recruit, extort, target, and victimize the country’s
youth. Reports estimate that 39,000 youth in El Salvador abandoned school due to
threats and harassment from gangs.874 Estimates from the Vice Minister of
Education report that at least 200 of the county’s schools were under gang control
in 2014.875 Given these conditions, youth are often left vulnerable and with few
options. In an interview with Forbes in 2016, regional expert Adriana Beltran
summarizes: “141,000 Salvadoran youth between ages 15 and 24—nearly onethird of that age group—are neither employed nor in school. Often, there are few
other options available than to join a street gang or to migrate.”876

866 Watts, J. (2015, August 29). Driven by fear: the Salvadoran children sent on the perilous journey to the US.
The Guardian. Retrieved from https://www.theguardian.com/world/2015/aug/29/el-salvador-children-journey-us
867 UNICEF. (2013, December 24). At a glance: El Salvador. UNICEF. Retrieved from
https://www.unicef.org/infobycountry/elsalvador_statistics.html
868 CIA World Factbook, 2017.
869 PNUD, 2016.
870 CIA World Factbook, 2017.
871 CIA World Factbook, 2017.
872 Clavel, T. (2017, January 31). 540 Children were Murdered Last Year in El Salvador: Report. InSight Crime.
Retrieved from http://www.insightcrime.org/news-briefs/540-children-murdered-last-year-el-salvador-report
873 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
874 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
875 Flannery, N. P. (2016, January 21). Political Risk Outlook: Is The Security Crisis in El Salvador Getting Worse?
Forbes. Retrieved from https://www.forbes.com/sites/nathanielparishflannery/2016/01/21/political-risk-outlook-isthe-security-crisis-in-el-salvador-getting-worse/#39e6a4cc6675
876 lannery, N. P. (2016, January 21). Political Risk Outlook: Is The Security Crisis in El Salvador Getting Worse?
Forbes. Retrieved from https://www.forbes.com/sites/nathanielparishflannery/2016/01/21/political-risk-outlook-isthe-security-crisis-in-el-salvador-getting-worse/#39e6a4cc6675
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Indeed, the strengthening of the current gangs can be traced back to youth that
were deported back to El Salvador during the 1990s. Writing in The Huffington Post,
Roque Planas succinctly summarizes: “Many deportees who had been exposed to
gang culture in the United States recreated it in the country of their birth, often
recruiting impoverished youths whose marginalization mirrored that of the child
refugees in Los Angeles.”877 It is clear to see that youth are undeniably wrapped up
in the country’s cycle of violence and as such require special attention and targeting
of information, particularly with regard to services that might help support
vulnerable youth effectively resist gang recruitment or evade the effects of
pervasive violence.
With a basic understanding of the country’s demographics and vulnerable
populations, the following discussion on community continues on to focus on
community level perceptions of violence and the impact of the country’s marked
migration patterns.

Community
Gang Membership and Crime Reporting

El Salvador’s pervasive gang violence poses a challenge not only for higher levels of
crime and insecurity, but also given the sheer numbers of gang members that
comprise the country’s population. As such, the country struggles with the
challenge of how to deal with the country’s many gang members, totaling as many
as 323 for every 100,000 citizens, twice the number seen in Guatemala or
Honduras.878 The pervasiveness of gang presence and a perceived and actual lack
of prosecution of gang members has created an environment in which community
members are unlikely and unwilling to report crimes for fear of retaliation, greatly
impacting their communication with the police.879
Additionally, reporting indicates that “police do not often differentiate between gang
members, collaborators and those who simply live in gang-controlled
neighborhoods,” thereby decreasing trust between community members and police
or security forces.880 Regional experts from the Washington Office on Latin America
argue: “A balance must be found between holding accountable those that have
committed serious crimes and providing space in society for the thousands of gang
members that have not.”881 The relationship between community members and
877 Planas, R. (2016, March 4). How El Salvador Became the World’s Most Violent Peacetime Country. Huffington
Post. Retrieved from http://www.huffingtonpost.com/entry/el-salvador-most-violentcountry_us_56d9e239e4b0000de4047fbe
878 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
879 Kinosian, S. and Albadejo, A. (2016, February 29). El Salvador’s Security Strategy in 2016: Change or More
Mano Dura? Latin America Working Group (LAWG). Retrieved from http://www.lawg.org/action-center/lawgblog/69-general/1599-el-salvadors-security-strategy-in-2016-change-or-more-mano-dura880 Kinosian, S. and Albadejo, A. (2016, February 29). El Salvador’s Security Strategy in 2016: Change or More
Mano Dura? Latin America Working Group (LAWG). Retrieved from http://www.lawg.org/action-center/lawgblog/69-general/1599-el-salvadors-security-strategy-in-2016-change-or-more-mano-dura881 Thale, G., Bateman, J., and Goerdt, A. (2013, April 26). One Year into the Gang Truce in El Salvador.
Washington Office on Latin America (WOLA). Retrieved from https://www.wola.org/analysis/one-year-into-thegang-truce-in-el-salvador/
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police and security forces is important to emphasize here, as the pervasiveness of
gang participation makes communication and trust building exceedingly difficult.

Perceptions of Violence

Unsurprisingly, violence is widely acknowledged as a significant challenge in the
country, and public opinion polls reveal a profound disappointment in the country’s
current situation. Salvadorans experience or witness violence and criminal behavior
on a daily basis, and reports estimate that gangs operate with a “menacing
presence” in a staggering 247 of the country’s 262 municipalities.882 Writing in The
New York Review of Books, Madeleine Schwartz states: “Today, in many parts of
the country, gangs dictate a significant part of the economy and much of what goes
on in daily life.”883 For example, Salvadorans regularly experience extortion,
collectively paying hundreds of millions of euros per year in fees to gangs who
target small businesses and public transportation operators.884 An estimated 70
percent of small businesses regularly experience extortion, and public
transportation is a frequent targeted because their routes cut across multiple gang
territories.885 A summary by the World Bank powerfully encapsulates the impact of
crime and violence on the country’s growth: “Crime and violence make doing
business more expensive, negatively affect investment decisions and hinder job
creation.”886
This regular experience of “fear of gangs” also levies a heavy toll on Salvadoran
society. A year-end poll from 2016 revealed that 40.3% of those surveyed
“expressed a desire to migrate to another country.”887 Additionally, when asked
about the country’s “general situation” in comparison with the prior year, 58.4%
survey respondents stated that the situation was worse, 33.8% reported that the
situation remained the same, and a mere 7.8% reported that the country’s
situation was improved.888 With regard to human rights specifically, only 12.1% of
respondents reported that human rights had improved over the course of the year,
while 33.9% reported that human rights had worsened, and approximately half of
respondents, at 52.3%, reported that human rights ahd remained the same.889
Against this grim backdrop, many Salvadorans have fled and continue to flee the
country, seeking new opportunities elsewhere in Central America, in Mexico, and in
the United States.

882 Martínez, O., Lemus, E., Martínez, C., and Sontag, D. (2016, November 20). Killers on a Shoestring: Inside
the Gangs of El Salvador. The New York Times. Retrieved from The World Bank (2016). Intentional homicides (per
100,000). Retrieved from https://www.nytimes.com/2016/11/21/world/americas/el-salvador-drugs-gang-ms13.html
883 Schwartz, M. (2017, January 27). El Salvador: A Town Without Violence? The New York Review of Books.
Retrieved from http://www.nybooks.com/daily/2017/01/27/el-salvador-a-town-without-violence/
884 Gagne, D., 2016.
885 Schwartz, M. (2017, January 27). El Salvador: A Town Without Violence? The New York Review of Books.
Retrieved from http://www.nybooks.com/daily/2017/01/27/el-salvador-a-town-without-violence/
886 World Bank. (2016, September 20). El Salvador: Overview. The World Bank. Retrieved from
http://www.worldbank.org/en/country/elsalvador/overview
887 Asmann, P., 2017.
888 Instituto Universitario de Opinión Pública (IUDOP). (2016). Los salvadoreños evalúan la situación del país a
finales de 2016. Boletín de prensa, Año XXXI, No.1. Retrieved from http://www.uca.edu.sv/iudop/wpcontent/uploads/Bolet%C3%ADn-Evaluaci%C3%B3n-A%C3%B1o-2016-10-01-2017.pdf
889 IUDOP, 2016.
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Displacement and Migration
An estimated 2 million Salvadorans live outside the country, which represents
nearly 30 percent of the country’s population.890 These flows can be explained by
both push and pull factors, as continuing insecurity and waning economic
opportunity may “push” Salvadorans to look for opportunities outside the country,
or the chance for family reunification may “pull” Salvadorans to leave. Overall,
displacement and migration are disproportionately experienced by the poor. Given
the country’s high levels of violence, El Salvador experiences displacement at high
levels. In 2015, 324,000 Salvadorans were displaced, an increase from 280,000 in
2014.891 Notably, displacement is typically led by women, as an estimated 33% of
the displaced are women. An additional 23% are youth. Displacement forces
Salvadorans into the informal economy, and because of the country’s small size,
ultimately prompts out-migration if victims continue to feel unsafe in the face of
gang threats. Just as El Salvador has seen significant migration, the country has
also been a “top receiving country” for deportations from the United States,
receiving 21,602 in 2013, 27,180 in 2014, and 21,920 in 2015. 892 While not all
deportees are gang members or violent criminals, this nonetheless points to the
interplay between migration, mobility, and criminality in the region and in El
Salvador in particular. These conditions of migration and mobility may also play into
how Salvadorans are able to access information and services, and the instability of
lifestyle and income implies that a significant proportion of the country’s population
is likely to have inconsistent access to technologies such as a mobile phone or the
internet.

Market Environment
In general, ICT access has grown across El Salvador, varying significantly by
geography. In general, 2014 data from ITU indicates that approximately 33.4% of
Salvadoran households reported having access to the radio, while an estimated
86.4% of households have access to television.893 For the time being, research
summarized here mainly focuses on internet and mobile telephone access, but will
look to collate more information regarding a broader range of ICTs.

Internet Access

As of 2015 data from ITU, an estimated 26.92% of individuals have access to the
internet, more than 1 in 4 Salvadorans, with a total of 1.653 million users.894 This
has increased steadily from 1.18% of individuals since statistics are available from
2000, and has increased from 15.90% in 2010. While 22.3% of households report
having a computer, just 13.9% reported having access to the internet at home. At
the individual rather than household level, 26.7% of individuals reported having
890 Albaladejo, A. (2016, February 18). No Life Here: Internal Displacement in El Salvador. Latin America Working
Group (LAWG). Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1588-no-life-hereinternal-displacement-in-el-salvador
891 Albaladejo, A. (2016, February 18). No Life Here: Internal Displacement in El Salvador. Latin America Working
Group (LAWG). Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1588-no-life-hereinternal-displacement-in-el-salvador
892 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
893 ITU (2014).
894 CIA World Factbook. (2017).
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access to a computer, and a higher level reported having access to the internet, at
24.8%, which likely indicates that individuals are accessing the internet via mobile
devices, or computers at the workplace or public internet cafes or other facilities.
Interesting findings also emerge in comparing internet usage across gender lines,
as well as in urban versus rural areas. In ITU data from 2014, where 24.8 of
individuals reported accessing the internet from anywhere, not necessarily at home,
this rate was slightly higher for men, with 26.6% of men reported accessing the
internet, while this rate was just 23.2% for women.895 Access to the internet is
significantly higher in urban rather than rural areas, with 33.1% of urban
individuals reporting accessing the internet, as compared to just 10.3% of rural
individuals.896 For urban men, this number was 36.2%, while just 30.6% for
women, showing a significant gender gap in access to the internet in urban areas.
In rural areas, the gender gap is smaller, with 10.8% of men reporting accessing
the internet, while 9.8% of women reported access. Just as seen in the overall
population, higher rates of access by men are seen in urban and rural areas alike.

Mobile Telephony

While fixed line subscriptions in El Salvador are estimated at just 15 per 100
inhabitants, mobile cellular subscriptions are estimated at 152 per 100 inhabitants,
as of 2015.897 Mobile subscriptions saw an increase from just 743,628 subscriptions
in 2000 to 9,334,132 in 2015, far exceeding the country’s population.898 This high
level of mobile penetration is likely due to subscribers with multiple phones and or
SIM cards. Reports from 2014 indicate that an estimated 92.6% of households have
access to a mobile cellular device, while 79.1% of individuals reported having
access to a mobile cellular device, indicating that household members likely share
mobile devices among them.899
Data from GSMA as of June 2013 demonstrates that the vast majority of the mobile
market relies on prepaid service, with 87% prepaid as compared to 13%
contract.900 Mobile operators in El Salvador are international and none have a
dominant market share, promoting strong competition among operators. Operators
include Intelfon, Digicel, Tigo, Movistar, and Claro. In 2014, regulation began to
allow for mobile number portability, enabling users to switch providers while
keeping the same phone number, thus encouraging more competition for improved
service and lowered costs between mobile operators.901
Relatedly, some attempts have been made at introducing Mobile Money into El
Salvador’s market. An assessment by the International Finance Corporation (IFC) at
895 International Telecommunications Union (ITU). (2014). El Salvador Profile. ITU. Retrieved from
http://www.itu.int/icteye
896 ITU (2014).
897 CIA World Factbook. (2017).
898 ITU. (2014).
899 ITU. (2014).
900 GSM Association (GSMA). (2013). Mobile Economy Latin America 2013. GSMA. Retrieved from
http://gsma.com/newsroom/wp-content/uploads/2013/12/GSMA_ME_LatAm_Report_2013.pdf
901 BMI Research. (2014). New service launch shakes up El Salvador's mobile market dynamics.
Retrieved from http://www.bmiresearch.com/articles/new-service-launch-shakes-up-el-salvadors-mobile-marketdynamics

Deliverable 3.2 | Desk Review

139

the World Bank asserted that while banking penetration is low, mobile penetration
is high, giving the market a good platform to build toward a mobile money
system.902 As of 2014, access to a mobile account in El Salvador was estimated at
4.6% for individuals older than 15 years of age. While a low percentage, this is
notably higher than the average of 1.7% in Latin American and Caribbean
countries, and signals the market’s ability to continue expanding in penetration as
well as diversity of services.903 As recently as May 2016, MoneyGram and Milicom
announced a “Mobile Wallet Service” in El Salvador, enabling Tigo customers to
access mobile money accounts through MoneyGram.904 This expands on Tigo’s
already existing Tigo Money service in El Salvador, which has been largely
responsible for expanding access to mobile money across the country.905
In spite of the country’s high rates of mobile penetration and expansion of mobile
money services, critics nonetheless report that the country’s progress with regard
to information and communication technologies (ICTs) has been limited to the
private sector, and insufficient investment has been made by government to
promote ICTs.906 Additionally, while these statistics on the overall market
environment and access to technologies indicates a steadily increasing access to
mobile cellular coverage in addition to the internet, significant gaps in access
nonetheless remain. These gaps are particularly apparent along gender lines and in
rural areas, which serve as important reminders that lower connectivity
communication continues to be significant in El Salvador, and deserves particular
attention in the context of security and services.
In the following section on the country’s political environment, the report will
consider how the country’s governance, particularly around crime and security
impacts the technology landscape and community level communications, with a
particular focus on gang violence and gang policies.

Political Environment
El Salvador’s political environment is best understood through the lens of how the
government has approached policing and countering gang violence. This has
ultimately impacted major political decisions regarding local level police interactions
with community members, such as through community policing efforts, or broader
programs of surveillance, thus affecting the communications and technology
environment significantly.

902 International Finance Corporation (IFC). (2012, May 29). IFC Mobile Money Scoping Country Report: El
Salvador. Retrieved from
http://www.ifc.org/wps/wcm/connect/0195520043efb5b895adbd869243d457/El+Salvador+Public.pdf?MOD=AJPER
ES
903 World Bank. (2014). Financial Inclusion Data / Global Findex. Retrieved from
http://datatopics.worldbank.org/financialinclusion/country/el-salvador
904 MoneyGram. (2016, May 3). MoneyGram and Millicom Launch Mobile Wallet Service in El Salvador. Retrieved
from http://ir.moneygram.com/releasedetail.cfm?releaseid=968936
905 GSMA. (2015, April 24). Spotlight on Central America: Mobile money enhances financial inclusion. Retrieved
from http://www.gsma.com/latinamerica/spotlight-on-central-america-mobile-money-enhances-financial-inclusion
906 El Salvador.com. (2015, December 21). El país está estancado en el área de tecnológica, dice informe.
Retrieved from http://www.elsalvador.com/articulo/nacional/pais-esta-estancado-area-tecnologica-dice-informe96737
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El Salvador’s current president, Salvador Sánchez Cerén, a former left-wing guerilla
commander, is serving a 5-year term as of 2014, with upcoming elections to be
held in February 2019. Legislative representatives serve 3-year terms and the next
elections are to be held in March 2018. Generally speaking, El Salvador’s
government has been characterized by corruption over the years. This has included
recent allegations of the country’s former first lady during the Saca administration
between 2004 and 2009, accused of diverting upwards of $240 million through
advertising and media companies.907

Police and Policing

Police in El Salvador fall under the control of the National Civilian Police, known as
the Policia Nacional Civil or PNC, with an estimated 16,000 members.908 Army
personnel often assist with the PNC’s domestic security initiatives, and the military
has approximately 15,700 members and is overseen by the National Defense
Ministry, or Ministerio de la Defensa Nacional.909 The work is dangerous, and pay is
generally poor, beginning at less than $500 USD or €475 per month.910 In fact,
police are often reported as the targets of violence by gangs, resulting in “low
intensity warfare” between gangs and security forces.911 Much like the weakness
and corruption that pervades the government, police are often found to be complicit
in illegal activity, such as aiding gangs, stockpiling illegal weapons, or accepting
bribes.912 In addition, police are often reported in violation of human rights, and
accounted for 92% of human rights violations complaints made to El Salvador’s
Office of the Ombudsman for Human Rights from June 2014 to May 2015, for
example.913 The police’s clearly abusive and violent behavior contributes to
significantly lower levels of trust between police and community members, and
makes community members much less likely to communicate with police,
particularly given their close interactions and collusion with active gang members.
In an attempt to move away from the iron fist or mano dura policies that have
often characterized to combat gangs in the region, a “community police” program
has been deployed in the San Salvador area.914 The program included the training
of more than 21,000 police members and has focused on San Salvador, given the
concentration of population as well as higher levels of violence in the metropolitan
area.915 Specifically, the program targeted areas where data analysis indicated that
gangs with higher incidences of homicides were known to locate. It bears noting,
however, that while community policing has been introduced, El Salvador’s police
907 Associated Press (AP). (2017, February 20). Ex-first lady declares innocence in El Salvador. Retrieved from
https://www.yahoo.com/news/ex-first-lady-declares-innocence-el-salvador-194010222.html
908 InSight Crime, 2014.
909 International Security Sector Advisory Team (ISSAT). (2015, January 13). El Salvador Country Profile. ISSAT.
Retrieved from http://issat.dcaf.ch/Learn/Resource-Library/Country-Profiles/El-Salvador-Country-Profile
910 InSight Crime, 2014.
911 Reisenfeld, L. (2015, May 8). El Salvador to Deploy Special Forces to Combat Gangs. InSight Crime. Retrieved
from http://www.insightcrime.org/news-briefs/el-salvador-to-deploy-special-forces-to-combat-gangs
912 InSight Crime, 2014.
913 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
914 Giraldo, C.M. (2014, August 12). El Salvador Community Police Force: A Sign of What Is to Come? InSight
Crime. Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-community-police-force-a-sign-ofwhat-is-to-come
915 Caracol Radio. (2014, August 12). El Salvador retoma modelo de policía comunitaria para combatir la
violencia. Retrieved from http://caracol.com.co/radio/2014/08/11/internacional/1407778320_362955.html
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force nonetheless bears the right to perform “stop and frisk” searches of
individuals, which complicates the police’s perception as they attempt to operate
more actively at the community level.916
Because it is not uncommon for police in El Salvador to be supported by military
forces, particularly for anti-gang efforts, the country has seen a general
“militarization” of the police force, including the use of “military-grade weapons
such as grenade launchers and AK-47 rifles.”917 Over the course of 2015, for
example, “crime-fighting battalions” were deployed in an effort to support police in
major cities, as well as supporting the monitoring of prisons and borders.918 This
contrasts greatly with the more intermittent and discrete community policing
initiatives described above. In spite of proactive anti-gang policies and initiatives,
polls reveal that citizens in El Salvador generally view the policies as “heavyhanded” and not offering any “real and sustained” improvement to public
security.919 Nonetheless, even as involvement of the armed forces in policing and
domestic security is perceived as heavy-handed, a survey in 2014 by the Vanderbilt
University’s AmericasBarometer survey indicates that 83% of Salvadoran citizens
still support the armed forces as part of the country’s domestic security,920 perhaps
out of concern for even higher levels of violence absent the military reinforcements.
Writing for InSight Crime, David Gagne offers a simple explanation for many of
these views, noting: “citizens simply don’t feel safe.”921
An article in February 2017 from The Guardian notes the continued presence of
military police and “state security forces” that have targeted anti-gang response to
high-crime neighborhoods. Though this has proven effective in targeting gang
members, this also results in heightened insecurity and risks of extrajudicial
violence for anyone living in the neighborhood.922 Interactions between police and
“alleged gang members” are often violent, and reports show that in over 1,000
armed confrontations between January 2015 and August 2016, 693 gang members
were killed and 255 injured at the hands of police, while only 24 police and soldiers
were killed.923 Additional reporting notes that “from 2013 to 2015, 91 percent of
those killed in clashes between police and gangs were gang members while just 9
percent were police.”924 Therefore, while gangs are certainly perpetrating violence
themselves, it bears noting that the response by police and armed forces has
916 Joffe-Block, J. (2014, October 9). El Salvador tries to rein in crime with community policing. PBS Newshour.
Retrieved from http://www.pbs.org/newshour/rundown/el-salvador-tries-rein-crime-community-policing/
917 Clavel, T. (2016, October 24). El Salvador Vice President Touts Use of Force to Fight Crime. InSight Crime.
Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-vice-president-touts-use-of-force-to-fightcrime
918 Reisenfeld, L. (2015, May 8). El Salvador to Deploy Special Forces to Combat Gangs. InSight Crime. Retrieved
from http://www.insightcrime.org/news-briefs/el-salvador-to-deploy-special-forces-to-combat-gangs
919 Gagne, D. (2016, May 30). Pessimism Pervades El Salvador as Security Crisis Continues. InSight Crime.
Retrieved from http://www.insightcrime.org/news-analysis/pessimism-pervades-el-salvador-as-security-crisiscontinues
920 Gagne, D., 2016.
921 Gagne, D., 2016.
922 Lakhani, N. (2016, February 6). ‘We fear soldiers more than gangsters’: El Salvador’s ‘iron fist’ policy turns
deadly. The Guardian. Retrieved from https://www.theguardian.com/world/2017/feb/06/el-salvador-gangs-policeviolence-distrito-italia
923 Lakhani, N., 2016.
924 Schwartz, M. (2017, January 27). El Salvador: A Town Without Violence? The New York Review of Books.
Retrieved from http://www.nybooks.com/daily/2017/01/27/el-salvador-a-town-without-violence/
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likewise been lethal. The implications of this type of “state-sanctioned” violence is
particularly problematic in a country that lived through a violent civil war during the
1980s, meaning that communities continue to harbor significant fear of government
and police actions. Writing in The New Yorker, Daniel Alarcón poignantly
emphasizes: “...allowing police to kill with impunity is far too dangerous a
proposition in a country with El Salvador’s history of state violence.”925

Gang Policies, Truces, and Peace Negotiations

Overall, El Salvador’s approach to targeting gangs has been characterized as mano
dura or “iron fist,” even in spite of intermittent attempts at community oriented
policing.926 This security policy has greatly impacted community relations with the
police, security forces, and the government. Reporting in The New York Times
succinctly summarizes the government’s approach: “Over the years, the Salvadoran
authorities have tried to quash the gangs with military might, to prosecute them
into oblivion, to banish them with lengthy prison terms and, briefly, to negotiate
with them.”927 The previous subsection addresses the police’s “military might,” and
the following will address the role of the judiciary and prisons in the country’s
security. El Salvador’s government has long attempted to negotiate truces and
other agreements with the country’s major gangs, including through mediation with
organizations such as the Catholic Church or the Organization of American States
(OAS). For example, a major truce was brokered in 2012 between the government
and the Barrio 18 and Mara Salvatrucha, or MS-13 gangs, but even with a drop in
murder rates immediately following the truce, by 2014 the country saw violence
levels rising again.928 Initially, however, the truce was credited with improvement in
certain areas previously plagued by violence and designated as “peace zones”
during the truce.929
While violent crimes and homicides are certainly one measure of public safety, it
bears noting that police figures following the truce showed an increase in serious
crimes such as extortion, burglaries, carjackings, and disappearances.930 Given the
frequently secretive nature of these negotiations, truces have also been
opportunities for corruption on both sides. For example, at least 18 individuals
involved in the 2012 truce during the administration of President Mauricio Funes,
including “psychologists, teachers, senior police officers and prison wardens,”931

925 Alarcón, D. (2015, August 4). The Executioners of El Salvador. The New Yorker. Retrieved from
http://www.newyorker.com/news/news-desk/the-executioners-of-el-salvador
926 Lakhani, N. (2016, July 29). El Salvador police arrest 77 in high-profile raids against powerful MS13 gang. The
Guardian. Retrieved from https://www.theguardian.com/world/2016/jul/29/el-salvador-police-arrest-77-raidspowerful-ms13-gang
927 Martínez, O., Lemus, E., Martínez, C., and Sontag, D. (2016, November 20). Killers on a Shoestring: Inside the
Gangs of El Salvador. The New York Times. Retrieved from The World Bank (2016). Intentional homicides (per
100,000). Retrieved from https://www.nytimes.com/2016/11/21/world/americas/el-salvador-drugs-gang-ms13.html
928 InSight Crime, 2014.
929 Brodzinsky, S. (2013, May 15). El Salvador gang truce leads to plummeting murder rates. The Guardian.
Retrieved from https://www.theguardian.com/world/2013/may/15/el-salvador-gang-truce
930 Brodzinsky, S., 2013.
931 Lakhani, N. (2016, May 4). El Salvador arrests negotiators of gang truce in new get-tough policy. The
Guardian. Retrieved from https://www.theguardian.com/world/2016/may/04/el-salvador-arrests-negotiators-gangtruce
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were arrested in May of 2016 under charges of “illicit association, trafficking of
prohibited items in prisons, falsifying documents, and dereliction of duty.”932
For this and many other reasons, truces, such as that brokered between Barrio 18
and MS-13 in 2012, have been met with significant skepticism. Indeed, a 2016 poll
revealed that 78% of citizens do not agree with the truce, with only 10% in
agreement.933 Rather, community members express concern over the “closed door”
nature of the negotiations, and feel that truce terms may not adequately address
the root causes of violence.934 A Guardian article from May 2016 summarizes the
controversial nature of the 2012 truce:
The truce was controversial from the start, in part because the dialogue and
subsequent deal were clouded in secrecy. Fragile public support nosedived amid
rumours that the truce strengthened and enriched loathed gang leaders. Public

disapproval increased further after unsubstantiated claims that while
murders had decreased, disappearances increased after the ceasefire.935
As recently as January 2017, however, reports have indicated that the country’s
major gangs may be looking again to negotiate with the government in a “public
dialogue.”936 In a turning point, the gangs have signaled their interest in a process
to allow “active members” to leave the gang, a process that would be particularly
advantageous for members who joined or were recruited as youth. Overall, a closer
look at the country’s gang relations and negotiations reveals clear issues of
communication and engagement with the public, in which community members
express significant distrust in the police’s ability to fairly address crime and
violence, and in the government’s ability to fairly and transparently negotiate with
powerful gang members.

Prisons and the Judiciary

The country’s judicial system is important to address, as the prison system in El
Salvador is attributed by many as a key “headquarters of the country’s largest
gangs,” with an estimated third of the prison population belonging to gangs as of
2015.937 This interplay between criminal forces and the country’s judicial system is
linked to the country’s policies of mass incarceration, part of the mano dura or iron
fist policies that have predominated in the last several decades. Attempts to
address gang control of prisons have included the segregation of prison populations

932 Tabory, S. (2016, May 4). El Salvador Arrests Officials as Gang Truce Investigation Escalates. InSight Crime.
Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-arrests-officials-associated-with-gang-truce
933 Gagne, D. (2016, May 30). Pessimism Pervades El Salvador as Security Crisis Continues. InSight Crime.
Retrieved from http://www.insightcrime.org/news-analysis/pessimism-pervades-el-salvador-as-security-crisiscontinues
934 Arthur, W. and Carroll, R. (2012, May 1). El Salvador holds its breath after day without murders. The
Guardian. Retrieved from https://www.theguardian.com/world/2012/may/01/el-salvador-murders-gang-truce
935 Lakhani, N. (2016, May 4). El Salvador arrests negotiators of gang truce in new get-tough policy. The
Guardian. Retrieved from https://www.theguardian.com/world/2016/may/04/el-salvador-arrests-negotiators-gangtruce
936 Martínez, C. and Valencia, R. (2017, January 11). MS13 Seeks Dialogue with El Salvador Government. InSight
Crime. Retrieved from http://www.insightcrime.org/news-analysis/ms13-seeks-dialogue-el-salvador-government
937 Dudley, S. and Martínez d’Aubuisson, J.J. (2017, February 16). El Salvador Prisons and the Battle for the
MS13’s Soul. InSight Crime. Retrieved from http://www.insightcrime.org/investigations/el-salvador-prisons-battlems13-soul
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by gang affiliation in an attempt to reduce prison violence, beginning in 2000.938
Unsurprisingly, however, this has built a harmful interdependence, in which, “with
mass incarceration, the prisons became central to gang members’ lives and their
ethos.”939 Meanwhile, the country’s prison population has grown steadily since
2000, increasing from just above 7,700 to more than 35,000, in estimates as of
October 2016.940 This growth and overpopulation is problematic for prisoners and
government alike, with an occupancy level estimated at 310.4%,941 as the system
is intended for approximately 8,500 inmates.942 Currently, the country has
instituted “extraordinary measures” to address gang activity in Salvadoran prisons,
which has included cutting off contact between gang members and civilians, as well
as the transfer of particularly violent or powerful gang offenders into different
prisons.943 In some cases this has included the deployment of “cellphone signalblocking technology,” in areas near jails or prisons, in an attempt to disconnect
prisoners from their criminal networks.944 These initiatives also reportedly include
removing access to the internet and social networks such as Facebook, where gang
members have been known to contact other gang members.

Intelligence and Surveillance

Writing in InSight Crime in February 2017, authors Steven Dudley and Juan José
Martínez d'Aubuisson explain the importance of communication for gangs inside and
outside of prisons, particularly through mobile phones and conference calls. They
state, “The gangs have regional reach and an increasingly sophisticated
intelligence-gathering system that encourages members to police their own.”945
Access to cell phones, typically made possible through smuggling, is critical to the
gangs’ strategy and success, and thus explains new governmental initiatives to
block cell phone access through “managed access” technology, described above.946
While this may prove effective in reducing gang members’ access to criminal
networks while imprisoned, the technology could also be deployed in ways that
reduces access for the civilian population, including those living in areas
immediately abutting prisons or jails, for example. Indeed, recent legislation has
passed to bar cell phone companies from providing service to prisoners, blocking
signal in a designated perimeter around prison facilities.947 Other examples of
938 Goi, L. (2017, February 16). El Salvador Intensifies Attempts to Break Gangs’ Control over Prisons. InSight
Crime. Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-intensifies-attempts-break-gangscontrol-over-prisons
939 Dudley, S. and Martínez d’Aubuisson, J.J., 2017.
940 Dudley, S. and Martínez d’Aubuisson, J.J., 2017.
941 Dudley, S. and Martínez d’Aubuisson, J.J., 2017.
942 InSight Crime, 2014.
943 Goi, L. (2016, February 8). El Salvador to Extend ‘Extraordinary’ Anti-Gang Measures until 2018. InSight
Crime. Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-extend-extraordinary-anti-gangmeasures-2018
944 Robbins, S. (2014, May 21). El Salvador Blocks Prison Cellphones in Attempt to Cut Extortion. InSight Crime.
Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-blocks-cellphones-prisons-attempt-cutextortion
945 Dudley, S. and Martínez d’Aubuisson, J.J., 2017.
946 Robbins, S. (2014, May 21). El Salvador Blocks Prison Cellphones in Attempt to Cut Extortion. InSight Crime.
Retrieved from http://www.insightcrime.org/news-briefs/el-salvador-blocks-cellphones-prisons-attempt-cutextortio
947 Comité en Solidaridad con el Pueblo de El Salvador (CISPES). (2015, April 1). New Law to Help Fight
Extortions in El Salvador. CISPES. Retrieved from http://cispes.org/blog/new-law-help-fight-extortions-elsalvador?language=es
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government surveillance and intelligence gathering include San Salvador’s recent
initiative to install a video surveillance system in the capital city in an effort to
combat violence, with a particular emphasis on preventing extortion.948

Implementing Environment
In order to better understand the implementing environment in which community
engagement initiatives have and can possibly take place in El Salvador, a number
of precedents are useful to highlight here, as they help to understand the current
community engagement landscape and the types of ways in which communications
can potentially be leveraged in the future to strengthen community police relations
in El Salvador.

Public and Multilateral Initiatives

One example of leveraging communications to strengthen response to violence at
the community level is in the small city of San José Guayabal, north of San
Salvador. Reporting for The New York Review of Books, Madeleine Schwartz
describes the success of a mayoral initiative at the community level to “implement
preventative measures” by encouraging more communication between community
members and the mayoral administration, including designating community
members as “antennas.” This designation created an informal system in which
community members would report on potential risks or threats to the city’s mayor,
encouraging a more centralized flow of information.949 While this is just one small
example, this is a useful precedent for local initiatives to encourage crime reporting
and communication among community members.
Another example directly involving the police is the creation of “Gender Units” or
Unidad de Atención Especializada para las Mujeres at the local level, to provide
localized attention to female victims following violence.950 The units are able to
address issues of domestic violence, gender-based violence, and discrimination
against women, and allow women to get services such as filing a criminal report,
accessing social or psychological support, or getting legal attention.951 This is
particularly critical in a country with low levels of trust in the police and exceedingly
high levels of violence against women, making the connection between vulnerable
populations of women and trustworthy security agencies all the more significant.
At the federal level, the current Sánchez Cerén administration has promoted Plan
Salvador Seguro, or “Plan for a Safe El Salvador,” since 2015, with funding going
toward a series of initiatives, including judicial reform, improvements to the prison
948 López, M. (2014, May 20). Instalan Sistema de Vigilancia Electrónica en San Salvador. La Prensa Gráfica.
Retrieved from http://www.laprensagrafica.com/2014/05/20/instalan-sistema-de-vigilancia-electronica-en-sansalvador#sthash.Svpz9OSz.dpuf
949 Schwartz, M. (2017, January 27). El Salvador: A Town Without Violence? The New York Review of Books.
Retrieved from http://www.nybooks.com/daily/2017/01/27/el-salvador-a-town-without-violence/
950 Albadejo, A. (2016, February 22). How Violence Affects Women in El Salvador. Latin America Working Group.
Retrieved from http://www.lawg.org/action-center/lawg-blog/69-general/1590-how-violence-affects-women-in-elsalvador
951 Procuraduría General de la República (PGR). (2016). Áreas de atención: Unidad de Atención Especializada para
las Mujeres. Procuraduría General de la República (PGR). Retrieved from
http://www.pgr.gob.sv/genero/areasatencion.html#gsc.tab=0
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system, violence prevention programs and initiatives in high-crime areas, among
other plan elements.952 Though the plan demonstrates a shift away from the former
mano dura or “iron fist” crime approaches, the plan is a tall order for a government
with limited resources, a weak judicial system, and a police force with high levels of
corruption and brutality. Some of these reform initiatives have involved
collaboration with the U.S. State Department’s Bureau of International Narcotics
and Law Enforcement Affairs (INL), which has “sponsored trainings and technical
exchanges for police, prison officers, and justice-sector operators” in addition to
training for youth on gang resistance.953

Private and Civil Society Initiatives

The NGO Cristosal is a human rights and community development organization that
works at the municipal level through “Citizen Formation Schools” to provide rightsbased training to participants, including municipal government workers and
community members.954Another organization similarly focused on community
empowerment is Trabajemos Por la Paz, a nonprofit whose mission is to help the
country’s vulnerable youth to chart a nonviolent path forward, including peer
support groups and job training over the course of a 12 month “intervention
period.”955 While neither of these organizations has shown any explicit use of
technology for their operations, this type of community engagement is an important
precedent to note, and one which could leverage technology or more strategic
communications to expand reach and coverage, particularly with regard to human
security.
With regard to citizen security, the Human Rights Institute of the Central American
University, the Instituto de Derechos Humanos de la UCA, or IDHUCA, has
partnered with several local municipalities to assist with the co-creation of
municipal violence prevention plans, or planes municipales de prevención de la
violencia, with the intent of involving more local stakeholders, including the PNC, in
the process.956
It bears noting that the Catholic Church in El Salvador has also been heavily
involved in the peace process across the country, including sponsoring shelters and
programs for receiving and reintegrating deportees.957 The Church has also been a
major player in helping to broker negotiations between the government and the
country’s gangs, and is as such an important stakeholder to consider in any future
initiatives relating to security and violence.

952 Kinosian, S. and Albadejo, A. (2016, February 29). El Salvador’s Security Strategy in 2016: Change or More
Mano Dura? Latin America Working Group (LAWG). Retrieved from http://www.lawg.org/action-center/lawgblog/69-general/1599-el-salvadors-security-strategy-in-2016-change-or-more-mano-dura953 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
954 Cristosal. (2017). What we do. Cristosal. Retrieved from http://www.cristosal.org/what-community
955 Trabajemos por la Paz. (2016). Quienes Somos. Trabajemos por la paz. Retrieved from
http://trabajemosporlapaz.com/?page_id=19
956 Retrieved from http://www.uca.edu.sv/idhuca/seguridad
957 Seelke, C. R. (2016, August 29). Gangs in Central America. Congressional Research Service. Retrieved from
https://fas.org/sgp/crs/row/RL34112.pdf
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Concluding Remarks

Overall, a closer look at the ways in which people access information and
communicate with regard to security in El Salvador reveals an environment of low
trust in government and deep-seated fear. While access to mobile technologies and
internet has increased significantly in the last decade, clear gaps are still seen
between household and individual access, and higher rates of access for men and
women, as well as for urban and rural populations. As police transparency and
credibility comes increasingly into focus, communications with the community will
be an exceedingly important component of ensuring trust and accountability at the
community level.

Deliverable 3.2 | Desk Review

148

Desk Review: Nicaragua
Executive Summary
Nicaragua is among Central America’s poorest countries, and one that saw an
autocratic regime followed by revolution and significant civil violence in the 1970s
and 1980s. Though tucked into a war torn region, Nicaragua is now known for a
highly regarded police force and low levels of violent crime, even in spite of the
country’s poverty. With regard to technology, even as access to mobile technologies
and internet has increased, mobile service has proven to be very unaffordable in
Nicaragua, particularly as compared to other countries in the region. The country
also sees high levels of internal and external migration, thus creating patterns of
disrupted access to income, services, and ICTs. In order to better understand the
communications context in which people access technology and get information
about their security, the report begins with brief overviews of the country’s history
and security context, followed by a discussion of five key “Lines of Inquiry”
identified by SIMLab as critical to understanding the communications context in
which people access technology, get information, and communicate with other
community members and service providers.

Abbreviations
COP
ITU
FSLN

PNN
SGBV
WEF

Community oriented policing
International Telecommunication Union
Sandinista Front for National Liberation, Frente Sandinista de
Liberación Nacional
Nicaraguan National Police
Sexual and gender based violence
World Economic Forum
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Brief Country History

Like many other Latin American and Central American countries, Nicaragua has
experienced authoritarian rule, civil war, and revolution in its recent past. The
country’s Sandinista political party, known as the “Frente Sandinista de Liberación
Nacional ” or by their initials in Spanish, FSLN, has played an immeasurably
important role in the country’s history. The FSLN rose up against an authoritarian
rule that had dominated in the country between the 1930s and the 1970s, often
referred to as a “dynasty,” under the landowning Somoza family. Following the
Sandinista rule in the post-revolution years, the party eventually returned to power
in 2007. Following the Sandinista revolutionaries’ takeover of government in 1979,
the country experienced civil war in the form of contras militias violent uprisings
against the Sandinista government. The contra fighters were sponsored in part by
the United States government in an effort to undermine the Sandinista
government.958 This fighting continued until 1988,959 and resulted in the killing of
nearly 30,000 Nicaraguans, and the exodus of hundreds of thousands as refugees
to other countries.960 Although the civil war formally ended in 1990, this gave way
to gang violence as demobilized revolutionaries and guerilla fighters alike
consolidated power, against a backdrop of a weak economy with few opportunities
for gainful employment. Nonetheless, the government, together with civil society,
has come together in the intervening decades to address youth gang violence and
steadily reform the country’s police forces, discussed in greater detail in the
subsection on the country’s political environment.
The country's current president Daniel Ortega of the Sandinista Front for National
Liberation (FSLN) was re-elected in November 2016 in an expected but nonetheless
controversial victory. This included the controversial decision to appoint Ortega's
wife, Rosario Murillo, as vice president, signaling a troubling consolidation of ruling
power to the many skeptics of Ortega’s leadership.961 Ortega earned 72 percent of
the vote, and this administration marks President Ortega’s third consecutive fiveyear term since his election in November 2006, and his fourth overall.962 In fact,
President Ortega ruled the country in the in 1979 following the Sandinista
revolution,963 and was first formally elected president in 1984.964 He then ran for

958Stanford University. (2016). Timeline: Nicaragua. Stanford University. Retrieved from
https://web.stanford.edu/group/arts/nicaragua/discovery_eng/timeline/
959 Time for Kids. (2016). Nicaragua Timeline. Time for Kids. Retrieved from
http://www.timeforkids.com/destination/nicaragua/history-timeline
960 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
961 Washington Post Editorial Board. (2016, November 3). An even more depressing election than our own. The
Washington Post. Retrieved from https://www.washingtonpost.com/opinions/global-opinions/an-even-moredepressing-election-than-our-own/2016/11/03/9c2b1f7e-a05d-11e6-883223a007c77bb4_story.html?utm_term=.35fe08ad26ed
962 Yagoub, M. (2016, November 7). Will Ortega’s Grip on Nicaragua’s Politics Open Door to More Corruption?
InSight Crime. Retrieved from http://www.insightcrime.org/news-analysis/will-ortega-grip-on-nicaragua-politicslead-to-more-corruption
963 Washington Post Editorial Board. (2016, August 12). Nicaragua’s president makes a farce of democracy. The
Washington Post. Retrieved from https://www.washingtonpost.com/opinions/global-opinions/nicaraguaspresident-makes-a-farce-of-democracy/2016/08/12/0d84358e-5a68-11e6-9767f6c947fd0cb8_story.html?utm_term=.9612100877c7
964 BBC. (2017, January 13). Nicaragua profile - Timeline. BBC. Retrieved from http://www.bbc.com/news/worldlatin-america-19909695
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president in 1990, 1996, and 2001, losing each time until 2006.965 In 2009,
Nicaragua’s Supreme Court removed the constitutional ban on consecutive
reelection, thus enabling Ortega’s current and third consecutive term.966
These most recent elections are just one symptom of concerning behavior on the
part of the FSLN party. This has included Ortega’s choice to disallow international
observers from monitoring the electoral process, for example,967 and a general
trend toward centralization of political power within the Ortega family and a circle of
political elites. This concentration of control includes power over the police, which
has seen recent shifts in militarization of the forces, as well as the appointment of
the president as the “supreme commander” of the force.968 Summarized bleakly in a
piece by the New York Times Editorial Board, they observe: “Mr. Ortega has worked
in recent years to consolidate power by building a vast network of patronage and
vanquishing the political opposition.”969 Mainly, concern over the Ortega
administration’s centralization of power is not limited to the administration itself,
but is rather because it represents a return to the country’s previous tendencies for
caudillismo or autocratic leadership.970 In spite of this rather bleak picture of the
country’s democracy, the national police force continues in good public standing
with high ratings and relatively low rates of crime and violence. With a brief county
history now understood, the following section offers a background on security in
Nicaragua before continuing on the main lines of inquiry.

Background on Security Context

In spite of hailing from a wartorn region, Nicaragua is recognized as “one of the
safest countries in the hemisphere,”971 with a homicide rate of approximately 8 per
100,000 residents. This stands in stark contrast to their immediate neighbor to the
north, Honduras, with a homicide rate of 57 per 100,000,972 a country which faces
some of the highest rates of gang-related violence in the world. Although Nicaragua
is among Latin America’s poorest, second only to Haiti, Nicaragua’s security success
has been made possible by generally opting for a “softer" approach to addressing
crimes, again standing in stark contrast to the mano dura or “iron fist” approach of
965 Central Intelligence Agency (CIA) World Factbook. (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
966 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
967 Yagoub, M. (2016, November 7). Will Ortega’s Grip on Nicaragua’s Politics Open Door to More Corruption?
InSight Crime. Retrieved from http://www.insightcrime.org/news-analysis/will-ortega-grip-on-nicaragua-politicslead-to-more-corruption
968 Yagoub, M. (2016, November 7). Will Ortega’s Grip on Nicaragua’s Politics Open Door to More Corruption?
InSight Crime. Retrieved from http://www.insightcrime.org/news-analysis/will-ortega-grip-on-nicaragua-politicslead-to-more-corruption
969 Editorial Board. (2016, August 4). ‘Dynasty,’ the Nicaragua Version. The New York Times. Retrieved from
https://www.nytimes.com/2016/08/05/opinion/dynasty-the-nicaragua-version.html?_r=0
970 Goett, J. and Morris, C.D. (2016, September 16). Nicaragua’s Authoritarian Turn is Not a Product of Leftist
Politics. North American Congress on Latin America (NACLA). Retrieved from
http://nacla.org/news/2016/09/16/nicaragua%E2%80%99s-authoritarian-turn-not-product-leftist-politics
971 Peralta, Eyder. (2014, October 28). With A Soft Approach On Gangs, Nicaragua Eschews Violence. NPR.
Retrieved from http://www.npr.org/sections/parallels/2014/10/28/359612148/with-a-soft-approach-on-gangsnicaragua-eschews-violence
972 Gagne, D. (2016, August 29). Why is Nicaragua 7 Times Less Violent Than Honduras? InSight Crime. Retrieved
from http://www.insightcrime.org/news-briefs/why-is-nicaragua-7-times-less-violent-than-honduras

Deliverable 3.2 | Desk Review

151

Central American countries such as El Salvador. This softer approach has seen
success even in spite of the country’s relatively low spending on security and low
ratio of policemen, with just 18 policemen per 10,000 people.973
Police have taken a largely grassroots and preventative approach to policing, with
focus on outreach, accessibility, and accountability. This has included concerted
efforts for youth outreach, to reduce gang recruitment as a preventative measure.
Unlike the multinational criminal networks associated with other Central American
gangs, gang membership in Nicaragua is estimated at just 4,500, and members
typically participate in pandillas, which are smaller gangs with lower levels of
violence.974 In turn, Nicaragua’s police force is rated highly not only by comparison
with other Central American countries or by external perspectives, but also by
citizens themselves, with over half the population expressing confidence in the
criminal justice system.975 While the country suffers from extreme poverty, it lacks
the severe crime and violence faced in the neighboring countries of Guatemala, El
Salvador, or Honduras, a region known as the “Northern Triangle.” Remarkably,
only three percent of the country’s population identifies crime as the country’s
“most pressing problem.”976 As such, Nicaragua is often held up as a “citizen
security” model in Central America.977 This report explores this model and the
communications strategies inherent within its success in greater detail in the
following sections on the Political and Implementing Environment.

Lines of Inquiry

In order to best understand the context in which people access information and
technologies in Nicaragua, particularly as it relates to crime and security, the
following sections address five key lines of inquiry: people, community, market
environment, political environment, and implementing environment. These lines of
inquiry focus on access to information and technology in the context of human
security and policing in Nicaragua. As demographic information and data on
technology usage can be challenging to find, these lines of inquiry attempt to pull
together sources as best possible. As the research continues, including potential
fieldwork in the country and/or region, these areas of focus will continue to be
populated with information and findings.

People
973 Economist. (2012, January 28). Crime in Nicaragua: A surprising safe haven. The Economist. Retrieved from
http://www.economist.com/node/21543492
974 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
975 Programa de las Naciones Unidas para el Desarrollo (PNUD). (2013, October 31). Informe Regional de
Desarrollo Humano 2013-2014, Seguridad Ciudadana con rostro humano: diagnóstico y propuestas para América
Latina. PNUD. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/library/democratic_governance/version-educativa-seguridadciudadana-en-ca1/
976 Replogle, J. (2014, July 29). Why Nicaraguan Kids Aren’t Fleeing to U.S. KPBS News. Retrieved from
http://www.kpbs.org/news/2014/jul/29/why-nicaraguan-kids-arent-fleeing-to-the-us/
977 Stone, H. (2012, March 9). Exporting Nicaragua’s Security Model. InSight Crime. Retrieved from
http://www.insightcrime.org/news-analysis/exporting-nicaraguas-security-model
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Nicaragua is Central America’s largest country in terms of land coverage, and is
bordered by Honduras to the north and Costa Rica to the south, with a Pacific and
Atlantic coast. Nicaragua’s estimated population in 2016 was 6.67, just over El
Salvador’s population of 6.34 million, and considerably smaller than Guatemala’s
population of 15.47 million. While there is no official religion designated in
Nicaragua, approximately 58.5% of the population identifies as Roman Catholic,
while 21.6% identifies as Evangelical Protestant, followed by 15.7% of the
population who identify as nonreligious, in data as of 2005.978 The following
discussions on People and Community look at several different demographic
characteristics as a means to understand the different barriers and enablers to
accessing technology and communications, as well as vulnerability to conflict or
security threats in the country.

Literacy and Language
Spanish is the country’s formal language, while Miskito is spoken by 2.2% of the
population, and Mestizo spoken by 2% of the population.979 On the country’s
Atlantic coast, legislation designates the Miskito, Sumo, Rama, and Creole English
languages with equal status as Spanish as of 1987.980 Literacy rates among youth
between ages 15 and 24 were approximately 85.2% for male youth, and a slightly
higher rate of 88.8% for female youth, measured between 2008 and 2012 .981
Literacy is lower for the overall adult population over the age of 15, with averages
of 78% literacy for both males and females.982 Though literacy rates are relatively
high. Nicaragua nonetheless struggles with deserción escolar or high school
desertion rates, in which 51% of male youth and 45% of women fail to finish high
school.983 These rates are unsurprisingly higher among lower income sectors.

Gender

Though women make up a majority of the country’s population, at 57%,984 they are
disproportionately vulnerable to poverty and violence. Data indicates that the
majority of Nicaraguan women work informally, such as in domestic labor or
subsistence farming. As such, women are more vulnerable to poverty, particularly
given their higher likelihood of being the “sole breadwinners” of their families.985
Women experience gender-based violence at high rates, including high rates of
978 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
979 Central Intelligence Agency (CIA World Factbook). (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
980 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
981 UNICEF. (2013, December 27). At a glance: Nicaragua. UNICEF. Retrieved from
https://www.unicef.org/infobycountry/nicaragua_statistics.html
982 Education Policy and Data Center (EPDC). (2014) National Education Profile. EPDC. Retrieved from
http://www.epdc.org/sites/default/files/documents/EPDC%20NEP_Nicaragua.pdf
983 Programa de las Naciones Unidas para el Desarrollo (PNUD). (2013, October 31). Informe Regional de
Desarrollo Humano 2013-2014, Seguridad Ciudadana con rostro humano: diagnóstico y propuestas para América
Latina. PNUD. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/library/democratic_governance/version-educativa-seguridadciudadana-en-ca1/
984 Oxfam International. (2017). Países: Nicaragua. Oxfam International. Retrieved from http://oxf.am/H9i
985 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
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rape, particularly in young girls under the age of 14, and Amnesty International
reports on the persistence of impunity for gender-based violence.986 Therefore,
even as women begin to report sexual and gender based violence (SGBV) at higher
rates, the judicial system often fails to respond properly. Even with Nicaragua’s
comparatively community-oriented policing, SGBV is nonetheless endemic and
challenging, consistent with much of Central America, where “half of all Central
American women have been subjected to violence during their adult lives, but half
of all verdicts delivered in cases of violence against women end in acquittals.”987
Nonetheless, Nicaragua does demonstrate some advancements in women's’ rights
in terms of representation in political positions. For example, as of 2015, 41.3% of
political seats were occupied by women in Congress.988

Youth

Like many other Central American nations, Nicaragua is relatively young. Nearly
half of the country's population is below 24 years of age, with 27.88% between the
years of 0-14, and 21.78% between the years of 15-24.989 As in many societies,
youth are particularly vulnerable in Nicaragua, with approximately half of the
country’s youth population experiencing poverty as recently as 2011,990 as
compared to 30% of the country’s adult population. Youth unemployment is also
quite high, with overall rates at 11.9% of youth ages 15-24 as of 2010, compared
to 8% of the overall population at that time.991 This rate is significantly higher for
female youth, at 15.6% as compared to 9.8% for male youth.992 Reports also
suggest that youth are the principal victims of sexual violence, and are additionally
more vulnerable to violence such as homicides, or contracting potentially lifethreatening diseases such as HIV.993 In an attempt to address these vulnerabilities,
policing efforts have explicitly focused on preventing juvenile delinquency through
youth support, and government reforms have explicitly focused on promoting
children's’ rights.

Community
986 Amnesty International (2017). Annual Report: Nicaragua 2016/2017. Amnesty International. Retrieved from
https://www.amnesty.org/en/countries/americas/nicaragua/report-nicaragua/
987 Miller Llana, S. (2012, November 20). Violence against women in Latin America: Is it getting worse? The
Christian Science Monitor. Retrieved from http://www.csmonitor.com/World/Americas/2012/1120/Violenceagainst-women-in-Latin-America-Is-it-getting-worse
988 United Nations Development Program (UNDP). (2015). Nicaragua en breve. UNDP. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/countryinfo.html=
989 Central Intelligence Agency (CIA World Factbook). (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
990 Programa de las Naciones Unidas para el Desarrollo (PNUD). (2011, December 7). “Informe Nacional de
Desarrollo Humano 2011: las juventudes construyendo Nicaragua." PNUD. Retrieved from
http://www.undp.org/content/undp/es/home/presscenter/articles/2011/12/07/-informe-nacional-de-desarrollohumano-2011-las-juventudes-construyendo-nicaragua-.html
991 World Bank. (2014). Unemployment, total: Nicaragua. The World Bank. Retrieved from
http://data.worldbank.org/indicator/SL.UEM.TOTL.ZS?locations=NI
992 Central Intelligence Agency (CIA) World Factbook. (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
993 Programa de las Naciones Unidas para el Desarrollo (PNUD). (2011, December 7). “Informe Nacional de
Desarrollo Humano 2011: las juventudes construyendo Nicaragua." PNUD. Retrieved from
http://www.undp.org/content/undp/es/home/presscenter/articles/2011/12/07/-informe-nacional-de-desarrollohumano-2011-las-juventudes-construyendo-nicaragua-.html

Deliverable 3.2 | Desk Review

154

Poverty and Economy

Across Nicaragua, nearly one third of the country, at 29.6%, live in poverty.994
Though this has dropped from approximately 42% as recently as 2009,995 the World
Bank nonetheless reports that “access to basic services is a daily challenge.”996 The
country’s economy, as reflected by the distribution of the GDP, dedicates 17.1% to
agriculture, 25.5% to industry, and 57.5% to services, all estimated as of 2013.997
Exports are largely based on textiles and agriculture.998 Accordingly, approximately
30% of the country’s workforce works in agriculture,999 with 40.4% of the country’s
population residing in rural areas.1000 In recent years, the country’s economy has
seen an increasing orientation toward tourism. This has been buoyed by its relative
safety as compared to other nearby nations, and the asset of its two sizeable
coasts, even in spite of the country’s poverty and limited infrastructure.
Like many other Latin American countries, remittances are an important part of the
Nicaragua’s economy and income, with an estimated $1.135 million in yearly
remittances incoming as of 2014.1001 Nonetheless, levels of migration are lower in
Nicaragua than elsewhere in Central America. Unlike the patterns of migration
northward to Mexico and the United States seen from other Central American
countries, Nicaraguans are more likely to remain in their home country, or to
migrate south to more prosperous countries such as Costa Rica or Panama. Indeed,
estimates place Nicaraguans at approximately 12% of Costa Rica’s workforce.1002
Given the prevalence of NIcaraguans working in agriculture in Costa Rica, the
population is often seasonal, and may increase to nearly half a million in harvest
times.1003 These migration patterns are important to emphasize, as they likely have
a significant impact on how communities access technologies, learn information,
gain access to services, or interact with their government, such as the police.

Urban, Rural, and Indigenous Communities

994 United Nations Development Program (UNDP). (2015). Nicaragua en breve. UNDP. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/countryinfo.html=
995 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
996 World Bank. (2016, September 19). Nicaragua: Overview. The World Bank. Retrieved from
http://www.worldbank.org/en/country/nicaragua/overview
997 HSBC. (2015, February). Profile: Nicaragua. HSBC. Retrieved from
https://globalconnections.hsbc.com/downloads/treasury_profile-ni-2015.pdf
998 Central Intelligence Agency (CIA World Factbook). (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
999 United Nations Development Program (UNDP). (2015). Human Development Report 2015: Nicaragua. UNDP.
Retrieved from http://hdr.undp.org/sites/all/themes/hdr_theme/country-notes/NIC.pdf
1000 United Nations Development Program (UNDP). (2015). Nicaragua en breve. UNDP. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/countryinfo.html
1001 HSBC. (2015, February). Profile: Nicaragua. HSBC. Retrieved from
https://globalconnections.hsbc.com/downloads/treasury_profile-ni-2015.pdf
1002 Johnson, T. (2014, September 1). Why are Nicaraguan youths staying put while neighbors migrate north?
The Christian Science Monitor. Retrieved from http://www.csmonitor.com/World/Americas/2014/0901/Why-areNicaraguan-youths-staying-put-while-neighbors-migrate-north
1003 Johnson, T. (2014, September 1). Why are Nicaraguan youths staying put while neighbors migrate north?
The Christian Science Monitor. Retrieved from http://www.csmonitor.com/World/Americas/2014/0901/Why-areNicaraguan-youths-staying-put-while-neighbors-migrate-north
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Consistent with global urbanization trends, Nicaragua’s population has become
increasingly urban. Data from 2014 suggests that 58.3% of the country’s
population lives in urban areas.1004 The country’s largest city is Managua, with a
population of 956,000, and other significant urban areas include León, Granada,
Masaya, and Chinandega.1005 World Bank data on violence from as recently as 2012
suggests that “victimization” rates are higher in urban areas than in rural,
contrasting between 17% in urban areas, and just 9% in rural areas.1006 Data from
PNUD in 2012 indicates that Nicaraguans identify common crime as the primary
threat to citizen security, followed by pandillas, or small gangs, and organized
crime and narcotrafficking.1007
Though levels of violence and crime are lower in rural areas, communities in rural
areas nonetheless experience discrimination and disadvantage, often in indigenous
and ethnic communities, which account for approximately 15% of the country’s
population.1008 While approximately 17% of the Nicaraguan population identifies as
white, a sizeable majority of 69% identifies as mestizo, 9% as black, and 5% as
Amerindian.1009 Some black Nicaraguans are part of the the Garifuna, or African
descendents. Indian groups are largely concentrated along the country’s two
coasts, with the Monimbó, Subtiava, and Matagalpa groups to the west, while the
Miskito, Sumo, and Rama concentrate on the east coast.1010 Recent reports from
Amnesty International reports that the Miskitu experience ineffective protection.1011
Generally speaking, rural communities also tend to have diminished access to
information and communication technologies, and recent efforts by multinational
organizations and banks, such as the World Bank, have attempted to extend
telephone and internet access to disconnected areas through direct internet
connections as well as the installation of public internet cafés or centros públicos de
Internet.1012 For example, use of “mobile-cellular telephones” is registered at 82%

1004 United Nations Development Program (UNDP). (2015). Nicaragua en breve. UNDP. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/countryinfo.html
1005 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
1006 Programa de las Naciones Unidas para el Desarrollo (PNUD). (2013, October 31). Informe Regional de
Desarrollo Humano 2013-2014, Seguridad Ciudadana con rostro humano: diagnóstico y propuestas para América
Latina. PNUD. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/library/democratic_governance/version-educativa-seguridadciudadana-en-ca1/
1007 Programa de las Naciones Unidas para el Desarrollo (PNUD). (2013, October 31). Informe Regional de
Desarrollo Humano 2013-2014, Seguridad Ciudadana con rostro humano: diagnóstico y propuestas para América
Latina. PNUD. Retrieved from
http://www.ni.undp.org/content/nicaragua/es/home/library/democratic_governance/version-educativa-seguridadciudadana-en-ca1/
1008 Oxfam Intermón. (2012, May). Nicaragua. Oxfam. Retrieved from http://www.oxfamintermon.org/es/quehacemos/paises/nicaragua
1009 Central Intelligence Agency (CIA) World Factbook. (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
1010 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
1011 Amnesty International (2017). Annual Report: Nicaragua 2016/2017. Amnesty International. Retrieved from
https://www.amnesty.org/en/countries/americas/nicaragua/report-nicaragua/
1012 World Bank. (2014, April 2). Tecnologías de la Información y las Comunicaciones: Resultados del sector. The
World Bank. Retrieved from http://www.bancomundial.org/es/results/2013/04/13/ict-results-profile
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in urban areas in Nicaragua, as compared to just 74% in rural areas.1013 These
access gaps will be explored in greater detail in the following subsection on the
country’s Market Environment.

Natural Disasters

It bears noting that Nicaragua has experienced several severe natural disasters in
its recent history that have severely impacted the country’s already limited
infrastructure, uprooted hundreds of thousands, and demonstrate the importance of
connecting vulnerable populations to appropriate communications and services,
including a much needed emphasis on emergency communications. Natural
disasters have included Hurricane Hugo, which left 180,000 Nicaraguans homeless
in 1988, a 1992 earthquake that left 16,000 people homeless, and Hurricane Joan
and Hurricane Mitch in 1998, killing 3,000 people and leaving hundreds of
thousands homeless.1014 These are several examples that illustrate the country’s
vulnerability to natural disaster, and help to understand the resulting weaknesses
of the country’s economy and limitations to the overall infrastructure, including
telecommunications infrastructure, discussed in the following section on the
country’s market environment.

Market Environment
As seen in many other developing nations, use of information and communication
technologies in Nicaragua has grown significantly in recent years. Though Nicaragua
retains many publicly owned enterprises, the telecommunications sector is fully
privatized,1015 which may have served to strengthen competition and overall
proficiency in the sector. Overall, many of the traits and conditions described above
in the discussions on People and Community contribute significantly to Nicaraguans’
access to ICTs.

Fixed, Mobile, and Smartphone Access

In Nicaragua, mobile phone subscribers number 114.6 per 100 people in 2015.1016
This has increased from just 68.05 per 100 people in 2010.1017 Data from 2012
suggests that mobile phone users accounted for 89.8% of the population, while
internet users accounted for just 13.5%.1018 In a 2014 Pew survey on ICT usage,
11% of adults reported having a smartphone, 70% reported owning a cell phone
but not a smartphone, while 19% of the population reported having no cell phone
at all.1019 Of those surveyed, cell phone owners in Nicaragua reported that 67% had
1013 International Telecommunication Union (ITU). (2016). Measuring the Information Society Report 2016. ITU.
Retrieved from https://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2016/MISR2016-w4.pdf
1014 BBC. (2017, January 13). Nicaragua profile - Timeline. BBC. Retrieved from
http://www.bbc.com/news/world-latin-america-19909695
1015 Parker, F.D., Walker, T.W., Orozco, M.S., Arguello, R., and Nietschmann, B. (2016, December 14). Nicaragua.
Encyclopedia Britannica. Retrieved from https://www.britannica.com/place/Nicaragua/Plant-and-animal-life
1016 United Nations Development Program (UNDP). (2015). Human Development Report 2015: Nicaragua. UNDP.
Retrieved from http://hdr.undp.org/sites/all/themes/hdr_theme/country-notes/NIC.pdf
1017 Telecommunication Development Sector (ITU). (2015). Mobile-cellular telephone subscriptions per 100
inhabitants. ITU. Retrieved from http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
1018 UNICEF. (2013, December 27). At a glance: Nicaragua. UNICEF. Retrieved from
https://www.unicef.org/infobycountry/nicaragua_statistics.html
1019 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
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used the phone to send text messages in the last 12 months, and 63% had used
the phone to take pictures or video in the last 12 months.1020 In Nicaragua, sending
text messages is much more common among young cell phone owners. The Pew
survey summarizes: “In particular, young Nicaraguans text considerably more than
their older counterparts – 89% of cell phone owners ages 18 to 34 text, compared
with fewer than half of older people (45%).”1021 This is one example of a key
consideration to take into account with any initiatives involving mobile technologies
or text messaging, as only approximately half of cell phone users regularly use text
messaging.
Unsurprisingly, as mobile phone subscriptions have grown in popularity, landlines
have declined, and just 17% of Nicaraguan households report having a working
landline, as of 2014.1022 Reports from the International Telecommunication Union
(ITU) list fixed-telephone subscriptions per 100 inhabitants as low as 5.66 in
2015.1023 Telecommunications are provided by the following companies: Claro, Tigo,
Telefonica Movistar, yota, IBW, Ideay, and Xinwei telecom.1024 Common
smartphones include the iPhone, Blackberry, Samsung, and Xperia.1025
In spite of growing access to mobile phones in Nicaragua, the cost of service is
nonetheless very high at approximately € 0.86 per minute. This is approximately 10
times higher than in neighboring Costa Rica, and is estimated to cost approximately
10% of the average regional income.1026 Interestingly, Nicaraguans have
demonstrated little outward opposition to these high costs of service. Even with the
increased availability of mobile phones across Nicaragua, the country nonetheless
experiences a “digital divide” that the country is slowly working to close. In The
Global Information Technology Report from 2014, the World Economic Forum (WEF)
characterizes Nicaragua as “below average” in terms of how the country has
leveraged ICTs for “competitiveness and well-being,” and suffering from “important
weaknesses in the development of their ICT infrastructures.”1027 The WEF
nonetheless classifies Nicaragua as among a group of countries that is “catching up”
to other more developed nations in closing their digital divide.1028
1020 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1021 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1022 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1023 Telecommunication Development Sector (ITU). (2015). FIxed-telephone subscriptions. ITU. Retrieved from
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
1024 Delgado, M. (2015, April). Banda Ancha en Nicaragua. TELCOR. Retrieved from https://www.itu.int/en/ITUD/Regional-Presence/Americas/Documents/EVENTS/2015/0421-BS-Economic/3_2.pdf
1025 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1026 BBC Mundo. (2015, March 3). ¿En qué países de América Latina es más caro y más barato usar el celular?
BBC Mundo. Retrieved from http://www.bbc.com/mundo/noticias/2015/03/150302_economia_tarifas_celulares_lf
1027 World Economic Forum (WEF). (2014). The Global Information Technology Report 2014. Retrieved from
http://www3.weforum.org/docs/WEF_GlobalInformationTechnology_Report_2014.pdf
1028 World Economic Forum (WEF). (2014). The Global Information Technology Report 2014. Retrieved from
http://www3.weforum.org/docs/WEF_GlobalInformationTechnology_Report_2014.pdf
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Computer and Internet Access

Data on internet access varies, with estimates at anywhere between 13.9% and
19.7% of the population characterized as “internet users,” at approximately 1.164
million as of July 2015.1029 Increased internet access in Nicaragua has owed in large
part to increased access to mobile internet.1030 Survey data from a 2014 Pew
Research Center study suggests that 38% of Nicaraguans either access the internet
at least occasionally or own a smartphone, while 62% do not.1031 This is consistent
with figures on mobile internet penetration, which is estimated at approximately
40% of the overall population.1032 Notably, Nicaragua faces a “demand gap” for
mobile broadband access, which is seen consistently across Latin America, in which
mobile users with mobile broadband coverage do not subscribe to or use the
service, typically in areas with lower population densities, lower incomes, and lower
digital aptitudes.1033
Access tends to skew across age line as well, and 53% of youth aged 18-34
reported having access to the internet and or owning a smartphone, while just 24%
of adults age 35 or older reporting have access, a significant difference of 29
percentage points.1034 While 23% of adults have a working computer in the
household, 32% report accessing internet on a daily basis.1035 Of those using the
internet, 86% report using internet for socializing, while activities classified as
“getting information,” whether regarding political news (48%), health information
(62%), or government services (37%), was significantly lower overall.1036
Approximately 79% of adult internet users in Nicaragua reported using social
networking sites, and this number was even higher for young adults age 18-34, of
whom 87% report using social networking sites, compared to just 62% of adults
age 35 and older.1037 These patterns along age lines are critical to note, as they
1029 Central Intelligence Agency (CIA) World Factbook. (2017, January 12). Central America and Caribbean:
Nicaragua. The World Factbook. Retrieved from https://www.cia.gov/library/publications/the-worldfactbook/geos/nu.html
1030 Hidalgo, W. A. (2016, September 13). Nicaragua triplica su conexión a internet, pero sigue en la cola.
Mediatelecom. Retrieved from http://www.mediatelecom.com.mx/index.php/telecomunicaciones/bandaancha/item/117841-nicaragua-triplica-su-conexi%C3%B3n-a-internet,-pero-sigue-en-la-cola
1031 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1032 GSMA Intelligence. (2016). Connected Society: Inclusión digital en América Latina y el Caribe. GSMA
Intelligence. Retrieved from
https://www.gsmaintelligence.com/research/?file=bc2039b5cc86be21d1299ba3a7b1bde2&download
1033 GSMA Intelligence. (2016). Connected Society: Inclusión digital en América Latina y el Caribe. GSMA
Intelligence. Retrieved from
https://www.gsmaintelligence.com/research/?file=bc2039b5cc86be21d1299ba3a7b1bde2&download
1034 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1035 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1036 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
1037 Pew Research Center. (2015, March 19). Communications Technology in Emerging and Developing Nations.
Pew Research Center. Retrieved from http://www.pewglobal.org/2015/03/19/internet-seen-as-positive-influenceon-education-but-negative-influence-on-morality-in-emerging-and-developing-nations/technology-report-17/
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signify the clear differences in how young adults and adults navigate an increasingly
saturated technological landscape, which in turn will dictate how government
entities such as the police can leverage particular methods to communicate most
effectively at the community level.

Digital Aptitude and Access

In a consumer survey conducted by GSMA Intelligence on barriers to digital
inclusion in Latin America, 58% of Nicaraguans surveyed noted a lack of digital
literacy or aptitude as a reason for not using digital technologies. In the same
survey, 31% of Nicaraguans surveyed noted a lack of relevant local content as a
reason for not using digital technologies, while 23% of those surveyed noted that
affordability was a reason for not using digital technologies. Significantly fewer of
those surveyed noted that a lack of coverage (6%) or security (3%) were
explanations for not using digital technologies.1038
Overall, a closer look at Nicaragua’s market environment reveals significant
variation in access to mobile technologies and internet, varying among rural and
urban populations, as well as among age groups. Most important to note is the
relative unaffordability of mobile technologies in Nicaragua, particularly as
compared to other countries in the region. As research continues and particularly in
the case that fieldwork is possible, it will be critical to continue to investigate how
this unaffordability affects day to day access to technologies and choices made
regarding how and when to use particular technologies. In addition, further
investigation is needed as to how gender may impact individuals’ access to
technologies, and how technology and communication strategies in general are
leveraged to gain information about emergencies, risks, or security issues.

Political Environment

The following section on the political environment examines both the environment
in which community policing takes place, as well as how technologies have been
regulated and leveraged by the public sector in Nicaragua. Given the Nicaraguan
police force’s legacy of community oriented policing and grassroots security efforts,
significant attention is paid to the communications strategies used by police to
interact with community members and thereby promote security and build trust.

Police and Community Oriented Policing

In spite of having the smallest police force in Central America, with lower average
salaries, Nicaragua has consistently highly rated police forces and low levels of
violence. The Nicaraguan National Police, or PNN by their initials in Spanish, totals
just 11,732 members, as of 2013, with a monthly salary of approximately €113.1039
While Nicaragua’s ratio of 1.9 officers to 1,000 inhabitants is on par with that of
Guatemala’s 1.7 to 1,000, this pales in comparison to the 3.5 officers per 1,000
1038 GSMA Intelligence. (2016). Connected Society: Inclusión digital en América Latina y el Caribe. GSMA
Intelligence. Retrieved from
https://www.gsmaintelligence.com/research/?file=bc2039b5cc86be21d1299ba3a7b1bde2&download
1039
Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
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inhabitants in El Salvador.1040 Consistent with the police governance structure seen
across Central America, the PNN is bolstered by the country’s armed forces and
falls under national control. Armed forces are largely responsible for “providing
security in rural areas that lack police presence.”1041 Even with national control, the
PNN has focused on a decentralised approach with ongoing commitment to
institutional innovation and strong institutional leadership.1042 Known for its
grassroots focus on prevention, consistent with its founding as part of the
Sandinista government, the model has developed over time.1043
Nicaragua’s police force was established in 1979, following the Sandinista revolution
and present day police leadership is intertwined with Sandinista history. This has
advantages and disadvantages, as the force has incorporated significant grassroots
and community-oriented tacts into its success, but with a growing consolidation of
power by Sandinista leadership, this alignment may threaten the force’s overall
independence. Nicaragua underwent a more formal police reform in 2014, replacing
legislation from 1996. The reforms institutionalized many of the already ongoing
community efforts, such as volunteering community patrols, but also allowed for
the “direct presidential link” by designating the president as the commander of the
force, challenging some efforts at decentralization.1044
Generally speaking, the PNN is known for lower levels of police turnover, lower
levels of corruption, and “one of the highest levels of trust of all police departments
in Latin America.”1045 In reporting by KPBS News, the police are described as “a
generally trusted police force that focuses on crime prevention.”1046 Indeed,
numerous reports indicate that the police force in Nicaragua is well liked, and the
national police director, Aminta Granera, is often ranked as the country’s “most
popular public figure.”1047 Granera proudly and actively promotes the country’s
community oriented policing model. Quoted here in InSight Crime, Granera
describes the community orientation of the policing model: “Our policing model is a
model that is preventative, proactive, communitarian, deeply rooted in the heart of

1040 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1041 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1042 Mejía, M. G. (2015, June 26). How effective is community-based policing? The case of Nicaragua. Retrieved
from http://blogs.iadb.org/caribbean-dev-trends-old/2015/06/26/effective-community-based-policing-casenicaragua/
1043 Budd, M. (2013, November 12). Countering Militarised Public Security in Latin America: Lessons from
Nicaragua. Sustainable Security. Retrieved from https://sustainablesecurity.org/2013/11/12/community-policingin-nicaragua/
1044 Giraldo, C. M. (2014, July 25). Nicaragua Police Reforms Could Politicize Security. InSight Crime. Retrieved
from http://www.insightcrime.org/news-analysis/nicaragua-police-reforms-could-politicize-security-forces
1045 Mejía, M. G. (2015, June 26). How effective is community-based policing? The case of Nicaragua. Retrieved
from http://blogs.iadb.org/caribbean-dev-trends-old/2015/06/26/effective-community-based-policing-casenicaragua/
1046 Replogle, J. (2014, July 29). Why Nicaraguan Kids Aren’t Fleeing to U.S. KPBS News. Retrieved from
http://www.kpbs.org/news/2014/jul/29/why-nicaraguan-kids-arent-fleeing-to-the-us/
1047 Replogle, J. (2014, July 29). Why Nicaraguan Kids Aren’t Fleeing to U.S. KPBS News. Retrieved from
http://www.kpbs.org/news/2014/jul/29/why-nicaraguan-kids-arent-fleeing-to-the-us/
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the community, and I think that that is its greatest strength.”1048 Quoted again in
another article on Nicaraguan policing, Granera declares: “The success of our police
is explained by its deeply rooted link to the community...We integrate three types
of prevention work in the field: the mere police officer on patrol, checkpoints and
intelligence, and sharing prevention work information with other government
agencies.”1049 These summaries point to the fundamentals of a sound policing
model, in which local level engagement is prioritized and complemented by higher
level operations such as intelligence sharing and prevention methods.
This stands in contrast to approaches taken in countries such as El Salvador, where
prevention tactics are frequently overshadowed by a police force overwhelmed by
rampant gang violence and struggling with police corruption and violence. In El
Salvador, the prison population overwhelms the state’s capacity, and the prisons
are also used as nodes in the power game manipulated by the gangs. Indeed,
writing for NPR on community policing and imprisonment in Central America, Eyder
Peralta summarizes: “The unintended consequence was that prison gave gangs the
time and peace to organize and recruit.”1050 Belying this reality is Nicaragua’s
divergent history with regard to gangs from the rest of Central America. The growth
of gangs in countries such as Honduras or El Salvador were linked to deportations
from gang-ridden cities such as Los Angeles in the 1990s.1051 Nicaraguans,
however, largely immigrated to Costa Rica, Northern California, or Miami, where
gang violence was less common and criminal deportations were therefore fewer.1052
Nicaragua has also generally seen lower levels of outmigration than its Central
American neighbors, leaving fewer families with parentless households, and fewer
children left vulnerable to criminal behavior or recruitment by gangs.1053 This in turn
has enabled Nicaragua to advance a significantly “softer” response to criminality
and gang violence overall. For example, even as the country transitioned away from
Sandinista leadership under the administration of President Violeta Chamorro in
1990, “...reforms produced security institutions that respected the rule of law,
coordinated with community organizations, and confronted rising criminality with
greater capacity. Following the post-transition reforms, Nicaraguan security
institutions emerged with improved capacity to control the issues that had
stimulated youth violence.”1054 This approach has also included a “continuous state

1048 Stone, H. (2012, March 9). Exporting Nicaragua’s Security Model. InSight Crime. Retrieved from
http://www.insightcrime.org/news-analysis/exporting-nicaraguas-security-model
1049 Alava, H. (2014, March 26). Nicaraguan and Ecuadorian police cooperate to fight organized crime. Diálogo:
Digital Military Magazine. Retrieved from https://dialogo-americas.com/en/articles/nicaraguan-and-ecuadoreanpolice-cooperate-fight-organized-crime
1050 Peralta, E. (2014, October 28). With A Soft Approach On Gangs, Nicaragua Eschews Violence. NPR. Retrieved
from http://www.npr.org/sections/parallels/2014/10/28/359612148/with-a-soft-approach-on-gangs-nicaraguaeschews-violence
1051 Stone, H. (2012, March 9). Exporting Nicaragua’s Security Model. InSight Crime. Retrieved from
http://www.insightcrime.org/news-analysis/exporting-nicaraguas-security-model
1052 Stone, H. (2012, March 9). Exporting Nicaragua’s Security Model. InSight Crime. Retrieved from
http://www.insightcrime.org/news-analysis/exporting-nicaraguas-security-model
1053 Replogle, J. (2014, July 29). Why Nicaraguan Kids Aren’t Fleeing to U.S. KPBS News. Retrieved from
http://www.kpbs.org/news/2014/jul/29/why-nicaraguan-kids-arent-fleeing-to-the-us/
1054 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
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of modernization” including an explicit focus on community policing and gang
prevention.1055
Nicaragua outlines their approach to community oriented policing (COP) through a
plan known as the Plan de Acción y Exposición ‘Policía-Comunidad.’ This plan is
considered an organizing principle, under which other NGOs and international
development organizations can then support governmental efforts, helping ensure
their success.1056 An explicit community orientation also becomes part of force
members’ training, and police are encouraged to uphold “self-accountability.”
Accountability is also maintained through an internal affairs office that can receive
citizen complaints against officers.1057 These community-oriented security strategies
have been credited with Nicaragua’s success in reducing violence and keeping gang
activity to a minimum as compared with the rest of the region. These strategies
have included “non-repressive anti-gang policies to reduce youth violence and gang
criminality,”1058 which include neighborhood level councils, outreach with youth, and
specialized police stations for women, out of recognition that women often
experience sexual and gender based violence (SGBV).1059 In fact, approximately
40% of the country’s approximately 12,000 member force is female.1060 Another
effort has focused on reducing the availability of military weapons, and many
community programs have been oriented around “turn-in” programs, in order to
help de-escalate violence, and in turn reducing the need for police militarization in
response.1061
While Nicaragua’s approach has been decidedly softer than the mano dura or “iron
fist” approach seen in neighboring countries like El Salvador, critics nonetheless
recognize some exceptions to this grassroots approach. For example, the grassroots
approach from the Sandinista legacy has also meant that some local level
relationships through “community volunteers” or “‘neighborhood watch’ style
organizations left over from the socialist revolution”1062 may have taken on

1055 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1056 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1057 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1058 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1059 Budd, M. (2013, November 12). Countering Militarised Public Security in Latin America: Lessons from
Nicaragua. Sustainable Security. Retrieved from https://sustainablesecurity.org/2013/11/12/community-policingin-nicaragua/
1060 Johnson, T. (2011, November 16). How a grandmother and aspiring nun became Nicaragua’s top cop.
Christian Science Monitor. Retrieved from http://www.csmonitor.com/World/Americas/2011/1116/How-agrandmother-and-aspiring-nun-became-Nicaragua-s-top-cop
1061 Preciado, L. E. (2015, September). State approaches toward reducing youth violence in Honduras and
Nicaragua. Naval Postgraduate School. Retrieved from
http://calhoun.nps.edu/bitstream/handle/10945/47317/15Sep_Preciado_Luis.pdf?sequence=1
1062 Stone, H. (2012, March 9). Exporting Nicaragua’s Security Model. InSight Crime. Retrieved from
http://www.insightcrime.org/news-analysis/exporting-nicaraguas-security-model
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“security roles” 1063 that are inappropriate, or allowed community members to
consolidate power at the expense of others. Nonetheless, the methods outlined
above point to an important set of principles that have proven successful in
bolstering community safety, even in an impoverished and unequal society.

Implementing Environment
One precedent example is the Dimitrov neighborhood in Managua, Nicaragua’s
capital. The Dimitrov neighborhood is one that saw a significant improvement in
crime reduction following the implementation of a “community patrol” program.
National Police officers communicate regularly with community stakeholders, even
offering negotiation during community conflicts with gang members.1064 This is
consistent with the PNN’s overall approach, which is very communications based,
and is described as “talking constantly with the citizenry.”1065
Another police related example is the Red de Promotoras Voluntarias Solidarias, a
network of community volunteers who help to connect women affected by violence
to resources. Countrywide, there are approximately 4,500 “promotores” or
volunteer advocates, who help by creating local action plans, and administering
trainings, home visits, and mobile counseling.1066
A mobile-focused precedent example is ChatSalud, a SMS-based sexual and
reproductive health hotline developed by Peace Corps, Red Cross, and local
Nicaraguan partners. The hotline relies on FrontlineSMS software to develop an
auto-response function to promote knowledge about reproductive health, safer sex,
HIV/AIDS, STIs, and domestic violence.1067 While the example does not explicitly
engage with security or violence, the initiative nonetheless demonstrates the
potential for communications targeted to technologies that are accessible and
appealing, particularly to youth. Another precedent examples is the Miles de Manos,
or “A Thousand Helping Hands” program sponsored by GIZ in Guatemala,
Honduras, El Salvador, and Nicaragua to promote violence prevention and youth
engagement.1068

1063 Peralta, E. (2014, October 28). With A Soft Approach On Gangs, Nicaragua Eschews Violence. NPR. Retrieved
from http://www.npr.org/sections/parallels/2014/10/28/359612148/with-a-soft-approach-on-gangs-nicaraguaeschews-violence
1064 Ramsey, G. (2011, November 9). How Community Ties Kept ‘Mara’ Gangs Out of Nicaragua. InSight Crime.
Retrieved from http://www.insightcrime.org/news-analysis/how-community-ties-kept-mara-gangs-out-ofnicaragua
1065 Johnson, T. (2014, September 1). Why are Nicaraguan youths staying put while neighbors migrate north?
The Christian Science Monitor. Retrieved from http://www.csmonitor.com/World/Americas/2014/0901/Why-areNicaraguan-youths-staying-put-while-neighbors-migrate-north
1066 Reyes, Y. P. (2014, December 17). Realizan 8vo encuentro nacional de promotoras voluntarias solidarias. El
19 Digital. Retrieved from https://www.el19digital.com/articulos/ver/titulo:24647-realizan-8vo-encuentro-nacionalde-promotoras-voluntarias-solidarias
1067 Lew, C. (2013, June 19). Reach for Your Pocket: Nicaraguans Turn to their Phones for Reproductive Health.
National Geographic Voices. Retrieved from http://voices.nationalgeographic.com/2013/06/19/reach-for-yourpocket-nicaraguans-turn-to-their-phones-for-reproductive-health/
1068 GIZ. (N.D.) Preventing youth violence in Central America. GIZ. Retrieved from
https://www.giz.de/en/worldwide/13494.html
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Concluding Remarks

Overall, a closer look at the ways in which people access information and
communicate with regard to security in Nicaragua reveals an environment of high
trust in police, and increasing access to mobile technologies. While access to mobile
and internet technology has increased significantly in the last decade, gaps in
access are troubling, particularly due to exceedingly high costs of coverage and the
country’s low levels of income. Nonetheless, the police force’s grassroots approach
to community safety, including many accessible methods of community
engagement such as local patrols, mediation, and targeted reporting programs for
vulnerable groups such as women, have all served to meet community members
“where they are” with regard to their security needs.
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Desk Reviews: Eastern Europe
Introduction
The following desk research reports serve as background on the information and
technology landscape in the Eastern European countries of Bosnia and Herzegovina,
Kosovo, and Serbia. This desk research was conducted in preparation for fieldwork
that took place in the region between November 2016 and March 2017. For each of
the three countries, the desk report begins with a brief country history, background
on security, and then continues on to describe five key “lines of inquiry,” as defined
by SIMLab’s Context Analysis Framework. The framework aims to understand the
context in which people access inclusive technologies, and how this relates to
human security at the community level.
The desk review is conducted using secondary sources and aims to provide a brief
historical background of each country and a general discussion on the country’s
demographics, contextualized to how these characteristics may impact the
technology and communications landscape in the country, particularly as it relates
to citizen security. The reports build on the existing findings from ICT4COP
researchers, and also use source material such as national and international
reports, government data and research, published academic literature, or grey
literature from businesses, think tanks, or multilateral organizations. The analysis
focuses on information and communications capabilities, usage patterns,
infrastructure, regulatory policies, recent trends, public and private
investments/interventions, and how this influences the use of inclusive technologies
by communities and security services. As such, the desk review serves as: general
preparation for fieldwork wherever possible, an indication of areas to focus on
during the fieldwork, and the preparation for an eventual country level report on
overall findings regarding communications and security in Eastern Europe.

Ongoing Research
The ICT4COP Eastern Europe work package has conducted research over the course
of 2016, including extensive desk research on community policing and in-country
fieldwork in the form of KIIs in a range of communities across all three countries.
This work helped guide the urban and rural sites chosen for the SIMLab fieldwork,
and is summarized here as context for the SIMLab desk research that follows.
Overall, research reveals a growing sense of safety in the post-conflict years in the
three countries, but a remaining uncertainty about the trustworthiness of
government, including the police. Concerns remains over high rates of
unemployment, discrimination against women and the elderly, and the vulnerability
of youth to violence and even to extremism, such as in Kosovo.
In Bosnia and Herzegovina, research indicates that COP has been introduced as a
tool through initiatives promoted by donor agencies, as part of an overall effort
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toward police reform. One example is the pilot with the Swiss Agency for
Development and Cooperation (SDC) between 2004 and 2007 in Zenica, which
preceded a UNDP Safer Communities Project in 2009, and built on the city’s
existing “citizen security forum.” The forum appears to have been a successful
means through which to exchange information between police and community
members. Other examples have included hotlines to allow citizens to report
potential issues, such as the free hotline known as Krimolovci, supported by the
European Union Police Mission (EUPM) between 2003 and 2005. Police reform is
taking place against a backdrop of significant organized crime and corruption, with
a number of different, overlapping policing bodies. Research findings indicate that
trust in police varies, at approximately half of the population. Ethnic, political, and
territorial tensions are common among the three national groups of Bosniaks,
Serbs, and Croats, which also manifests itself in discrimination against ethnic
minorities, such as the Roma. In terms of the cross-cutting themes of gender and
youth, the research outlines high rates of unemployment, particularly for youth. In
terms of gender, research indicates clear gender inequalities, including human
trafficking and violence against women, and discrimination against LGBTI persons.
In Kosovo, research reveals that COP is an uncommon term at the local level,
mostly familiar through other related initiatives, such as Community Safety Action
Teams, or Local Public Safety Committees, although community policing was
introduced as a strategy with an action plan in 2012. Security is formally provided
by the Kosovo Police (KP), and state institutions, while improving, are still
perceived as corrupt and tending toward nepotism. In the post-conflict years,
research suggests a gradual shift away from concerns over violent conflict, and
more toward public safety concerns such as traffic or pollution, with 45% of polled
respondents in a 2011 indicating that they feel “very safe.” Unemployment remains
a key economic concern, and surveys indicate that the elderly are perceived as
those experienced higher rates of discrimination, followed by youth, and women
and girls.
For youth specifically, research indicates issues with youth violence, particularly in
schools, and growing concerns over youth radicalization, given the country’s Muslim
population. The research indicates several ICT initiatives that have attempted to
address inequalities facing youth in particular, such as a mobile application for
reporting sexual harassment of women and girls, as well as a data management
system for reporting cases of school violence.
In Serbia, research indicates that police involvement in previous conflicts has
limited trust in police, with a TNS Medium Gallup poll indicating that approximately
35% of the country reporting trust of the police, 31% reporting ambivalence, and
32% reporting a lack of trust in the police, and 37% of respondents indicating they
would not report a crime to the police. In 2013, community policing strategy was
released by the national government, and began to be formally implemented in
Serbia as of July 2015. Nonetheless, research indicates that this strategy has built
on some previous implementation of community policing strategies beginning as
early as the early 2000s, much like as in Bosnia, and promoted in large part by the
Deliverable 3.2 | Desk Review

167

OSCE, as the main international actor supporting police reform in the country.
Broadly speaking, critical safety issues at the national level are broadly identified as
organized crime, drug addiction and trafficking, and corruption, whereas petty
crime and mugging are additionally identified at the local level. In terms of
community trust building and partnerships, local government is identified as a key
stakeholder in communications between government and the community. With
regard to ICTs specifically, the research indicates a SOS hotline that emerged in the
early 1990s as a resource for women, that is still in existence across the country.
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Desk Review: Bosnia and
Herzegovina
Executive Summary

The desk review utilizes SIMLab’s Context Analysis Framework and was drafted in
advance of SIMLab fieldwork conducted in Bosnia and Herzegovina (BiH) in
February 2017. Per the SIMLab Context Analysis Framework, the desk review
generally addresses five key lines of inquiry: People, Community, Market
Environment, Political Environment, and Implementing Organizations, all related to
the context in which people access inclusive technologies in Bosnia and Herzegovina
(BiH). In this vein, the desk review covers topics such as: poverty levels, gender
roles, literacy levels, data protection and privacy, economic indicators, political
dynamics, access to and affordability of technology, openness to adoption of new
technologies, and mobile phone and internet penetration. The desk review also
assesses literature and policy documents related to the concept of community
policing as well as communication between citizens and the police. Additionally, the
desk review may serve to support informed design and research decisions around
the use of inclusive technologies, including in a possible pilot project in the region.

Abbreviations
BiH

Bosnia and Herzegovina

RS

Republika Srpska

SFRY

Socialist Federal Republic of Yugoslavia
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Brief Country History

Throughout its history, Bosnia and Herzegovina (BiH) has been known as a
multicultural, multiethnic site where West meets East. Historically, three major
ethnic groups have dominated: the Muslim Bosniaks, Catholic Croats, and the
Orthodox Serbs. Other ethnic minorities include Turks, Roma, Jews, Montenegrins,
and Albanians, among others. A similar ethnic composition remains today.1069 This
ethnic diversity has frequently been used by local and international political actors
to advance strategic and political agendas and is explored in greater detail in the
following discussion on the political environment.
Due to its limitation in scope, the desk review includes only a brief account of
Bosnia and Herzegovina's violent history. In the past, two major regional powers
have ruled in BiH. The Ottoman Turks ruled for over four centuries, from the mid
15th century to late 19th century,1070 followed by shorter period of time rule by
Austro-Hungarian Empire between 1878 and 1918. Bosnia and Herzegovina is often
mentioned in historical narratives as the site of the beginning of the First World War
in 1914 after the assassination of Archduke Franz Ferdinand in Sarajevo.1071
Between the two World Wars from 1918 to 1945, BiH was part of the Kingdom of
Yugoslavia.1072 Following the Second World War and before the country’s civil war
in the 1990s, BiH was one of the six constituent federal republics that comprised
the Socialist Federal Republic of Yugoslavia (SFRY).1073
Modern day BiH formed after a civil war that lasted between 1992-1995 and
following peace brokered by an international peace agreement known as the Dayton
Peace Agreement.1074 Today, two entities comprise BiH: the Federation of Bosnia
and Herzegovina (FBiH) and Republika Srpska (RS). Additionally, there is also the
special Brčko District (BD), which is a self-governed administrative unit over which
both entities have sovereignty.1075 The capital city of BiH is Sarajevo.
As a result of these conflicts, the region has seen significant migration and loss of
population. The most recent conflict, the civil war of 1990s, took approximately
100,000 lives.1076 Additionally, by the end of the conflict, “900,000 had become
refugees in neighboring countries and Western Europe, while a further 1.3 million
Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings in
Bosnia and Herzegovina, 2013.
1070
Koller, M. and H. Karpat, K. (2004). Ottoman Bosnia: A History in Peril. University of Wisconsin Press.
1071
Albertini, L. (2005). The Origins of the War of 1914. Volume 3. Enigma Books.
1072
United Nations General Assembly Security Council. (1995). The General Framework Agreement For Peace in
Bosnia and Herzegovina. Retrieved from
http://peacemaker.un.org/sites/peacemaker.un.org/files/BA_951121_DaytonAgreement.pdf
1073
Tokaca, M. (2013). Bosanska knjiga mrtvih: Ljudski gubici u BiH 91–95 (The Bosnian book of the dead: Human
losses in BiH 91–95).
1074
Cutts, M. (1999). The humanitarian operation in Bosnia, 1992-95: dilemmas of negotiating humanitarian
access.
1075
Zavod za statistiku Bosne i Hercegovine. Population Census 1991. http://fzs.ba/index.php/popisstanovnistva/popis-stanovnistva-1991-i-stariji/
1076
Tokaca, M. (2013). Bosanska knjiga mrtvih: Ljudski gubici u BiH 91–95 (The Bosnian book of the dead: Human
losses in BiH 91–95).
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had become internally displaced.”1077 This is particularly significant considering that
the pre-conflict population of the republic stood at just 4,377,000 according to the
1991 Census.1078 Nonetheless, following the Dayton Peace Agreement, BiH has been
able to maintain relative peace. However, after 21 years of the Peace Agreement,
the country’s cohesion of its two main entities and overall government functionality
is still very fragile. Further below, the desk review will elaborate more on related
issues of governance and politics in the community and political environment
section of this desk research.

Lines of Inquiry
People
According to the country’s most recent census in 2013, BiH’s total population
stands at 3,531,159.1079 Sex distribution is fairly even, with women comprising
50.94% of the population, while men comprise 49.06%. In terms of ethnic
composition, the Muslim population stands at 1,769,592 or 50.11% of the overall
population, Croats at 544,780, or 15.43%, Serbs at 1,086,733, or 30.78%, and
other minorities together at 96,539, or 2.73% of the total population.1080 When
demographic composition is examined by entities, clear divisions along are visible,
a product of the civil war of the 1990s. For example, the Bosniak population
represents 70.40% of the total population of FBiH entity, while in the case of the
Republika Srpska, the Serbian population represents 81.51% of the entity’s total
population. These clear ethnic divisions have proven to be a great obstacle for
governing BiH under a unified national identity.

Poverty and Employment
The 2013 Census also reports on unemployment in BiH. In 2013, the total
unemployment rate1081 in BiH stood at 32.2%, or 328,632 people. Of that number,
189,632 were man, 139,000 were women. Divided by each federal entity, 200,326
unemployed individuals from the total number of unemployed were from FBiH,
120,726 from RS and 7,580 from the Brcko Distrikt.1082 It should be noted that
these numbers must be taken with reservation, given the “grey market economy”
in BiH, where people are often involved in work that is not always properly
registered or is otherwise under reported to the census.
Cutts, M. (1999). The humanitarian operation in Bosnia, 1992-95: dilemmas of negotiating humanitarian
access.
1078
Zavod za statistiku Bosne i Hercegovine. Population Census 1991. http://fzs.ba/index.php/popisstanovnistva/popis-stanovnistva-1991-i-stariji/
1079
Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings
Bosnia and Herzegovina, 2013.
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Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings
Bosnia and Herzegovina, 2013.
1081
Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings
Bosnia and Herzegovina, 2013.
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Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings
Bosnia and Herzegovina, 2013.
1077

Deliverable 3.2 | Desk Review

in
in
in
in

171

Of those registered in the census, well over half, at 56.9%, are registered as
“inactive,” the largest segment of the overall working age population.1083 This
includes classifications such as retired, homemaker, student, or disabled or unable
to work. So-called “inactivity” is more common for women, of whom 67.9% are
characterized as inactive, while 30% are unemployed, and just 22.4% are
employed.1084 Men, by contrast, have 45.1% registered as inactive, approximately
on par with the percentage of men who are employed, at 42.5% of men, while just
22.5% of men are characterized as unemployed.1085 Although not directly correlated
to usage of or access to ICTs, these marked differences between men and women
are important to highlight, as they indicate the extent to which men and women
might have different access to expendable income by nature of holding paid
employment, or different levels of freedom to leave the home, acquire a mobile
phone, purchase airtime on a regular basis, etc.
Related to labor dynamics, a 2011 survey on household expenditures, reveals
national poverty levels at 17.9% of the total population, impacting an estimated
566,025 people or 177,277 households.1086 Poverty is defined here per the
European Commission’s definition of relative poverty, in which “persons, families
and groups of persons whose resources (material, cultural and social) are so limited
as to exclude them from the minimum acceptable way of life in the Member State in
which they live.” In the terms of two geographic entities, the FBiH poverty level
stands at approximately 17.1% of the entity’s total population of 349,756 people,
while in RS that level was slightly higher, at 19.5% of the total population.1087
Based on a 2007 Household Budget Survey (HBS), the poverty line in BiH is
equivalent to 3,154.18 BAM, or €1,611.64.1088 The 2007 HBS also provides data on
poverty indicators and several key patterns emerge. According to the survey, the
larger the household, the higher the incidence of poverty. In general, poverty is
higher in rural areas compared to urban areas. Interestingly, female headed
households approximately 21.6% of all households, are considerably less poor than

Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings in
Bosnia and Herzegovina, 2013.
1084
Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings in
Bosnia and Herzegovina, 2013.
1085
Agency for Statistics of Bosnia and Herzegovina. (2013). Census of Population, Households and Dwellings in
Bosnia and Herzegovina, 2013.
1086
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo. Retrieved from
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
1087
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo. Retrieved from
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
1088
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2007)The BiH Household Budget Survey 2007: Poverty and Living
Conditions. Technical Report.
http://www.bhas.ba/ankete/hbs_07_001-en.pdf
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those headed by men.1089 According to the same report, there are no instances of
“absolute poverty,” in which a person is unable to meet basic needs such as food,
clothing, or shelter.1090 This information should be taken with some reservation due
to the existence of populations that may be underreported or difficult to measure,
such as homeless or Roma populations.

Literacy and Education
In the terms of literacy, approximately 2.82% of the BiH population is illiterate,
according to the Census from 2013. Of the 89,794 total illiterate people, 12,237
were men, representing 14% of the illiterate population and just 0.79% of the total
male population, and an overwhelming 77,557 were women, representing 86%
percent of the illiterate population and 4.76% of total female population.1091 This
significant gender gap clearly points to deeper social dynamics that will be critical to
consider during further research and fieldwork, as this will undoubtedly impact
women’s access to information and communications technologies. Notably, the
female segment of working-age population in BiH have much higher level of
participation in the primary school level education at 48.1% as compared to just
27.1% for men. However, participation at the high school level favors men with
62.4% as compared to 42.4% for women.1092 This is rather intriguing fact and it
would be interesting to know if this gender gap in education in some ways changes
perception and experiences of personal and community security between men and
women.1093
When it comes to computer literacy, according to the Census from 2013, in the BiH
there are 1,152,353 individuals or 36.2% of the total population who reported
knowing how to use computers, and 758,800 or 23.9% who reported partial
familiarity. Out of those numbers, there are 593,012 man and 559,341 women1094
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2007)The BiH Household Budget Survey 2007: Poverty and Living
Conditions. Technical Report.
http://www.bhas.ba/ankete/hbs_07_001-en.pdf
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http://www.bhas.ba/ankete/hbs_07_001-en.pdf
1091
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http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
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who know how to use computers. It is interesting to note that these numbers are
fairly equal, particularly given the relatively large gender gap in written literacy as
mentioned above. At the same time, there are 1,229,972 (38.7%) people from the
total population who are computer illiterate.1095 Out of those numbers there are
545,075 man and 684,897 women who reported not knowing how to use
computers.1096 The large number of computer illiterate people certainly puts this
segment of BiH citizens in a disadvantaged situation and removes them from many
different opportunities that modern technologies can offer, including programs
intended to improve public safety or increase communication with police.
After the general overview of people in BiH discussed above, the following section
on community will provide more detailed information about two research sites
chosen for upcoming field trip.

Community
As mentioned above, contemporary Bosnia and Herzegovina (BiH) is comprised of
two entities: the Federation of Bosnia and Herzegovina (FBiH) and Republika Srpska
(RS), as well as the special district of Brčko. The former entity is predominantly
populated by Bosniak-Muslim and Croat-Catholic ethnic population, whereas the
latter is predominantly populated by the Serbian-Orthodox. The Brčko District is
ethnically diverse with the following ethnic composition: 42.36% Bosniaks
(35,381), 34.58% Serbs (28,884) and 20.66% Croats (17,252).1097 the federation
(FBiH) is divided in ten “cantons,” territorial and administrative units each with its
own local government and responsibilities. Such division and partition of power
complicates the federation’s governance and slows down decision making
processes. In addition to the cantonal divisions, each entity is further divided into
municipalities for a total of 143 municipalities known as Općine or Opštine, of which
63 are located in the RS and 80 in the FBiH.1098 For the purposes of the ICT4COP
research, two target communities were chosen in Bosnia and Herzegovina (BiH) to
offer a comparison between urban, with the city of Banja Luka and rural, with the
municipality of Derventa. Both research sites are part of the Republika Srpska.
BiH is classified as a middle-income country with a GDP of $16.19 billion.1099
Though BiH enjoyed healthy economic growth between 2000-2007 according to the
WB report, with GDP fluctuating between 5.5% and 8.76%, due to the economic
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo. Retrieved from
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
1096
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo. Retrieved from
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
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Agency for Statistics of Bosnia and Herzegovina. Census of Population, Households and Dwellings in Bosnia and
Herzegovina, 2013.
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United States of America. Department of Commerce. (2016). Doing Business
in Bosnia and Herzegovina: 2016 Country Commercial Guide for U.S. Companies
http://photos.state.gov/libraries/sarajevo/30982/pdfs/2016-bih-ccg.pdf
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recession in 2008, that positive trend was reversed.1100 For example, in 2005 BiH
GDP growth stood at 8.76%, while in 2009 GDP growth was a negative 2.87%, with
significant job loss in the industrial sector. Nonetheless, that trend has since
reversed and in 2015 the GDP went back to positive 3.16%.1101
Despite positive reversal, the World Bank reports that in 2013, only 22 out of every
100 people were employed in BiH.1102 Such low numbers of employed people is very
concerning and can leave possible negative consequences on overall production
sustainability and consumption, liquidity of pensions system, tax revenues, etc.
Poor employment trends were continued in 2016 too. The level of unemployment
for the whole BiH stood at 25%. In the terms of gender, female level of
unemployment was slightly higher compared to male and it stood at 30% and male
at 22,5%.1103 As reported by BTI1104 in 2014, women comprised only 38.8% of the
total labor force in BiH, which represents one of the lowest in Europe. These
numbers perhaps reflect previously noted gender balance gap in education and
literacy and should be taken as a serious indicator for structural reforms and
greater push for female inclusion and better education.
Even more concerning data related to depth of social problems in BiH was reported
in 2007 by the UNDP.1105 They reported that “over 50% of the population is socially
excluded in some way” and according to their Extreme Social Exclusion Index
(HSEI-1), 22% of BiH citizens was extremely excluded from the most basic
processes and has no access to realize even the most basic societal needs. This
source too indicates that women, ethnic minorities, internally displaced people,
Roma, elderly, youth and people with disabilities are at greater levels of exclusion,
vulnerability and poverty compared to overall population. That being said, it is clear
that there are a lot of structural issues that has to be addressed in order for
Bosnian society to offer same opportunities to all members of its society and fill
current gaps that Bosnian women experiencing in education, labor and general
social participation.

Banja Luka
The first site, Banja Luka, is the largest city in RS and the second largest in BiH,
second only to Sarajevo. As of 2013, the city of Banja Luka had 185,042
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inhabitants.1106 Banja Luka is central in many ways: as a transportation hub, and an
academic, political, commercial, and administrative center. The city is centrally
located between three regional capital cities: Sarajevo, Zagreb, and Belgrade. The
lower course of the river Vrbas runs through the city and has flooded the city as
recently as 2014 with partial flooding and 2010 when the damage was much more
severe. Considering the frequency and damage caused by these floods, it will be
useful to examine how these natural disasters have informed the region’s response
system during the fieldwork.
Overall, the city has 57 local communities (“mjesne zajednice”),1107 which represent
a form of citizen direct democracy and self-governance. The governance model
dates from the socialist era of former Yugoslavia, and continues to be used in
reference to this particular form of administrative and territorial unit. It is
important to point out on the city’s demographic compositional change that took
place over the course of several decades between the most recent census in 2013
the census in 1991, which was the last conducted before the conflict. According to
the 1991 Census, Banja Luka had a slightly smaller total population (143,079) than
today, with the following ethnic composition: 70,155 Serbs (49.03%), 27,689
Bosniaks (19.35%), 15,700 Croats (10.97%), and 22,645 Yugoslavs (15.82%).1108
It is clear to see the major demographic change, as the overall Serbian population
more that doubled in its size whereas the Bosniak and Croatian population lost
close to two-thirds of the pre-conflict population. Needless to say that the primary
reason for this marked demographic change was the civil war of 1990s, with
ethnically motivated violence that caused significant migration along ethnic lines.
Given the demographic distribution outlined above, it is clear to see that Banja Luka
has little ethnic diversity and multiculturalism. Similarly, it is rare to hear about
ethnic tensions within the city itself or among its residents, primarily due to the fact
that non-Serbian ethnic groups are often too small or marginalized to be vocal or to
advocate for issues of safety or security. According to 2013 census data, 2.13% of
the city’s population is illiterate, totaling 3,553 people. Of that number, 515 are
men, just 0.64% of the total male population, while 3,039 are women with 3.5% of
total female population.1109 Just as with literacy, the city’s female population also
have lower rates of education, with 2.6% of women without education, totaling
4,829, compared to 943 men, just 0.5% of the male population.1110 It is important
to keep these numbers in mind as the research progresses, as this gender gap in
Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
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literacy and education may very well impact how women are able to access
information about services, safety, and security in their communities.
On average, the monthly gross salary in Banja Luka was 1,304.99 BAM as of 2013,
equivalent to approximately €669.79.1111 Unemployment numbers vary across the
Republic, with 38% of the total population in RS registered as unemployed in 2013,
while in the first quarter of 2014, the city of Banja Luka had a significantly lower
rate of 10%.1112 According to the 2013 census, out of total number of unemployed
in 2013 in the city of Banja Luka, there were 9,988 unemployed man and 8,686
women.1113 Interestingly, despite the greater number of women in Banja Luka with
no education or lower literacy levels than men, those disadvantages are not
necessarily reflected in employment numbers. Though unemployment is lower in
Banja Luka, the high unemployment level in RS and overall in BiH represents a
significant problem and a potential concern for security and possible increases in
crime.
Banja Luka’s economy is dominated by companies in oil, gas, and electric energy,
along with one company from telecommunications.1114 According to the
Intermediary Agency for IT and Financial Services (APIF).1115 in 2013, the city of
Banja Luka had 2,366 active registered businesses with a total of 43,771 employed
people.1116 By the end of the first quarter of 2014, there were 130 privatized
companies, which represent 70.27% of all companies intended for privatization in
the city of Banja Luka.1117 Overall the process of privatization is showing slow
dynamics with a low number of privatized companies and generated income as a
result of privatization.1118 Naturally, due to the fact that a number of companies still
operate outside of the market-based economy and are subsidized by the
government they represent a significant burden to the taxpayers and healthy
economy.

Agency for Statistics of Bosnia and Herzegovina. Census of Population 1991. Ethnic composition of BosniaHerzegovina population, by municipalities and settlements. http://fzs.ba/index.php/popis-stanovnistva/popisstanovnistva-1991-i-stariji/
1112
Agency for Statistics of Bosnia and Herzegovina. Census of Population 1991. Ethnic composition of BosniaHerzegovina population, by municipalities and settlements. http://fzs.ba/index.php/popis-stanovnistva/popisstanovnistva-1991-i-stariji/
1113
Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
1114
Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
1115
http://www.apif.net/index.php/en/
1116
Republika Srpska, City of Banja Luka. (2014). Информација о стању у привреди и запошљавању у граду
Бањалуци (стање-крај марта 2014. године).
http://www.cidea.org/images/stories/documents/Info%20o%20stanju%20u%20privredi.pdf
1117
Republika Srpska, City of Banja Luka. (2014). Информација о стању у привреди и запошљавању у граду
Бањалуци (стање-крај марта 2014. године).
http://www.cidea.org/images/stories/documents/Info%20o%20stanju%20u%20privredi.pdf
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Republika Srpska, City of Banja Luka. (2014). Информација о стању у привреди и запошљавању у граду
Бањалуци (стање-крај марта 2014. године).
http://www.cidea.org/images/stories/documents/Info%20o%20stanju%20u%20privredi.pdf
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Derventa
The second research site, Derventa, is a much smaller municipality compared to the
city of Banja Luka. The municipality is located to the northeast of Banja Luka and is
just 18 miles from neighboring Croatia. In addition to the town of Derventa, the
municipality is comprised of 57 smaller villages and separated into 42
administrative units, known as mesne zajednice.1119 The town of Derventa sits on
the banks of river Ukrina and much like Banja Luka, suffered devastating floods in
2014 and 2010. As of the 2013 census, the Derventa municipality had 27,404
residents in total, while the town of Derventa had 12,680 residents.1120 The vast
majority of Derventa’s municipal population is Serbian with 81.5%, followed by
Croats with 9.38%, and Bosniaks with 6.91%.1121 Similar to Banja Luka, Derventa
has experienced notable demographic changes following the conflict of the 1990s.
In this case, the municipality not only saw a shift in its pre-conflict ethnic diversity,
but also lost approximately half of its population. As of the 1991 census, the
Derventa municipality had a total population of 56,489 residents, with the following
demographic composition: 40.6% Serbs 38.86% Croats, 12.54% Bosniaks, and
5.92% Yugoslavs.1122 The current religious composition in the Derventa municipality
is similar to the distribution of ethnicities, as the majority of people are Orthodox
Christian with 81.7%, followed by a small minority of Catholics with 9.1% and
Muslims at 6.96%.1123
As of December 2015, the unemployment level in the Derventa municipality stood
at 2,273 individuals or 8.29% of the total population.1124 It appears that this level
has increased since 2013 when 1,776 were unemployed, with men accounting for
slightly higher proportions of the unemployed population, at 56.8%, while 43.1%
were women.1125 This may be explained by the higher proportion of women in
Derventa’s footwear industry. In Derventa the leading industries are metal and
footwear manufacturing, along with construction and agriculture.1126 In 2015 in the
Derventa municipality, according to the municipality official website, there was 177
business entities, out of which 124 micro entities, 38 small, 11 middle and 4 big
entities with over 250 employees.1127 Overall, the average monthly gross salary in
2015 for Derventa municipality was 956 BAM, equivalent to approximately €488.47
Euros.1128

The Derventa municipality official web site. http://www.derventa.ba/derventa/index.php?pismo=lat&url=glavna
Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
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Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
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Agency for Statistics of Bosnia and Hercegovina. Census of Population 1991. Ethnic composition of BosniaHerzegovina population, by municipalities and settlements.
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Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
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The Derventa municipality official web site. http://www.derventa.ba/derventa/index.php?pismo=lat&url=glavna
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In the case of the Derventa municipality, the illiteracy rate stands at 3.3% with and
a noticeable gender gap between men and women, in which just 1.03% of the total
male population is illiterate as compared to 5.45% of the total female
population.1129 Similar to the levels seen in Banja Luka, in the Derventa municipality
there are significantly more women with no education as compared to men, with
4.7% of women without education and just 1.07% of men.1130
When it comes to computer literacy, according to the 2013 Census, in the city of
Banja Luka there are 79,187 individuals from the total population who reported
knowing how to use computers. On the flip side there are 56.838 people from the
total population who are computer illiterate. In the Derventa municipality that
number stands at 24.4% from the total population who knows how to use
computers whereas 41% of people from the total population are computer illiterate.
In both cases, there is no significant difference among genders when it comes to
knowledge of how to use the computer or computer illiteracy.
Overall, it is important to highlight that both research communities have undergone
major demographic changes in the post-conflict period, with shifts along ethnic
lines and in the case of the municipality of Derventa, significant population loss.[3]
That said, there are two ways to hypothesize about the current security in these
two research sites. One way to see it, especially if you are part of Serbian majority,
is to assume that security is nowadays better due to more ethnic cohesion and lack
of potential for ethnically motivated violence. However, on the flip side if you are a
member of minority within RS, particularly if you are returning back from an exile,
one may see their security worsen today compared to the pre-conflict time due to
previous experience.

Market Environment
After providing this brief overview of BiH economy the desk review turns now to
topics related to the ICT sector. According to the household budget survey (HBS),
from 2007, the annual average spent on communications, which includes includes
purchase of telecommunication equipment and paying monthly fees for their use, as
the part of the total household consumption was at 3.28% or 606.35 BAM,
equivalent to approximately 309.82 Euros.1131
Similarly, a 2011 survey on household expenditures reports that the annual
spending on communications as the part of total household consumption was
669.36 BAM, equivalent to approximately 342.01 Euros, representing an
Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
1130
Agency for Statistics of Bosnia and Hercegovina. Census of Population, Households and Dwellings in Bosnia and
Hercegovina, 2013.
1131
The BiH Household Budget Survey 2007: Poverty and Living Conditions.
http://www.bhas.ba/ankete/hbs_07_001-en.pdf
1129

Deliverable 3.2 | Desk Review

179

approximately 10% increase compared to 2007.1132 It should be mentioned also
that in 2011 monthly average for total household consumption was 1.569,33 BAM,
equivalent to approximately 801.86 Euros.1133 The same 2011 survey indicates that
74.8% of households included in the survey had monthly expenses that included
fixed telephones, 71.1% for mobile phones, 58.7% for television, 28.9% for cable,
and 25.4% for internet.1134
Considering that annual growth of mobile phone and internet use has been
noticeable, to be discussed more in details immediately below, it is reasonable to
assume that growth of the total household consumption related to communication
and ICT is even greater today. Measured by the ICT Development Index (IDI), BiH
was ranked 80th out of 175 countries in both 2015 and 2016, based on comparative
developments in information and communication technology (ICT) over time.1135
According to the index, 65.07% of the total BiH population uses the internet, with
53.60% of country households reporting internet at home along with 47.11% who
reported having computers.1136
In 2015, according to the Communication Regulatory Agency (CRA) of BiH 2015
annual report, there was 70 Internet Service Providers (ISP), consistent with 2014
numbers. The total reported number of internet users in 2015 was 2.78 million,
which represents a 72.41% penetration rate. Of that total, broadband subscribers
represent the vast majority, with 99.72% of total internet subscribers.1137 It should
be mentioned that according to a EU Commission report from 2016, that BiH
“remains the only country in the region that does not have a broadband
strategy.”1138 Furthermore, the same report brings to the light that “the ecommerce and e-signature laws at state level remain unimplemented due to the
absence of a supervisory body for accreditation.”1139 In order to be able to fully
utilize what online commerce and e-governance can offer to its end users and
government, this policy segment should be reviewed and implemented at earliest
time by BiH appropriate authorities.

Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo.
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
1133
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo.
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
1134
Bosnia and Herzegovina Agency for Statistics, Federation of Bosnia and Herzegovina Federal Office of Statistics,
and Republika Srpska Institute for Statistics. (2013) Survey on household expenditures in BiH 2011. Thematic
Bulletin 15. Sarajevo.
http://www.bhas.ba/saopstenja/2014/BHAS_HBS_BH_dv5-2.pdf
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1136
The ICT Development Index (IDI)-BiH Country Card
http://www.itu.int/net4/ITU-D/idi/2016/#idi2016countrycard-tab&BIH
1137
Bosnia and Hercegovina. The Communication Regulatory Agency (CRA). Annual Report of the Communications
Regulatory Agency for 2015. This is the last annual report posted at the CRA official web site (local language only).
1138
European Commission. (2016). Bosnia and Herzegovina 2016 Report. Brussels.
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European Commission. (2016). Bosnia and Herzegovina 2016 Report. Brussels.
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Fixed and Mobile Telephony
The licensed operators of public fixed and mobile telephone services in BiH are: 1)
BH Telecom Sarajevo, 2) Telekomunikacije Rs a.d. Banja Luka and 3) JP Hrvatske
Telekomunikacije d.d. Mostar. According to the CRA 2015 annual report, all three
operators combined had 785,755 of fixed telephone subscribers, which represents a
decline in subscribers compared to 1,022,475 subscribers of fixed line telephony in
2007.1140 The penetration of the fixed telephony stands at 20.45% subscribers per
100 citizens. Despite those poor indicators and according to the EU Commission
report (previously mentioned above) BiH is lacking “effective implementation of
market regulation” and as well “telecommunications sector policy has not been
adopted by the Council of Ministers, thus preventing new entrants’ access to the
market.”1141
While fixed telephony has declined, mobile telephony has enjoyed continuing
growth. For example, in 2013, the total number of mobile telephony subscribers
stood at 3,443,520 compared to 2,450,425 in 2007.1142 In 2015, however, there
were 47,688 fewer subscribers 2014, which may indicate that mobile phone
subscriptions have reached a peak.[3] The penetration of the mobile telephony
stands at 90.79% subscribers per 100 citizens in BiH, compared to just 23.21%
penetration for fixed telephony.1143
It should be noted that since 2013 there were few new entrants who were
registered providers of mobile service in BiH, they are as following: 1) IZI Mobil, 2)
Logosoft, te 3) Blicnet, 4) Telrad Net and 5) Elta-Kabel (who have started with its
operation in 2015 and was not included in the Annual Report of the CRA for 2015).
However they are not licensed operators but rather they are operating under
commercial contracts with other three licensed companies.1144 That being said, it
should be noted that IziMobil who have started with its operations in BiH in 2013 as
the first out of five virtual mobile operator (VMO) have stopped their operations in
November 2016 according to their web site.1145
According to data from the BiH Communication Regulatory Agency (CRA) Annual
Report for 2015, the overall mobile sector has approximately 3.5 million
subscribers. Of those, a vast majority are pre-paid subscribers, at 77.67% of total
subscribers, as compared to just 22.33% who are post-paid, or plan subscribers.
When it comes to the service coverage, the CRA 2015 annual report states that BH
Telecom leads in service coverage. They have 91.14% population covered by UMTS
network in 2015, followed by HT Mostar with 80.69% and Telekom Srpske with
1140
1141
1142
1143
1144
1145
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75.25%. In conclusion, there are few noticeable trends in telephone industry: 1)
decline in numbers of subscribers of fixed telephony, 2) mobile phone market
maturation, and 3) need for better market regulations. With that in mind the desk
review will switch to the following section on the political environment.

Political Environment
Bosnia and Herzegovina (BiH) has complex governing and territorial arrangements,
as well as deep political and ethnic divisions. This is due in large part to the
country’s recent history as a formerly socialist and now post-conflict country with a
slow moving transition process, The transition process refers to shifting from
socialist and communist centrally planed economy and state ownership of business
to the open market economy based on the liberal principles, free trade and
privatization of capital, and EU integration. Given these challenges, governance and
political leadership is often characterized as poor and ineffective. Despite some
successful efforts to centralize state functions (e.g. defense, customs and border
management, taxation, judiciary), BiH is still divided and relatively dysfunctional,
mainly due to opposing ethnic interests.1146
Both entities of RS and FBiH and all three major ethnic groups are primarily focused
on furthering their own political interests. For example, Serbian political leaders
frequently openly express desire for self-determination.1147 and stand in defiance to
international community recommendations, such as a recently decision not to
proceed with a referendum on the National Day of RS.1148
At the same time, the Croatian ethnic group hopes for creation of a third entity1149
(perhaps not as openly as Serbian calls for self-determination), based on similar
territorial and governing principals to the RS and on the other side, the Bosniaks
lobby for a stronger central government that will have a potential for limiting RS
autonomy.1150
These divisions are nonetheless represented through the country’s rotating
tripartite presidency leadership, in which each member of the presidency represents
one ethnic group and they serve collectively as a head of the state. Together, they
serve one four-year term with a rotational chairmanship every eight months. In
National Democratic Institute. Bosnia-Herzegovina Democracy Assessment Report.
https://www.ndi.org/sites/default/files/Bosnia_Assessment_Report.pdf
1147
Bertelsmann Stiftung, BTI. 2016. Bosnia and Herzegovina Country Report.
https://www.btiproject.org/fileadmin/files/BTI/Downloads/Reports/2016/pdf/BTI_2016_Bosnia_and_Herzegovina.p
df
1148
Economist Editor. (2016). A referendum by Serbs threatens yet more trouble for Bosnia. Economist.
09.27.2016
1149
Eleanor Rose. (2017). Bosniaks Slap Down Calls for Bosnian Croat Entity. Balkan Insights. 01.30.2017.
http://www.balkaninsight.com/en/article/bosnia-s-largest-bosniak-party-reject-croat-entity-demands-01-30-2017
1150
Nardelli A., Dzidic D. and Jukic. E. (2014). Bosnia and Herzegovina: the world's most complicated system of
government? 10.08.2014.
https://www.theguardian.com/news/datablog/2014/oct/08/bosnia-herzegovina-elections-the-worlds-mostcomplicated-system-of-government
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addition to the presidential leadership, the country also has a parliament that
includes a House of Representatives (Predstavnički domu) and a House of the
People[1] (Dom Naroda). Separately, RS has their own National Assembly, while
FBiH has a House of Representatives. Each entity also has a Prime Minister along
with the council of ministers (16 ministries)1151 that represent the executive branch
of an entity government and cover issues related to justice, finance, education and
culture, policing, trade and tourism.1152 With completely separate sets of political
representatives and political systems in each entity, this complicates any possibility
for common goals and unified leadership. In the context of security, given the
country’s myriad political and administrative divisions, BiH also has an equally
complex police and judicial system with four judicial systems, fifteen police
agencies, and one Intelligence-Security Agency (ISA).
Originally, the Dayton Peace Agreement set the foundation for the country’s
constitution and current governing arrangements. In immediate aftermath of the
conflict, international powers insured peace and safety in BiH. One of the governing
bodies established by the Dayton Peace Agreement was the Office of the High
Representative (OHR). As described by the Dayton Peace Agreement (Article II of
Annex 10), the primary goal of OHR was to oversee the civilian implementation of
the agreement.1153 The OHR has powers to adopt binding decisions when local
parties seem unable or unwilling to act as well as to remove from office public
officials who violate legal commitments or general terms of the Peace Agreement.
Such powers can supersede local political decisions or officials who do not perform
adequately or respect the Dayton Peace Agreement. During its existence, OHR used
these powers frequently, particularly for removal or suspension of public official and
political leaders including among others: elected mayors, national assembly
members, board members, minister, judges, etc.1154
Despite long lasting engagement in BiH, the international community (e.g. United
Nations, European Union, NATO etc.) and OHR were not able to resolve the ethnic
tensions and confronting views mentioned above. Valentin Inzko, the current High
Representative of OHR, writing in a statement on the 21st anniversary of the
Dayton Peace Agreement, stated the following: “Today it seems there are two
parallel political realities in Bosnia and Herzegovina. One of them would see the
country moving along the path towards the EU, which is a positive trend that should
be supported. The other one consists of negative trends that started in the RS ten
years ago, and now appear to have spilled over to the FBiH.”1155

Nardelli A., Dzidic D. and Jukic. E. (2014). Bosnia and Herzegovina: the world's most complicated system of
government? 10.08.2014.
https://www.theguardian.com/news/datablog/2014/oct/08/bosnia-herzegovina-elections-the-worlds-mostcomplicated-system-of-government
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In spite of the lack of constitutional changes (i.e. the Sejdić-Finci ruling of the European Court of
Human Rights),1156 and persisting concerns, the European Union has nonetheless
opened the door to the accession process through entering into the Stabilization
and Association Agreement (SAA) with BiH in June 2015.1157 Despite this symbolic
political step in the right direction, BiH government’s apparent inability to improve
the political situation and prevent continuing economic stagnation led to public
protests in mid-June 2013 and early 2014. The first round of protests was peaceful
and based within Sarajevo, while the second round of protests occurred in several
larger cities throughout the country, but mainly within the FBiH. Protests in early
2014 in the cities of Sarajevo, Mostar, and Tuzla resulted in attacks on government
buildings, destruction of government property and some injuries.1158 Since that
time, such protests have not reoccurred. It bears mentioning that significant civic
participation emerged out of the protests in the form of “plenums,” in which
communities organized open discussions on issues such as labor, unemployment,
corruption, or social welfare.1159 Despite initial public enthusiasm, most of those
plenums ceased operations shortly after the protests stopped.1160 Nonetheless,
these represent an important precedent for community engagement that could
potentially be utilized in the future, particularly around issues of citizen security.
A key issue raised through the protests and plenums was corruption and nepotism
in government. This appears to be a growing problem in BiH, and one that can
potentially have a negative impact on personal safety. For example, if a citizen feels
that his voice is muted or that he or she may be endangered if they would report a
crime, one is less likely to do so. That for its result would have perpetuation and
furthering of crime. According to Transparency International’s (TI) 2016 Corruption
Perception Index, BiH ranked 83rd out of 176 countries, falling from 76th in the
previous year.1161
According to TI, BiH’s institutions lack the will to actively fight corruption, while law
enforcement agencies and the judiciary are ineffective in the prosecution of
corruption cases due to political pressures. Additionally, TI’s index includes a
statement from BiH prosecutors, noting that citizens generally do not report
instances of corruption, nor are they willing testify in corruption cases. Without
community level support for the prosecution of corruption, there is little hope for
meaningful eradication of corruption in BiH. Fieldwork in BiH will be a critical

The Sejdic-Finci vs Bosnia and Herzegovina case, December 2009, regarding ethnic discrimination for
representation in the institutions of the country for persons not belonging to one of the three constituent peoples
(Bosniak, Serb and Croat). See more at: https://ec.europa.eu/neighbourhoodenlargement/sites/near/files/pdf/key_documents/2014/20141008-bosnia-and-herzegovina-progress-report_en.pdf
1157
In the context of accession to the European Union, the Stabilization and Association Agreement (SAA) serves as
the basis for implementation of the accession process. See more at: http://europa.eu/rapid/press-release_IP-155086_en.htm
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1160
Milan, C. (2015).“Sow hunger, reap anger”. Grassroots protests and new collective identities in BosniaHerzegovina. Retrieved from https://pl.boell.org/sites/default/files/uploads/2015/04/protests_bch_milan_en.pdf
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opportunity to ask research subjects about their own perceptions of corruption,
prosecution, and reporting.
In order to fight corruption, BiH established the Agency for the Prevention of
Corruption and Coordination of the Fight against Corruption, in 2011.1162 Thus far,
the agency has had a slow start with limited results.1163 As of 2015, the Agency had
conducted a number of trainings, workshops, and education sessions, and adopted
a new Strategy for fight against corruption and an Action Plan1164 for 2015-2019.
The Agency’s web site promotes a free telephone number where citizens can report
corruption cases. The agency is an example of the growing strategic, legal and
institutional capacity to fight corruption in BiH. The question remains, however, as
to how much political leadership, police, and other appropriate authorities are
willing to enforce these standards.

Data Protection and Privacy
Given the research focus on the use of ICT and community policing, it is critical to
consider the security of technology use in BiH, and to assess how special measures
such as telecommunication surveillance are used and governed, and how people
generally feel about data protection, privacy, and surveillance. Generally speaking,
insecurities related to use of ICT can impact average users from two sources, either
from malicious hacking (e.g. data breaches, privacy intrusions, etc.) and other from
an abuse of powers vis-à-vis surveillance (e.g. government or police). Related to
the second case, it is common knowledge that governments have mechanisms for
gathering information and conducting surveillance in order to fight crime and
protect national security. Typically, such tactics and methods are governed by
proper due process and legal regulations. Currently in BiH, the Intelligence Security
Agency (ISA), along with fifteen other police agencies, can file a demand for
telecommunication surveillance from 68 courts (ranging from municipal and basic
courts to the state court). These courts can issue warrants for special investigative
measures (including telecommunication surveillance).1165 The law on the
Intelligence Security Agency of BiH and the 2003 Criminal Procedure Codes governs
this process. In addition to those laws, there is the Agency for Personal Data
Protection in Bosnia and Herzegovina,1166 as well as the Law on Personal Data
Protection.1167 These laws enable the following actions: 1) order blocking, erasing or
destroying of data, temporarily or permanent ban of processing, issue warning or
warns the controller, 2) perform inspection supervision over fulfillment of
obligations stipulated by the Law on Personal Data Protection, 3) provide advice
Agency for the Prevention of Corruption and Coordination of the Fight against Corruption. Content on English is
very limited.
http://www.apik.ba/Default.aspx?langTag=en-US&template_id=194&pageIndex=1
1163
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Report for 2015. (BCS version only)
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Hamidičević, S. (2015). Telecommunication Surveillance in Bosnia and Herecegovina.
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and opinions regarding personal data protection, and 4) annual reporting on
personal data protection to the Parliamentary Assembly of Bosnia and Herzegovina.
Despite these protection mechanisms, the report on telecommunication surveillance
authored by Hamidičević points out several issues that the surveillance process in
BiH can have.1168 According to this report, the fact that there are numerous police
and security agencies, multiple judiciaries and parliamentary oversight bodies can
have the unintended consequences of opening up “penetration points for the
misuse of telecommunication surveillance.”1169 The same report goes further in
explaining that due to this complexity, there is a chance “that the same person can
be subject to telecommunication surveillance by multiple agencies either at the
same time or successively,” thus breaching the legal maximum limit of six months
for surveillance on the same person.1170 This type of surveillance is possible without
police knowledge, and can be used as a mechanism to circumnavigate legal
limitations or other restrictions. Just as with the challenges of corruption, during the
field visit to BiH it will be critical to explore how research participants perceive their
data protection and privacy, particularly in the context of surveillance.

Implementing Organizations
Since the end of civil war, BiH has received significant assistance from international
actors for the security sector and civilian law enforcement, which partially included
community policing initiatives. Immediately after the conflict, the UN International
Police Task Force (IPTF) carried out different criminal justice and police reforms
from 1995-2002. Despite their work and efforts on the end of their mandate, the
Crisis Group Report,1171 critically observed, “local police cannot yet be counted upon
to enforce the law”.[1] After the IPTF mandate was over the European Union Police
Mission (EUPM), the very first mission of this kind launched by the EU, continued
assistance to law enforcement via “a non-executive mission, fulfilling an advisory
role to local authorities” during the period of 2003-2012.1172
In the terms of community policing in BiH, the concept was introduced by the IPTF
and furthered by the work of EUPM. In particular, the EUPM Programme No.5 –
Public Order and Security implemented the community based policing approach.1173
Additionally, work in this field and financial assistance for two community based
policing pilot projects in Žepče and Prijedor was provided by the UK Department for
International Development (DFID). Likewise, the Swiss Development and
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Cooperation Agency (SDC) supported the pilot project in the city of Zenica.1174 In
2007, Bosnia and Herzegovina Ministry of Security adopted the “Strategy for
Community-Based Policing.” The main philosophy of the strategy “promotes
partnership between police and community. It is based on the premise that both
the police and community work together to identify problems such as crime, drugs,
the fear of crime, and antisocial behaviors.1175 According to a 2016 public opinion
survey, "The Citizens’ Opinion of the Police Force," it appears that the partnership
produced some positive outcomes, with survey participants reporting that police
“happens to be most trusted part of the system of Bosnia and Herzegovina – more
than half of the population has confidence in this institution.”1176 However, it is also
noted that people see police as corrupt and serving “as protectors of the interests
of political parties instead of those who are there to serve the citizens.”1177
In addition to the BiH Ministry of Interior, another potential local implementing
organization could be the European Defendology Center (Европски Дефендологија
Центар).1178 The center is based in Banja Luka and engages in scientific studies
related to security, sociological, political and criminological issues. This year the
center will mark 20 years of its inception. Along them, another potential partner
could be the Centre for Security Studies (CSS) (Centar za Bezbednosne Studije).1179
The center is based in Sarajevo and it was established in 2001. According to their
web site presentation, the center “is an independent research, educational and
training enterprise dedicated to encouraging informed debate on security matters
and to promoting and sustaining democratic structures and processes in foreign and
security policy in Bosnia and Herzegovina, and in the region of South-East Europe.”
As perhaps slightly different from previous two potential implementing partners
(think tank and research style organizations) the United Women (Udružene
žene)1180 is direct service provider, based in Banja Luka with focus on issues related
to women. More precisely according to their web presentation, they work on
“improving social position of a woman, and her right to live free from violence in
private and public life.” Moreover, they work directly with women and children
victims of gender based violence offering them free and gender sensitive legal
counseling as well as running the SOS telephone line and lastly the provision of the
safe house. The organization has been active for over 21 years.
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Concluding Remarks

After concluding writing the desk review, it appears that BiH has slightly more
advanced experience with CoP approach compared to the Republic of Serbia, likely
due to the assistance of international actors such as the IPTF and EUPM. Their work
efforts were focused on education and training of local law enforcement, creation of
better images of local police and building public trust in this institution. According to
the previously mentioned 2016 The Citizens’ Opinion of the Police Force it could be
concluded that their work was successful in building public trust in the local police
force.
Similarly to the situation in the Republic of Serbia, during the desk review research,
SIMLab researcher was not able to find any previous or ongoing projects or action
plans related to community policing and the role of ICT. That being said, perhaps
there is an opening for incorporating ICT in community policing practices and
creation of two-way communication between BiH police and citizens considering
that at this moment such communication is not on the level that it could be.
Guided by the results of the desk research and analysis, the SIMLab field research
trip will yield better results and provide informed knowledge base for quality
conversation with key informants and other research subjects during the field
research trip. While on the ground, SIMLab will seek feedback from research
subjects regarding their experience with police and local government, the way they
communicate and access information, how they use mobile telephones, Internet
and personal computers as well as their experience regarding personal and
community security and share their narratives about that.
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Desk Review: Kosovo
Executive Summary
This desk review comes as a final report of three on Eastern Europe and provides a
brief background on the Republic of Kosovo (henceforth Kosovo) as part of
SIMLab’s engagement in the EC-funded Horizon 2020 research project on ICT for
community policing (ICT4COP), which covers 11 total countries. The desk review
utilizes SIMLab’s Context Analysis Framework and was drafted in advance of
SIMLab fieldwork conducted in Kosovo in March 2017. Per the SIMLab Context
Analysis Framework, the desk review generally addresses five key lines of inquiry:
People, Community, Market Environment, Political Environment, and Implementing
Organizations, all related to the context in which people access inclusive
technologies in Kosovo. In this vein, the desk review covers topics such as: poverty
levels, gender roles, literacy levels, data protection and privacy, economic
indicators, political dynamics, access to and affordability of technology, openness to
adoption of new technologies, and mobile phone and internet penetration. The desk
review also assesses literature and policy documents related to the concept of
community policing as well as communication between citizens and the police.
Additionally, the desk review may serve to support informed design and research
decisions around the use of inclusive technologies, including in a possible pilot
project in the region.

Abbreviations
ICJ

International Court of Justice

KAS

Kosovo Agency for Statistics

KLA

Kosovo Liberation Army

MEST

Ministry of Education, Science and Technology

NATO

North Atlantic Treaty Organization

SFRY

Socialist Federal Republic of Yugoslavia

UNMIK

UN Interim Administration Mission in Kosovo
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Brief Country History

Due to its limitation in scope, the desk review will include only a brief account of
Kosovo’s turbulent history, which will also be covered in the following lines of
inquiry. Historically, Kosovo was part of the Serbian territory during medieval reign,
a site of Orthodox Christian sites and cultural heritage since the 12th century.
Medieval conflicts took place between local and regional powers like the Serbian,
Byzantine, Bulgarian, Hungarian and Ottoman Turkish armies. After an epic battle
at the Kosovo Polje in 1389, Serbian domination slowly gave way to the Ottoman
Turks. Eventually, Ottoman Turks took over Kosovo from the Serbian kingdom,
completely controlling Kosovo from 1459 onward,1181 in addition to other parts of
the Balkans for almost five centuries from the mid 15th to early 20th century. With
numerous conflicts and warfare, major demographic shifts took place, with the
departure of the Serbian population.1182 In one such movement known as the Great
Migration of 1690, it was estimated that more than 100,000 Serbs left Kosovo for
the territories of Austro-Hungarian Empire.1183 Needless to say, this dramatically
changed the demographic structure and power dynamics in favor of the Albanian
and Turkish population.
In 1912, after centuries of rule by the Ottoman Turks, Serbia regained control over
Kosovo’s territory. Following World War I, Kosovo became part of the Kingdom of
Yugoslavia in 1918. Later, during World War II, Kosovo was annexed by the Italian
government and included in the Albanian kingdom under their protectorate until
1943, after which point German troops took a brief control before the end of the
WWII in 1945.1184 After the end of WWII, Kosovo become part of the Serbian
Republic within the Socialist Federal Republic of Yugoslavia (SFRY). In 1963,
Kosovo was given status as an “Autonomous Province” within the Republic of
Serbia, along with the Autonomous Province of Vojvodina. In the early 1980s, the
Albanian population in Kosovo ignited political and civil unrest, calling for their
territory to be recognized as a republic through an amendment to the
constitution.1185 This requested change in status would have enabled Kosovo’s
Albanian people and their leadership to legally request secession and independence
from the SFRY. Eventually, police and armed forces quelled unrest. However, since
that time, ethnic tensions have remained and Albanian political leadership
expresses an open desire for Kosovo’s independence from the Republic of Serbia.
Those grievances culminated in the 1990s with direct conflicts1186 between Serbian
forces and Albanian armed groups known as the Kosovo Liberation Army (Ushtria
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Çlirimtare e Kosovës).1187 These modern day conflicts will be explored in greater
detail in the following section on the country’s security background.

Background on Security
After a number of failed political negotiations and diplomatic attempts to resolve
the conflict between Serbian forces and Albanian armed groups seeking
independence, in 1999 NATO led forces launched three-months air attacks on
Serbian forces and the Republic of Serbia.1188 The conflict ended with the signing of
the UN sponsored resolution known as Resolution 1244.1189 The conflict’s end also
saw agreement between NATO forces and the Serbian government known as the
Kumanovo Agreement.1190 Initially, following the conflict, Kosovo remained part of
Serbia under UN protectorate with the UN Interim Administration Mission in Kosovo
(UNMIK). In February of 2008, the Kosovo Parliament unilaterally announced its
independence.1191 Soon after this declaration of independence, Serbia requested the
International Court of Justice (ICJ) provide an advisory opinion on whether the
declaration by the Provisional Institutions of Self-Government of Kosovo was in
accordance with international law. On July 22, 2010, the ICJ ruled “the adoption of
that declaration did not violate any applicable rule of international law.”1192 This
ruling represented a significant legal victory for Kosovo’s government, and a
setback to the Serbian government, leading to diplomatic negotiations on Kosovo’s
independence and legal status.
As of today, Kosovo is recognized as an independent state by over 113
countries.1193 However, the Republic of Serbia, along with countries like Russia,
Spain, Greece, Romania, China, and others, still do not recognize Kosovo as a
sovereign and independent state.1194 As such, Kosovo still does not have a seat in
the United Nations, and country’s sovereignty status is therefore based on bilateral
relations with other governments. In order for Kosovo to eventually attain a UN
seat, this would require the agreement of all five permanent members of the

See more at: https://www.britannica.com/topic/Kosovo-Liberation-Army
Ibid.
1189
United Nations Security Council. (1999). The Resolution 1244. https://documents-ddsny.un.org/doc/UNDOC/GEN/N99/172/89/PDF/N9917289.pdf?OpenElement
1190
United Nations Security Council. (1999). Military Technical Agreement between the International Security Force
(KFOR) and the Governments of the Federal Republic of Yugoslavia and the Republic of Serbia.
http://peacemaker.un.org/sites/peacemaker.un.org/files/990615_MilitaryTechnicalAgreementKFORYugoslaviaSerbi
a.pdf
1191
See more at: http://news.bbc.co.uk/2/hi/europe/7249034.stm
1192
International Court of Justice. Advisory Opinion: Accordance with international law of the unilateral declaration
of independence in respect of Kosovo 07.22.2010.
http://www.icj-cij.org/docket/files/141/16010.pdf
1193
Republic of Kosovo, the Ministry of Foreign Affairs.
http://www.mfa-ks.net/?page=2,224
1194
Luxner, L. (2017). Nine Years After Declaring Independence, Kosovo Still Struggles for Recognition. The
Washington Diplomat. 01.31.2017
http://www.washdiplomat.com/index.php?option=com_content&view=article&id=14770&Itemid=436
1187
1188

Deliverable 3.2 | Desk Review

191

Security Council, including Russia and China, who at the moment object the
motion.1195
Originally, after 1999 conflict and brief war between NATO and Serbian military
forces the peace was ushered by the UN sponsored resolution known as the
Resolution 12441196 and also the military agreement between NATO forces and
Serbian government known as the Kumanovo Agreement 1197. Initially, after the
conflict Kosovo stayed as a part of Serbia under UN protectorate with the UN
Interim Administration Mission in Kosovo (UNMIK). In February of 2008, Kosovo
parliament unilaterally announced its independence. In immediate aftermath of the
conflict in 1999 and still today, international actors like NATO, the EU Rule of Law
Mission (EULEX) and Peacekeeping Force for Kosovo (KFOR) insured peace and
safety in Kosovo.
Following the conflict’s end in 1999, Kosovo has maintained relative peace with a
few notable exceptions. One exception is the incident in March of 2004 that
threatened the country’s fragile peace.1198 During two days, ethnically motivated
riots by the Albanian population against Serbian and other minorities caused large
physical and material devastation along with a 19 deaths. According to Human
Rights Watch, “at least 550 homes and twenty-seven Orthodox churches and
monasteries were burned, leaving approximately 4,100 Serbs, Roma, Ashkali, and
other non-Albanian minorities displaced.”1199 As reported by the Serbian news
agency B92 in 2015, “Six towns and ten villages were ethnically cleansed during
this time, and even 11 years afterwards, most of the Serbs driven out of their
homes have not returned.”1200
A more recent political incident took place in January of 2017. Known as “the train
incident,” in which a train line intended to be the first direct line between Belgrade
and Kosovska Mitrovica since 2008 was prevented from entering Kosovo by Kosovo
Police Forces, as it was decorated with Serbian national colors and featured a sign
stating “Kosovo is Serbia.”1201 Eventually, after political negotiations from both
sides, the issue was settled without violence and the train line is operational
without the problematic decorations.
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As these two examples begin to illustrate, the country’s two main ethnic groups,
Albanians and Serbs, still have poor relations in spite of relative overall peace. The
Serbian minority in Kosovo lives mostly in ethnically segregated municipalities and
enclaves such as Leposavic, Zubin Potok, Zvecan, Mitrovica North, and Gracanica,
with little to no interaction with the Albanian segments of Kosovo’s society. Among
those segregated municipalities, Serbia still assumes control over local political
leadership, education, and health systems. Should Kosovo want to make further
progress as a sovereign nation, the country clearly needs to work toward becoming
a more inclusive society, with better protections and services for ethnic minorities.
Community level experiences in the segregated municipality of Gracanica will be
discussed in greater detail in the line of inquiry regarding community, in the
following section, including a discussion on minority status, freedom of movement,
and public safety. In the following lines of inquiry, the desk review will elaborate
more on related issues of demographic changes, ethnic divisions, governance, and
politics, as they relate to community level access to information and
communications technologies, and community relationships with security providers,
including police.

Lines of Inquiry
People
Throughout its history, Kosovo has been known as a multicultural, multiethnic site
where Islam meets with Christianity. Historically, two major ethnic groups,
Albanian, who are typically Muslim, and Serbs, who are typically Eastern Orthodox,
have resided in Kosovo’s territory, often finding themselves with competing or
opposing interests.1202 Other ethnic minorities include the Turks, Roma,
Montenegrins, and Bosniaks, among others. The historic ethnic rivalry between
Albanians and Serbs, discussed in the previous sections on country history and
security, remains in place today.
According to the most recent census in 2011, the first census conducted following
Kosovo’s independence, the total population of Kosovo stands at 1,739.825.1203 The
gender distribution is fairly even, women representing 49.7% of the population, and
men representing 50.3%.1204 The average age of the Kosovo population is 29.5
years.1205 In terms of overall ethnic composition, the country’s Albanian population
stands at 1,616,869, or 92.93% of the total population.1206 The Serbian population
Judah, T. (2008). Kosovo: What Everyone Needs to Know. Oxford University Press.
Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2011). Kosovo Population and Housing Census 2011.
Prishtina. (not available online)
1204
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1205
Ibid.
1206
Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2013). Estimation of Kosovo Population 2011.
Prishtina.
1202
1203

Deliverable 3.2 | Desk Review

193

accounts for 25,532, or just 1.47% of the country’s total population.1207 Other
ethnic groups account for 97,424, or 5.6% of the country’s total population.1208
However, it should be noted that the census totals noted above excluded the
Serbian controlled municipalities of Leposavic, Zubin Potok, Zvecan and Mitrovica
North, all of which declined to participate. That being said, the Kosovo Agency for
Statistics (KAS) estimates that the total population of these Serbian controlled
municipalities stood at 40,196 in 2011.1209 Approximately 6.4% of the population is
estimated to be Albanian, while 93.6% is Serbian or other, in reverse of the ethnic
distribution seen in the remainder of the country.1210
A comparison of the most recent 2011 census with the last census conducted in
SFRY in 1981, which included data on Kosovo as a Serbian province, shows a total
population of 1,588,440. 1211 The ethnic composition was as following: Albanian
population at 77.2%, Serbs at 13.1%, Muslims at 3.6%, Roma at 2.1%, and
Montenegrins at 1.7%.1212 30 years later, these demographic shifts reflect a
significant decline in the Serbian population, in terms of both raw numbers as well
as percentages, in addition to a decline in overall ethnic diversity, and an overall
increase in Albanian population. These shifts can largely be explained by the
country’s recent conflict. The 1999 conflict claimed approximately 13,517 lives, of
which 10,415, or 77% were Albanians, while 2,197, or 16% were Serbs, and just
528, or 3.9%, belong to other ethnic groups.1213 More importantly, it is estimated
by the Serbian government that over 287,000 people, nearly a 1/5 of the country’s
population, fled the Kosovo province and were internally displaced between Serbia
and Montenegro as a direct result of 1999 conflict.1214 That said, it should be noted
that the population shift and increased loss of Serbian and Montenegrin population
in Kosovo was registered well before 1990s. According to research by Petrovic and
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Blagojevic, during the period of 1960-1980, an estimated 103,000 Serbs and
Montenegrins left Kosovo and moved to Serbia or Montenegro.1215
A demographic breakdown by municipalities shows that the majority of Kosovo’s
municipalities are either homogeneous or clearly segregated, divided along ethnic
lines as a product of the 1999 conflict. In addition to the Serbian controlled
municipalities mentioned above, there are a number of enclaves where Serbian
people constitute a majority of population, such as the municipality of Gracanica. In
those communities, the political interests of the governing elite often obfuscate
other everyday needs, such as promoting a more integrated society, or personal
security. Such divisions represent a significant obstacle for Kosovo’s full
functionality as a unified, integrated country for all citizens.

Employment and Labor
Overall, the World Bank classifies Kosovo as a lower-middle-income country that
has experienced solid economic growth over the last decade. In 2015, Kosovo
country’s GDP was $6.4 billion,1216 and during the period of 2000-2007, Kosovo
enjoyed healthy economic growth until the 2008 recession,1217 with growth trends
now returning as of 2015.1218 Despite this positive trend in GDP growth,
unemployment remains a key challenge in Kosovo,1219 with an unemployment rate
of 32.9%.1220 Relatedly, the World Bank estimates that the poverty rates in Kosovo
are about 80%, based on the threshold of $5 per person per day.1221 Furthermore,
the same report notes that levels of extreme poverty are “disproportionately high
among children, the elderly, households with disabled members, female-headed
households, and certain ethnic minority households (especially in the Roma,
Ashkali, and Egyptian1222 communities).”1223 These vulnerabilities are important to
note, as they indicate clear disadvantages for accessing services and resources, and
are clear challenges to consistent access to information or ICTs.
Regardless of ethnic background, many residents in Kosovo face unemployment
and economic instability. As indicated above, the Kosovo Agency of Statistics (KAS)
reported in their 2015 Labour Force Survey (LFS) that the total unemployment rate
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in Kosovo was 32.9% for working age individuals between the ages of 15-64.1224
Unemployment rates were slightly higher for women than for men, at 36.6% as
compared to 31.8%.1225 Additionally, the employment rate among working age
women is only 11.5%, compared to 38.7% for men, presenting a concerning
gender gap. Overall, among working age individuals, 62.4% are not economically
active, combining those who identify as unemployed or not actively looking for
employment.1226 These high rates of unemployment or inactivity are important to
highlight, as they suggest an economic instability that may make communities
vulnerable for a number of reasons, making them less likely to be able to regularly
access resources or services, including ICTs, gain information regularly, live in
stable neighborhoods, and so on.
Much like the challenges facing women in the workplace, young adults in Kosovo,
defined here as ages 15-24, also face high rates of unemployment, at 57.7%.1227
Among youth, unemployment is higher among female youth, at 67.2%, as
compared to male youth at 54.2%.1228 Additionally, nearly a third of all youth, at
31.4%, were classified as “NEET,” meaning that they do not participate in any form
of education, employment, or training.1229 Again, this rate was higher for female
youth, at 34.9%, as compared to 28.3% of male youth.1230
At the time of the KAS survey in 2015, the net salaries of most employees in
Kosovo were estimated €300 to €400 on a monthly basis.1231 With an estimated per
capita GDP around €3,000, Kosovo is one of the poorest countries in Europe.1232
Additionally, it bears noting that only 28% of those employed had a permanent
contract, while 72% had temporary contracts.1233 Therefore, while overall
employment numbers are low, job stability and benefits are also extremely limited
for the vast majority of the working population. It should be also noted that these
numbers must be taken with reservation, given the “grey market economy” in
Kosovo is common, referring to people who are often involved in economic activity
or work but are not properly registered. This is a common practice by employers
aiming to avoid paying benefits to employees or financial obligations to the
government. Overall, Kosovo trails behind other countries in the region in terms of
economic indicators, and is clearly in need of improved employment and economic
opportunities for its citizens. In order to cope with economic instability, people in
Kosovo often times relay on family remittances from abroad. For example, in 2015,
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remittances represented the main source of income for 9% of Kosovo’s
population.1234 With regard to media and ICTs specifically, it is likely to expect that
this type of economic instability can be a limiting factor for consistent access to
information or media devices, such as mobile phones or computers.

Education and Literacy
In the terms of illiteracy, approximately 3.2% of Kosovo’s population, or 55,001
individuals, is illiterate, according to the 2011 census. This represents a significant
decrease from an illiteracy rate of 8.1% reported in a survey from 2003.1235 The
same 2003 survey also pointed to a significant gender gap, in which illiteracy rates
were as high as 12.5% for women, whereas for men that level stood at 3.4%.1236
This gap can be explained in part by Kosovo’s traditionally patriarchal society, in
which women may be discouraged to attend school, thus limiting their ability to
become properly literate. The survey also indicates that rural residents are more
prone to illiteracy than those from an urban area. This can be explained in part by
the remoteness of some villages, making educational services difficult to
implement, and also reflects the challenges for school access in older generations,
reflecting the discrimination of Albanian residents by Serbian government prior to
the 1999 conflict. These gaps in literacy, particularly the significant gender gap,
clearly points to deeper social dynamics that will be critical to consider during
further research and fieldwork, as they are likely to impact meaningful access to
ICTs and information.
With regard to education, according to a 2015 report presented by the Ministry of
Education, Science and Technology (MEST) during the 2012-2013 school year,
between 3-5% of children was outside of the primary (elementary) and lower
secondary education level (high school), while in upper secondary education level
(high school) this percentage reaches 12-14%.1237 This reflects an overall trend of
decreasing school enrollment between the number of students enrolled in primary
schools who then continue on to high school. Data also indicates a significant
increase in university enrollment between 2007-2008 and 2015-2016. 1238 With a
general overview of demographics in Kosovo, the following section will provide
more detailed information about the two research sites chosen for the Kosovo
fieldwork.

Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo
2016. Prishtina
http://ask.rks-gov.net/media/2908/statistical-yearbook-2016.pdf
1235
UNFPA (2003). Demographic, Social and Reproductive Health Survey in Kosovo.
http://www.womensnetwork.org/documents/20130510130743372.pdf
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UNFPA (2003). Demographic, Social and Reproductive Health Survey in Kosovo.
http://www.womensnetwork.org/documents/20130510130743372.pdf
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Republic of Kosovo. Ministry of Education, Science and Technology (MEST). (2015). Statistical Report With
Education Indicators 2012/13 and 2013/14. http://masht.rks-gov.net/uploads/2015/08/raport-statistikor-metregues-arsimore-2012-13-dhe-2013-14_1.pdf
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Republic of Kosovo. Ministry of Education, Science and Technology (MEST). (2015). Statistical Report With
Education Indicators 2012/13 and 2013/14. http://masht.rks-gov.net/uploads/2015/08/raport-statistikor-metregues-arsimore-2012-13-dhe-2013-14_1.pdf
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Community
Contemporary Kosovo is a landlocked country bordering with Albania, Serbia,
Montenegro, and Macedonia. Kosovo is administratively subdivided into seven
districts and 38 municipalities.1239 As noted before, four municipalities fall outside
the control of Kosovo’s government: Leposavic, Zubin Potok, Zvecan and Mitrovica
North, predominantly populated by the Serbian-Orthodox and financially supported
and politically influenced by Republic of Serbia. While Albanian is the official
language, Serbian is predominantly used in Serbian dominated municipalities. The
country’s main religion is Islam. For the purposes of the ICT4COP research, two
target communities chosen in Kosovo are: the city of Prishtina, the country’s capital
and an urban site with a predominantly Albanian population, and the municipality of
Gracanica, a rural site with a predominantly Serbian population.

Prishtina
The first site, Prishtina, known as Prishtinë in Albanian or Priština in Serbian, is the
capital and the largest city in Kosovo. Prishtina is central in many ways: as a
transportation hub, and as an academic, political, commercial and administrative
centers. As indicated by the 2011 Census, the city has 198,897 inhabitants.1240 The
city is nearly homogenous, with Albanian-Muslims comprising 97.7% of the
population.1241 Part of this homogeneity can be explained by the city’s demographic
compositional change that took place over the course of several decades. Following
the 1999 conflict, approximately 45,000 Serbian and Montenegrins residents left
the city. By comparison, according to the last census in 1991, population of the
Pristina was comprised by 77.63% Albanians, 15.43% Serbs and Montenegrins,
1.72% Muslims.1242 Given the city’s homogeneity, it is rare to hear of ethnic
tensions, as non-Albanian groups are unlikely to raise issues, whether with regard
to security or governance.
Prishtina’s economy is primarily based on wholesale, retail, and commercial trade,
construction, services, tourism, communications, and manufacturing, with 2,338
registered businesses.1243 Prishtina is home to a regional directorate of the Kosovo
Police, three police stations and one sub-substation in the village of Donja Brnjica.
According to an OSCE 2015 municipal report, there are 619 police officers, out of
which only 14 are Serbian, 3 are Bosniaks, and 2 are Turks. There are 118 female
officers, comprising nearly 20% of the force.1244

Republic of Kosovo. (2013). Ministry of Local Government Administration. Organization and Functioning of Local
Self-Government in Kosova.
https://mapl.rks-gov.net/getattachment/f45c3f27-2694-4d30-9de7-27b346c4afd6/Analysis---Organization-andfunctioning-of-local-s.aspx
1240
Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2011). Population Census 2011.
1241
Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2011). Population Census 2011.
1242
Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2011). Population Census 2011.
1243
Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
1244
OSCE. (2015). Municipal Profile: Prishtina. http://www.osce.org/kosovo/13127?download=true
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In Prishtina, 3.3% of households on average have only a landline, while 62.2% rely
on just a mobile phone, and less than 1% have neither a landline or a mobile
phone. In urban areas of Prishtina, however, reliance on just a mobile phone is
58.1%, as compared to 83.6% of rural households. 1245 With regard to computer
and internet access, in Pristhtina, 80.0% of households have access to a computer,
which is significantly higher than the national average of 51%. Internet access is
slightly lower, at 75.6%.1246

Gracanica
The second research site, Gracanica, known as Graçanicë in Albanian or Gračanicain Serbian, is a much smaller municipality located approximately 10 kilometers
south of Prishtina. In addition to the town of Gracanica, the municipality is
comprised of 16 smaller villages. According to the 2011 census, the Gracanica
municipality has 10,675 residents, while Gracanica town has 4,500 residents.1247
The majority of the population in the Gracanica municipality is Serbian at 67.53%,
followed by Albanians with at 23.18% and Roma with at 7.98%.1248 The
municipality sits on the banks of the river Gracanka and runs along a major
highway connecting Skopje, Macedonia and Prishtina. Gracanica is also home to
Serbian religious monument known the Gračanica Monastery, a UNESCO’s World
Heritage site. The municipal economy is based primarily on agriculture and small
trade businesses.
While the Kosovo Government established the municipality in 2008, the Serbian
government did not initially recognize this declaration. Though negotiations took
place through the so-called Brussels Agreement in 2013, bilateral recognition has
not yet been reached, though the Serbian government has by many reports, de
facto ceded authority to Pristina,1249 while Kosovo has adopted a softer, more
integrated approach to ethnic diversity.1250 As these negotiations continue, it is
important to note that in Gracanica, the Republic of Serbia and designated
institutions provide health and education services. The Gracanica municipality police
station has 38 police officers, with 26 of Serbian background, 11 Albanians, and 1
Bosniak. Of these, just 4 police officers are female, accounting for slightly over 4%
of the overall police force.1251

Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
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Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2011). Population Census 2011.
1248
Ibid.
1249
International Crisis Group. (2013). The Kosovo-Serbia Agreement: Why Less Is More.
http://blog.crisisgroup.org/europe-central-asia/2013/05/07/the-kosovo-serbia-agreement-why-less-is-more/
1250
Konrad-Adenauer-Stiftung. (2013). Kosovo After The Brussels Agreement: From Status Quo to an Internally
Ethnically Divided State. Policy Briefs. Prishtina.
http://www.kas.de/wf/doc/kas_36473-1522-1-30.pdf?131223120626
1251
OSCE. (2015). Municipal Profile of Gracanica. http://www.osce.org/kosovo/88762?download=true
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In Gracanica, 21.5% of households have only a landline, while 34.4% have only a
mobile phone, and 6.9% find themselves without a landline or mobile phone,
significantly higher than the country’s average in either rural or urban areas. 1252 It
bears noting that there may be some underreporting of mobile use because of the
presence of Serbian servicing, through Mobtel, which may not be recorded in the
Kosovo census. With regard to computer and internet access, 53.4% of households
have a computer, while 45% have access to the internet. 1253
In conclusion, it is important to highlight again that both research communities
have undergone major demographic changes in the post-conflict era, with
demographic shifts along ethnic lines, and in the case of the municipality of
Gracanica, a population gain. With the homogenization of communities, it can be
generalized that security has in some ways improved, as there are fewer
instigations or opportunities for ethnically motivated violence, for example. At the
same time, however, minority communities within Serbian municipalities or
enclaves may still feel threatened by potential violence, or may feel unrepresented
in government, and may therefore feel unable to express grievances, particularly
around issues of insecurity, for example. In the following section, the desk review
will consider how access to different types of ICTs varies, and how this may impact
access to information or relationship building with police.

Market Environment
Over time, Kosovo has seen steady growth in the use of mobile phones and
Internet. According to the Statistical Yearbook of the Republic of Kosovo for 2016,
the average household spends 2.75% of their annual income on “communications,”
including the purchase of equipment or paying for monthly fees. 1254 Spending is
slightly higher in urban areas, at €238, and €184 in rural areas.1255

Internet and Computer Use
According to the Regulatory Authority of Electronic and Postal Communications
(RAEPC), the total number of fixed and mobile Internet users was 927,436,
representing a 51% penetration rate as of 2015.1256 This indicates a significant
increase from a penetration rate of 26.1% as of 2014.1257 Overall, three main
companies, Kosovo Telecom (TK), IPKO, and Kujtesa, provide Internet service for
Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
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2016. Prishtina
http://ask.rks-gov.net/media/2908/statistical-yearbook-2016.pdf
1255
Republic of Kosovo. Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo
2016. Prishtina
http://ask.rks-gov.net/media/2908/statistical-yearbook-2016.pdf
1256
The Regulatory Authority of Electronic and Postal Communications (RAEPC). (2016).
https://www.export.gov/article?id=Kosovo-Telecommunications-Industry
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The Regulatory Authority of Electronic and Postal Communications (RAEPC). (2016).
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about 87.7 percent of Kosovo’s market. Overall, approximately 53.9% of rural
households have a computer, while 73.9% of urban households have a
computer.1258 Internet access is slightly lower, with 47.3% of rural areas with
Internet access, while 69.7% of urban households have internet access.1259

Telephony
Mobile telephony penetration in Kosovo is over 97.7%, covering over 99% of
inhabited places and 88% of Kosovo’s territory,1260 and largely exceeds fixed
landline telephone use. Across Kosovo, on average, 3.5% of the population only has
a landline, 77.4% of the population has only a mobile phone, and 1.5% of the
population has access to neither a mobile nor landline. In urban areas, 4.3% of
households have just a landline, while 66.4% have just a mobile phone, and 1.0%
have access to neither a landline or mobile phone. 1261 In rural areas, 2.8% of
households have just a landline, while 85.7% rely on just a mobile phone, and
1.83% have neither a landline or mobile phone. 1262
The Kosovo telephone sector is regulated by the Telecommunications Regulatory
Authority (TAR), responsible for licensing, regulations and management of the
telecommunications providers in Kosovo. The licensed operators of public fixed and
mobile telephone services in Kosovo are Kosovo Telecom (TK), with the subsidiary
Vala, IPKO, and Z-Mobile.1263 Additionally, Mobtel, a Serbian mobile phone operator
services the Serbian community in Kosovo, but until recently did not have a license
to operate in Kosovo, a common challenge. Until recently, Kosovo was using
Monaco country code (377) per UNMIK application for the assignment of an
international dialing codes as well as Republic of Serbia country code (381) due to
its disputed sovereignty. As of December 2016, The International
Telecommunication Union (ITU) approved Republic of Kosovo with its own country
code (383) and Serbian Mobtel was granted the license to operate in Kosovo.1264 It
is estimated that more than 200,000 people use the services of unlicensed
providers, including Mobtel among others.1265
In spite of overall ICT growth, the sector has nonetheless seen a decrease in
revenues between 2014 and 2016.1266 This is even in spite of a growth in the total
number of subscribers, that reportedly grew to a total number of mobile subscribers
at 1.88 million in the third quarter of 2016, which was an increase compared to
Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
Kosovo Agency of Statistics (KAS). (2016). Statistical Yearbook of the Republic of Kosovo 2016.
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1.76 million of subscribers a quarter earlier. In terms of a number of mobile
subscribers, Vala leads with 54.2% share of the market, followed by IPKO’s 37.4%
and Z Mobile 8.4%.1267 Mobile operator Vala, owned by state-owned Telecom of
Kosovo (TK), accounted for 58.9% of the total revenue in the sector during the Q3
in 2016, followed by IPKO with 37.9%.1268

Political Environment
As one of the newest countries in the world, the Republic of Kosovo is still in its
early stage of political infancy. Currently, Kosovo’s political situation is relatively
stable but faces challenges that are reflected across the region, including political
party opposition, corruption, economic instability, unemployment, human rights
abuses, and the unequal treatment of ethnic minorities. 1269 Though many issues
are internal, the country’s foremost political problem is their limited international
recognition as a sovereign independent state and their continually tense
relationship with neighboring Serbia. Despite declaring independence in 2008,
Kosovo is formally recognized by only 113 counties.1270
Following the end of the conflict in 1999, Kosovo has been able to maintain relative
peace with exception of incidents in March of 2004, and January 2017, elaborated
in the early section on security, that have threatened the country’s fragile peace.
That being said, the country’s cohesion of the two main ethnic groups, Albanians
and Serbs, is still poor. Serbian minority lives mostly in ethnically separated
municipalities and enclaves, with little or no interactions with Albanian segments of
Kosovo’s society. Among those municipalities, Serbia still assumes control over
local political leadership, education and health systems.
In order to fight corruption, Kosovo government established the Kosovo AntiCorruption Agency (ACA) in July 2007 and enacted in December 2009 the Law on
Anti-Corruption Agency.1271 In addition, Kosovo drafted the National Strategy on
Crime Prevention and Action Plan for the period of 2013-2017 with goals to
“increase professionalism, efficiency and effectiveness of institutions in the field of
crime prevention.”1272 The Agency’s web site1273 promotes a free telephone number
and web based report filling platform where citizens can report corruption cases.
Ibid.
Ibid.
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European Commission. (2016). Commission Staff Working Document. Kosovo* 2016 Report.
https://ec.europa.eu/neighbourhoodenlargement/sites/near/files/pdf/key_documents/2016/20161109_report_kosovo.pdf
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The agency is an example of the growing strategic, legal and institutional capacity
to fight corruption in Kosovo. The question remains, however, as to how much
political leadership, police, and other appropriate authorities are willing to enforce
these standards.

Data Protection and Privacy
Given the research focus on the use of ICTs in community policing, it is critical to
consider the security of technology use in Kosovo, and to assess how special
measures such as telecommunication surveillance are used and governed. This in
turn may greatly impact how people feel about their own privacy and is likely to
impact their willingness to communicate with law enforcement or police, for
example.
Currently in Kosovo, the National Agency for Protection of Personal Data and the
Strategy for Personal Data Protection 2014-2017 are governing issues related to
data protection and privacy.1274 According to the strategy, the agency’s priority
goals are the continuous supervision of the legitimacy of data processing,
harmonization of local legislation with EU in a field of personal data protection,
development of capacities, increasing the awareness of the citizens regarding the
protection of personal data and privacy and cooperation with relevant institutions in
a field of personal data protection.1275
The National Agency for Personal Data Protection is a national independent
institution, established by the Law on Personal Data Protection and as such is
responsible to supervise the legitimacy of personal data processing. As stated in
their web site presentation the agency mission is “Advising public and private
bodies, taking decisions on filed claims, conducting inspections and controls, public
information, as well as promotion and support of elementary rights on personal
data protection are parts of the main scope within Agency’s mission.”1276 Just as
with the challenges of corruption, during the field visit to other two research sites,
it will be critical to explore how research participants perceive their data protection
and privacy.

Implementing Environment
Since the end of the 1999 conflict Kosovo Police started its development with
assistance of international community and in accordance with resolution 1244
United Nations. In the same year, with assistance and supervision of OSCE, the
Kosovo Police Academy was opened and enrolled the first generation of its
Republic of Kosovo. (2013). Strategy for Personal Data Protection in Republic of Kosovo 2014-2017.
http://www.amdprks.org/repository/docs/amdp_rks_strategy_for_personal_data_protection_2014_2017_republic_
of_kosovo.pdf
1275
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students1277. Until 2008 and declaring its independence, newly formed Kosovo
Police Service was subordinate to the United Nations Interim Administration Mission
in Kosovo (UNMIK)1278. They were in-charge of recruiting, vetting, training,
monitoring and oversight of institutions, and gradually, transferring policing
responsibilities from UNMIK to Kosovo’s police themselves1279.
In the terms of community policing, Kosovo had the Strategy and Action Plan for
2012-2016 which recently expired. As a part of the effort to better connect with the
local community Kosovo Police works with the Local Committee for Public Safety
(LCPS), Municipal Committees for Public Safety (MCPS) and Action Teams for Public
Safety (ACPS). According to the public opinion survey done by Kosovar Center for
Security Studies1280 published in 2016, it appears that there is an overall positive
public attitude towards the Kosovo Police in general, with 56% of people expressing
their trust in the Kosovo Police. However, the community policing did not rank as a
leading form of interaction with general public. The report speculates that reason
for that could be “the underdeveloped concept and limited applicability on the
ground“1281. SIMLab would further investigate these interesting insights offered by
the report during the field research.
The first implementing organization is an independent policy research organization,
the Kosovar Center for Security Studies (KCSS). The center is based in Prishtina
and it is engaged in research studies related to security, integrity, resilience and
good governance. According to their web site presentation, their main research
focus is on: 1) Countering and Preventing Violent Extremism, 2) Building Integrity
in the Security Sector, 3) Regional Cooperation in the Security Sector, and
membership into Euro-Atlantic structures and 4) Kosovo Security Barometer (public
opinion poll).1282 Along them, another potential partner could be the Kosovo
Women’s Network (KWN). The organization is based in Prishtina and represents the
interests of 106 member organizations and women’s groups throughout Kosovo.
According to their web site presentation1283, their main engagement programs of
work are focused on: 1) Capacity building, 2) Woman in politics and decisionmaking, 3) Women’s health, 4) Domestic violence and trafficking and 5) Women’s
economic empowerment. What is interesting and related to SIMLab project is that
they have teamed up with the Girls Can Code Kosova and the Open Data Kosovo to
build the mobile phone application for reporting sexual harassment. During the field
trip to Kosovo, SIMLab will try to approach directly to those potential implementing
organizations and get more closely familiar with their work and associates.
OSCE. (2005). Police Education and Development. Fact Sheet.
http://www.osce.org/kosovo/37595?download=true
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Concluding Remarks

After concluding writing the desk review, it appears that Kosovo Police has
embraced an idea of CoP approach more than other two research sites. Reason for
that perhaps can be found in the work and assistance of international actors such
as UNMIK and OSCE. Their work efforts were focused on education and training of
local law enforcement, creation of better images of local police and building public
trust along with filling the gap left behind after Serbian police and military have
pulled out from Kosovo in 1999. According to the previously mentioned KCSS 2016
public opinion of the Kosovo Police, it could be concluded that their work was
successful related to building public trust and transitioning from international led
police force into the local.
Similarly to the other two research sites, during the desk review research, SIMLab
researcher was not able to find any previous or ongoing projects or action plans
related to community policing and the role of ICT. That being said, the mobile
phone application created by KWN for reporting sexual harassment perhaps could
be something to explore deeper and to see how is the experience and working
relation between one women rights based organization and Kosovo Police.
Guided by the results of the desk research and analysis, the SIMLab field research
trip will yield better results and provide informed knowledge base for quality
conversation with key informants and other research subjects during the field
research trip. While on the ground, SIMLab will seek feedback from research
subjects regarding their experience with police and local government, the way they
communicate and access information, how they use mobile telephones, Internet
and personal computers as well as their experience regarding personal and
community security and share their narratives about that.
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Desk Review: Serbia
Executive Summary
The following desk review provides a brief background on the Republic of Serbia as
part of SIMLab’s engagement in the EC-funded Horizon 2020 research project on
information and communications technologies for community policing, also known
as ICT4COP. The desk review utilizes SIMLab’s Context Analysis Framework and
was drafted in preparation for the SIMLab fieldwork conducted in Serbia in
November 2016. Per the Context Analysis Framework, the desk review generally
addresses five key lines of inquiry: People, Community, Market Environment,
Political Environment, and Implementing Environment, all related to the context in
which people access inclusive technologies in the Republic of Serbia. In this vein,
the desk review covers topics such as: poverty levels, gender roles, literacy levels,
data protection and privacy, economic indicators, political dynamics, affordability of
and access to technology, openness to adoption of new technologies, and mobile
and internet penetration and coverage. The desk review also assesses current
literature and policy documents related to the concept of community policing and
community police relations more generally. Additionally, the desk review may serve
to support informed design and research decisions around the use of inclusive
technologies, including in a possible pilot project in the region.
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Brief Country History

In the last twenty-five years, the Republic of Serbia has endured turbulent political
conflict, including changes to the country’s territory, economy, and ethnic
composition following the breakup of the Socialist Federal Republic of Yugoslavia
(SFRY). The SFRY, or Yugoslavia, a loose federation of six republics and two
autonomous provinces, broke up over the course of violent conflict that ensued
from 1991-1995 and later from 1998-1999. As a result of these conflicts and their
aftermath: Bosnia and Herzegovina, Croatia, Macedonia, Montenegro, Serbia, and
Slovenia emerged as separate states, and Kosovo declared its independence from
Serbia. During these conflicts, the Serbian people experienced conflict related
casualties and economic losses, restriction of personal rights and freedom, loss of
respect among the international community, and harsh international sanctions
under former President Milosevic’s rule. Criminal activity of organized crime groups,
domestic violence, illicit trade of narcotics and weapons and human insecurities in
particular became rampant during the 1990s and affected nearly all levels of
society. Movement of people, refugees and internally displaced people was very
high in this period as well.
Unfortunately, crime, corruption, and lack of economic opportunities still present a
problem for the current government and its citizens to this day. Currently, the
Serbian Progressive Party with Prime Minister Aleksandar Vučić is in power. Mr.
Vučić is very much orientated for pro European changes and is continuing with
furthering political reforms. Serbia was formally declared as a candidate for
European Union (EU) accession in 2012 and in December 2015 it started the
process of opening the first two policy chapters of the accession negotiations with
the EU.

Lines of Inquiry
People
According to the 2011 Census,1284 the population of the Republic of Serbia stands at
7,186,862, without the Kosovo province1285. Belgrade is the capital city, with a
population of 1.6 million people.1286 The Serbian population is predominantly
Orthodox Christian (84.5%), with other religions and religious denominations such
as Roman Catholic (5%) and Islam (3%). The official language is Serbian with
additional languages used by ethnic minority groups, such as: Hungarian (3.38% of
the total population), Slovak (0.69%), Albanian (0.14%), Roma (1.40%), and
Bosniak (1.93%).1287 When it comes to demographic dynamics, it is worth
mentioning that compared to the 2002 Census population of 7,498,001, the most
recent 2011 Census points to negative population growth in Serbia. Some reasons
1284 Statistical Office of the Republic of Serbia, 2011 Census of Population.
1285
The data is not collected anymore by Serbian administration in Kosovo since Albanian secession and selfproclamation of independence from Serbia after 1999 conflict that involved also NATO forces.
1286 Ibid.
1287
Ibid. http://pod2.stat.gov.rs/ObjavljenePublikacije/Popis2011/Knjiga4_Veroispovest.pdf
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for the shrinking population include: low fertility, negative natural increase, and net
emigration, with similar rates forecasted in the coming years.1288 According to
UNSECO, the population aged 14 years and younger represents just 16% of the
total population in Serbia and the annual population growth is negative 0.5.1289
The general participation rate of women in the Serbian labor market in 2012 stood
at 38.3% according to European Commission1290, which is below the EU average
(58.5%). The number of women employed in information and communication
industry in 2010 stood at 17.000 opposed to 31.000 male counterparts.1291 In order
to get a better picture of Serbian society, it is useful to consider information related
to income and poverty levels. According to data generated by the Serbian
Statistical Office, the average available monthly budget per household was 60.011
RSD ($514.54) and average household expenditures amounted to 60.615 RSD
($519.72), as of the third quarter of 2016.1292 The largest share of available budget
in the third quarter of 2016 was generated via the salaries and wages of the
employed (48%), pensions (31.2%), and income from agriculture, hunting and
fishing (5.5%). Out of the average available monthly budget per household,
approximately 5.2% is used for communication among other expenditures like food
or electricity.
With regard to literacy in Serbia, overall adult literacy stands at 98.11%.
Educational enrollment at the high school level is 94.41% and at y higher education
level is 56.38%. (ITU, 2015) At both levels, female segment of Serbian society is
more prevalent. However, there is a small group of people who are illiterate and
among that group there is some difference in illiteracy rate between genders. For
example, in 2015 it was recorded that among those 15 years and older, there was
31.823 male and 115.128 female.1293 Interestingly, the female population is more
represented in both school enrollment as well as illiteracy levels, and the overall
literacy rate among adult female in Serbia stands at 96.99%.
With regard to computer and Internet literacy, age and gender have a significant
impact on access. When the first time census first collected data on computer
literacy in 2011, it was reported that 34% of Serbian population was computer
literate. According to the Serbian Statistical Office, youth are more likely to use
computers and Internet compared to the elderly, while men are more likely to use
computers and the Internet compared to women.1294 In the graphs below, the
gender and age gap regarding computer and Internet usage is clear.

Penev, 2014.
UNSECO, 2015. Online. http://uis.unesco.org/en/country/RS
1290
European Commission, 2012.
1291
Statistical Office of the Republic of Serbia, Census of Population 2011.
1292
Statistical Office of the Republic of Serbia, 2016.
http://webrzs.stat.gov.rs/WebSite/repository/documents/00/02/35/16/LP12_336_srb.pdf
1293
UNESCO, 2015. Online. http://uis.unesco.org/en/country/RS
1294
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More recent research on computer literacy from 2014 shows a small shift in which
women in the 16 to 24 year old age group report using the Internet more than
men.1295 In older age groups, however, men nonetheless report using the Internet
at higher rates than women. One likely explanation as to why youth are more likely
to use computers and Internet is that they are exposed to technologies in school,
and may have more available time for acquiring new skills and knowledge
compared to older generations.
Another area in which gender gaps are observed in Serbia is around perceptions of
safety. In findings from 2010, visualized in the graph below, women generally
reported feeling less safe than men when asked about walking along in their
neighborhood.1296 This is interesting information considering that assessing personal
security and safety is an important segment of this research study. While this
report does not elaborate on individual or community differences regarding security
and safety, the findings nonetheless point to a clear gender gap.
Lastly, currently in Serbia, as elsewhere in Europe there is relatively large transient
population of refugees from Syria, other part of Middle East, Iraq, Afghanistan and
other parts of the world. However, due to the scope and focus of this research a
security evaluation related to them will not be included in this research study but it
should be mentioned as a potentially related factor of insecurity.

Community
As revealed in a multi-year research study on poverty in Serbia done by
Mijatović,1297 in 2014 as in the previous years there are instances of absolute
poverty in Serbia. That means that in Serbia there are still a number of people who
are not able to meet basic needs such as food, clothing or shelter. The poverty line
for 2014 was set to be at 11,340 RSD per month (approximately $96.74 USD).1298
The population living below the national poverty line in Serbia stood at 8.9% in
2014. Individuals living below the poverty line in 2014 saw a small increase as
compared to 2013, which amounted to additional 18,000 people living below the
national poverty lines.
The report also points out that children experience poverty in higher numbers than
adults, with 12% of children living below the poverty line, as compared to 8.9% of
the overall population. In relation to poverty and gender the study did not find
difference between genders, however it was noted that this equality does not
necessarily reflect equality in earning potentials. Vulnerability to poverty is
reportedly highest for children, members of large households, the unemployed,
Statistical Office of the Republic of Serbia, 2014. Man and Women in Republic of Serbia.
http://webrzs.stat.gov.rs/WebSite/repository/documents/00/01/61/14/ZiM_engleski_web.pdf
1296
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inactive (excluding pensioners) or unskilled workers, and for those living in eastern
or southeastern Serbia.” 1299 The report also states that levels of poverty and income
generation are fairly volatile and may change following events like natural
disasters, seen in the case of flooding in 2013, or decreases in national real GDP,
thus lowering national earning potential and spending.1300
For the purposes of the ICT4COP research, two target communities chosen in the
Republic of Serbia were Belgrade and Novi Bečej, urban and rural sites respectively.
Belgrade is an example of a modern, urban, political and commercial center in
Serbia. As the capital city of the Republic of Serbia, it is the largest city with an
estimated population of over 1.6 million people.1301 The city is a transportation hub,
an education and political center, and has Serbia’s most developed economy. It is
divided between 17 municipalities, where the largest municipality of Novi Beograd
has over 214,000 residents, and the smallest Sopot just above 20,000 residents.
The largest minorities are: Hungarians, Roma, Yugoslavs, Croats, and
Montenegrins.1302
The city of Belgrade had 77.000 thousand people included in the total number of
those people living below the national poverty lines. The same number was not
provided for Novi Bečej.1303
The second research site, Novi Bečej, is located on the banks of river Tisa in the
Autonomous Province of Vojvodina with a multiethnic population slightly over
13,000.1304 The majority of residents are Serbian (58.92%), followed by Hungarians
(24.44%), Roma (4.64%), and others (12%).1305 Along with Novi Bečej, the
municipality is comprised of three additional smaller residential areas (Bocar, Novo
Milosevo and Kumane). The population is mainly involved in agriculture, as well as
the footwear industry and construction manufacturing. In addition to being rural
and multiethnic, Novi Bečej was also selected as a research site because of its
selection in 2003 as one of four municipalities where the Serbian government
implemented a community policing pilot project, becoming the first multiethnic
rural community to participate in the pilot.
In both designated research communities there are registered instances of
illiteracy, albeit very small percentages. In the case of Novi Bečej, there were 124
illiterate female residents in total opposed to 58 male in total according to 2011
Mijatović, 2014. http://socijalnoukljucivanje.gov.rs/wp-content/uploads/2014/09/Poverty-in-Serbia-20112012-and-2013.pdf
1300
Ibid.
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Statistical Office of the Republic of Serbia, 2011 Census of Population.
http://popis2011.stat.rs/?page_id=2162&lang=lat
1302
Statistical Office of the Republic of Serbia, 2011 Census of Population.
http://pod2.stat.gov.rs/ObjavljenePublikacije/Popis2011/Nacionalna%20pripadnost-Ethnicity.pdf
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Census. The both groups of illiterate residents make 1.19% of the total population.
On the flip side, there were 352 female residents with higher education compared
to 258 males.1306 In Belgrade, that rate stood at 7.931 illiterate female residents
opposed to 2.241 male in total (or combined 0.62% of the total population) and
compared to 144,155 female residents with higher education opposed to 122,814
males in total.1307

Market Environment
As Serbia has enjoyed relative peace and democratic progress following the
removal of President Milosevic in 2000, the country has adopted market reforms,
trade liberalization, enterprise restructuring, and privatization. Nonetheless, a
number of large enterprises remain state-owned. Since the democratic changes in
2000 and 2008, Serbia has enjoyed healthy economic growth. For example, in 2005
Serbia’s annual GDP growth rate was 5.5%. However, after the 2008 global
recession, that rate dropped to 0.6% in 2010 and even further to -1.8% in
2014.1308 On a more positive note, according to the International Monetary Fund,
the Serbian economy is forecast to grow around 2.8% in 2017.1309 Although the
economy is showing small signs of recovery, the unemployment rate in Serbia is
still very high and stands around 20%, particularly among the younger population,
where over 44% are unemployed.1310
Despite economic difficulties, according to a study on information communications
technology (ICT) usage in the Republic of Serbia, there has been a gradual increase
in the usage of ICT in private households. 1311 In 2015, the use of TV stood at
99.3%, mobile telephones at 90.3%, cable TV at 53.6%, personal computers at
64.4%, laptops at 39% and Internet at 63.8%. Those numbers show significant
increases as compared to the usage measured in 2009. For example, use of
personal computers at home was at 47% in 2009 and use of Internet at home
stood at 37%, demonstrating respective increases of 17.4% and 27%.1312

Mobile Phones
Currently, three operators offer mobile telephone service in Serbia. The first is
Mobilna Telefonija Srbije (MTS), in which majority stake ownership is held by the
government of Serbia. Second is Telenor, fully owned by Telenor A/S, a Danish
corporation, since 2006. Third is Vip mobile, owned by Mobilkom CEE
Retrieved from
http://pod2.stat.gov.rs/ObjavljenePublikacije/Popis2011/Skolska%20sprema,%20pismenost%20i%20kompjutersk
a%20pismenost-Educational%20attainment,%20literacy%20and%20computer%20literacy%20.pdf
1307
Ibid.
1308
United Nations Data-Statistics Division. World Statistics Pocketbook, web site country profile.
http://data.un.org/CountryProfile.aspx?crName=Serbia#Social
1309
International Monetary Fund, 2016 http://www.imf.org/external/pubs/ft/weo/2016/02/pdf/text.pdf
1310
United Nations Development Programme, web site country profile.
http://www.rs.undp.org/content/serbia/en/home/countryinfo.html
1311
Statistical Office of the Republic of Serbia, 2015.
http://pod2.stat.gov.rs/ObjavljenePublikacije/G2015/pdf/G20156007.pdf
1312
Kovacević et al., 2015.
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Beteiligungsverwaltung GmbH, an Austrian corporation, since 2006.1313 Overall,
GSM and UMTS territorial coverage and particularly population coverage is at a very
good level (87% and up for territorial coverage and 99% and up for population
coverage) for all three mobile phone operators. However, LTE coverage, both
territorial and by population have much more room to grow (9% and less for
territorial coverage and between 6.47% to 56.74% for population coverage).
According to a Regulatory Agency for Electronic Communications and Postal
Services (RATEL) report,1314 in 2014 there were 9,344,977 mobile phone subscribers
in Serbia.1315 The number of mobile phone users registered in 2014 was in fact
higher than the number of citizens, with a penetration rate of 130%, indicating that
some people own multiple SIM cards. Overall, the mobile telephony sector had an
annual revenue of 902 million Euros in 2015, showing an annual increase of 6.5%
compared to 2014, even in spite of a 2% decrease in the overall number of mobile
phone users.1316 This growth was coming out of the increase of total outgoing mobile
phone traffic, which stood at 15.11 billion minutes. Compared with previous year
that increase in outgoing mobile phone traffic was 1.7%. Additionally, increase in
revenue was followed with investment in this sector, which was 67% greater than
previous year. Interestingly, despite the positive annual revenue posted by mobile
networks, the outgoing SMS traffic, or total number of text messages sent, dropped
by 15.5% compared with 2014. RATEL reports that the mobile telephony companies
expected this dynamic given the average growth rate of data traffic and over-thetop (OTT) services stood at 45%.1317
Considering that smartphone penetration in Serbia was reported at around 35% in
December of 2014,1318 it is reasonable to expect that overall SMS traffic will
gradually decrease as the use of data and other related services increases. This
expectation is bolstered by findings from Telenor’s 2014 market research survey,
which recorded customer usage patterns for Internet based services such as Viber,
Skype, or WhatsApp. According to the survey, “approximately 80% of mobile
Internet users are using at least one of these services, which is around 30% of all
mobile customers.”1319
During 2015, the total number of postpaid users, relying on a monthly invoice
based on usage, and prepaid users, relying on an upfront preset usage plan, was
almost identical (50.4% postpaid and 49.6% prepaid) with observed constant
increase of postpaid users.1320 An average prepaid mobile phone subscriber paid
Regulatory Agency for Electronic Communications and Postal Services (RATEL), 2015.
http://ratel.rs/upload/documents/Pregled_trzista/rate-pregled-trzista-za-2014-ENGLESKI-web.pdf
1314
Ibid.
1315
Ibid.
1316
Regulatory Agency for Electronic Communications and Postal Services (RATEL), 2016.
http://www.ratel.rs/upload/documents/Pregled_trzista/RATEL_Annual_Report_2015_eng.pdf
1317
Ibid.
1318
Gargen, 2014. http://bif.rs/2014/12/serbian-telecom-market-overview-of-current-status-and-future-trends/
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334.43 RSD ($2.85 USD)1321 or 0.75% of their monthly salary.1322 On the other hand,
postpaid subscribers paid 1,297.01 RSD ($11.06 USD) or 2.92% of their monthly
salary.1323 An average price for outgoing calls in 2014 was 0.07 Euro per minute for
MTS and Vip mobile phone providers and 0.08 Euro per minute for Telenor. This
represents a significant decrease in price per outgoing calls compared with 2003,
when the same minute of use was priced at 0.52 Euro per minute for MTS
subscribers and 0.36 Euro per minute for Telenor.1324
On a separate note, according to a report done by Click Attack Q2 in 2013, the
preferred mobile operating system in Serbia by far is Android, capturing 66% of the
market while iOS is in second place with 17%.1325 Furthermore, the same report
states that compared to other countries in the region, Serbian mobile phone users
prefer the Android operating system over iOS.1326 In the case of the Windows
operating system, similarly to other countries in the region, the share in Serbia
stands at less than 1%.1327 As far as devices, the preferred manufacturer of a mobile
device is Samsung. They hold the first place with almost 25% of the market share
followed by Apple with 17%.1328
A critical analysis1329 of the mobile telephony sector done by authors Trifunović and
Mitrović posits that the mobile telephony sector has reached the point of “stable
equilibrium” with an estimated cap of 10 million subscribers. Although there are
only three-licensed mobile phone operators currently operating in Serbia, experts
do not expect new companies to enter the market, as “the market has reached
stable equilibrium,” according to Trifunović and Mitrović. Thus, a “fourth license
would be of low value and bearing in mind the strong network externalities effect in
this market, the newcomer would be faced with immense challenge to reach critical
mass of users.”1330 Additionally, one can speculate that issuing additional license
would potentially lower the current market share value of MTS, as the company’s
majority shares are held by the government, in the case that Serbian government
will deicide to reduce or sell off their ownership in the company.
When it comes to public fixed telecommunications, Telekom Serbia is the biggest
and still the most important active operator of the fixed telecommunications
network. In addition to Serbian market they are present also in Montenegro and
Republika Srpska, BiH. Since April 2014, the market is fully liberalized with addition

At the time of writing the Desk Review Report, $1 was equal to 117.19 RSD.
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of other operators like: Telenor, Ltd., Orion Telekom Ltd., Belgrade (formerly Media
Works) and 14 others.1331

ICT
The development of broadband access market and Internet usage is particularly
significant and, measured by the ICT Development Index (IDI), Serbia was ranked
51st spot of countries in both 2015 and 2016, based on the ITU data.1332 Since
2009, the ICT Development Index (IDI) is used as a global monitor for comparative
developments in information and communication technology (ICT) between
countries and over time.1333
Regarding access to the Internet, as reported by RATEL in 2015 and mentioned
previously in the Market environment section, that level stands at overall 63.8%
compared to 36% who don’t have it. Out of those who have Internet access in
Serbia, the majority of them use fixed broadband (89.2%), while 18.7% of people
use mobile broadband and less than 1% reported using dial-up. Furthermore,
according to the data provided by 142 Internet Service Providers (ISPs), there were
nearly 1.6 million subscribers in Serbia.1334 According to the same report “a majority
of subscribers are using some type of cable technology (digital subscriber linesxDSL1335, cable modem, fiber/optic network, etc.), followed by those using mobile
networks and, finally, the users using Wi-Fi and Fixed Wireless Access (FWA).”1336
Overall, the Internet market in Serbia has enjoyed a healthy increase in its
subscriber base as well as revenues. Between 2014 and 2015, total revenues grew
by 8.2%, approximately 21.7 billion RSD ($231.501.517 USD at current rate).1337 In
December 2013, there were 221 Internet service providers (ISPs) registered in
Serbia.1338
According to the available data, 82% of wired broadband users are using Internet
packages at bitrate of 10 megabits per second Mbit/s1339 or higher, whereas only
18% of the subscribers use packages that provide less than 10 Mbit/s. For
residential users the average monthly cost for this package was 1481.83 RSD 1340
($12.69 USD at current rate) in 2015. To remind, in the third quarter of 2016, the

Regulatory Agency for Electronic Communications and Postal Services (RATEL), 2014.
ITU is the United Nations specialized agency for information and communication technologies.
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To find more about the ICT Development Index (IDI) follow the link http://www.itu.int/en/ITUD/Statistics/Pages/publications/mis2015/methodology.aspx
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This number reflects subscribers that use a special modem and not all subscribers that access the Internet via
mobile phone.
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average available monthly budget per household in the Republic of Serbia was
60.011 RSD ($514.54 USD at current rate). 1341
The highest household Internet penetration is in the district of Belgrade with
91.92% and lowest in the district of Toplica, in southern Serbia, with only 38.31%.
In terms of larger cities, Novi Sad has the highest household penetration with
93.89%, followed by Belgrade with 91.92%, and Nis with 74.96%. Below is the
RATEL map of Internet penetration rates by districts in Serbia for 2015. Interesting
fact is that majority of youth population (16-24 years) in Serbia uses the Internet
and 95.6% of them using some social networks such as Facebook, Twitter and
others.1342 These numbers are impressive and are promising bright future of growing
role of ICT in Serbian society.1343

Physical Infrastructure
Serbia has been historically well positioned as a transportation hub due to its
geographical location, connecting the Middle East and Western Europe with two
international airports, 11 river ports, and a well established road network. Serbia
has a 40,845-kilometer long road system, out of which 415.7 km are highways and
246.5 km are semi-highways with toll collection.1344 Additionally, Serbia has good
connections via rail systems with Europe, although this system has been
underinvested in the last 20 years. This physical infrastructure has also lent to
widespread electrification and servicing for households, and households with
electricity nears 100%. Bolstered by overall well developed infrastructure;
electrification is also a very important prerequisite for good access to ICTs. Without
power or reliable source of power, use of devices such as personal computers or
mobile phones can limited and expensive. Additionally, existence of good road
systems is a valuable factor when it comes to servicing communications systems or
mobile telephone base stations as well as performing regular maintenance.

Political Environment
As of 2000, Serbia has slowly progressed into a more democratic, open, and
transparent society, particularly as compared to the state of affairs under former
President Slobodan Milosevic in the 1990s. This progress has seen its struggles,
with the assassination of former Prime Minister Zoran Djnidjić in 2003, which
greatly challenged the emerging democratic society. The country is currently led by
the Serbian Progressive Party with Prime Minister Aleksandar Vučić. Despite having
the word “progressive” in its name, it is worth noting that the current ruling party is
a splinter fraction of the controversial Radical Party led by Vojislav Šešelj, an
Statistical Office of the Republic of Serbia, 2016.
http://webrzs.stat.gov.rs/WebSite/repository/documents/00/02/35/16/LP12_336_srb.pdf
1342
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ultranationalist who was recently acquitted of charges of war crimes and crimes
against humanity at the Hague War Crime Tribunal.1345
Continuing with furthering political reforms, Serbia was formally declared as a
candidate for European Union (EU) accession in 2012. In December 2015, Serbia
started the process of opening the first two policy chapters of the accession
negotiations with the EU. These dynamics are very positive incentives for Serbian
political regime and a push factor to follow proposed EU reform’s recommendations.
In addition to the role of the EU vis-à-vis political and economic dynamics in Serbia
and overall in the region, one cannot omit the strategic influence of Russia. Serbia
has strong historic, cultural, religious, political and economic ties to Russia as well.
Despite sometimes polarizing impact on Serbian political establishment with
opposing interests of these two important political actors (EU path calling for
strengthening of rule of law, democratization of society and institutions,
transparency of government work, standardization and compliance with EU rules
and regulations, open borders etc. oppose to Russian autocratic model, adversarial
and less open society, strengthening of national interest etc.) Serbia is still
managing to balance well between two of them and keep both parties relatively
content.
Overall, the current security environment in Serbia seems to present a low risk for
any major conflicts or violence. The Ministry of Interior is the main body in charged
for maintenance of order, along with Serbian Armed Forces. Another aspect of
organized security in Serbia is the private security sector. According to researchers
from BCSP, there are around 300 private security companies that employ up to 50
thousand people.1346
Perhaps where Serbia is facing potentially the most critical political problems are
unresolved territorial, economic, legal and political issues with Kosovo. Serbian
refusal to recognize Kosovo as an independent country often times presents a
stumbling blocks with the EU negotiations process or on the bilateral level with
some EU members. Continuing presence of Serbian ethnic minority living in Kosovo
in future could be a potential trigger for isolated violence and regional instability.
Also, in future Serbia could have a potential security issues with Bosnia and
Herzegovina (BiH). Primarily due to its close relationship with Republika Srpska,
which is one of two main constitutional and legal entities of Federation of BiH.
Republika Srpska often times challenges current structure of the Federation, which
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is based on dysfunctional model of the Dayton Peace Accord by raising an issues for
their right to secede from the Federation.

Data Protection and Privacy
Given the research focus on the use of ICT and community policing, it is critical to
consider how secure and safe is to use these technologies in Serbia and how people
generally feel about data protection, privacy and surveillance. However, very few
studies have been conducted on the topic of privacy, data security and surveillance
in Serbia. According to one such available research study conducted in 2012,1347
one can see that there are the three categories of people in Serbia: 1. Citizens
concerned about data and privacy protection, 2. Pro-surveillance oriented citizens
and 3. Citizens concerned about being surveilled. It appears that younger people
fall into the group 1 and older into the group 3. Those subjects from the 1 group
reported that they “were concerned with the personal information stored on
computers, which might be misused. They are bothered by the fact that personal
information might be shared and used for marketing purposes, and would
immediately report any misuse of their personal data.” The research study finds
also that people in Serbia support “nothing to hide” argument when expressing
their views in favor of more surveillance cameras as an effective tool to prevent
crime.
In some instances, Serbian Government applies the special measures for covert
data collection in effort to protect national security and in fight against crime as
well as the historic legacy of secret service (nothing unique or strictly reserved for
Serbia). In Serbia, three government agencies can apply special measures: The
Security-Information Agency (BIA), The Military Security Agency (VBA), and The
Military Intelligence Agency (VOA)1348. () Separately, there is segment of data
collection that is generated via private sector that can be used in commercial
purposes but also it can be used for government purposes too, if requested.
Particularly such data can be generated through surveillance of phones and
electronic communications. Such special measures have to be approved through the
court system.1349
Data protection in Serbia is governed by The Law on Personal Data Protection 2008
(Zakon o zaštiti podataka o ličnosti)1350, which defines how data is ought to be
collected and used. This law is not in full alliance with European Data Protection
Directive 95/46/EC1351 but since Serbia is still not member of EU they are not
obligated to do that.

Budak, Rajić and Rajh, 2012, P.15.
Petrović et al., 2015.
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Overall, there is little publicly accessible data on covert special measures in Serbia
against its citizens. Moreover, Serbian government is very much apprehensive
about transparency on that topic. For example, the Youth Initiative for Human
Rights (YIHR) a non-profit organization from Belgrade requested information about
the number of cases of electronic surveillance in 2005 from the SecurityInformation Agency (BIA). 1352 Although such information is considered of high
public interest and should be provided following an appropriate request, the BIA still
did not grant YHIR’s request. After that, YIHR started a legal action against BIA and
the case went all the way to the Serbian Supreme Court. YIHR was successful and
won the case but the BIA refused to follow the court’s ruling and did not release the
requested information. After that, in 2006 YIHR filled their case to the European
Court of Human Rights. They had to wait until 2013 for the court’s decision, which
was ultimately in their favor. Serbian government was ordered by the court to
produce the answer to YIHR’s request. The same year, BIA granted the request and
reviled that the number of electronically surveilled people in 2004 was 3021353. This
case alone shows how apprehensive Serbian government is about sharing this kind
of information with public or with research community.

Community Policing and Literature Review
Although the concept of community policing in Serbia was developed in 2000, the
Serbian government did not demonstrate an interest in incorporating this approach
in its policing practices. Rather, promoting this concept was mainly left to
international organizations and foreign governments. Since that time, the
Government of Serbia slowly began adopting transitional change from the
traditional approach of reactive policing into more a problem oriented community
policing,1354 including workshops, projects, actions and pilots focused on community
policing.1355
In 2002, the Ministry of Interior (MOI) carried out a short-lived project related to
community policing in 12 local communities with partial results and with no
particular follow up. The project was envisioned to have two phases, however the
second portion of this project never took its place.1356 In 2003 the MOI, with
assistance from the UK Department for International Development (DFID) have
implemented the first community policing pilot programs in four different local
municipalities (one location that is important for this research study was Novi Bečej
and other one was Zvezdara municipality in Belgrade).1357 An academic paper
analyzed the pilot project in Novi Bečej (specifically the attitudes of local police
Serbian version only. Online. https://www.ceas-serbia.org/images/130626-YIHREvropski_sud_za_ljudska_prava_nalo%C5%BEio_Bezbedonosnoinformativnoj_agenciji_da_dostavi_podatke_o_broju_prislu%C5%A1kivanih_osoba.pdf
1353
Ibid.
1354
Monk, 2001; Slayter 2001, Ryan 2005.
1355
See for more at BCSP report, 2014, p9.
1356
Litavski, Kostić, and Djordjević, 2013.
1357
Spasić, Djurić and Kesetović, 2013.
1352
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officers participating in this project) and found that the decision process was
narrowly controlled by few top police officers and that there is generally a need for
decentralized decision making process as well as increased budget. Also, local
police officers felt that community policing concept was “forced from the outside”
and “an order”1358 placed on them. Furthermore, they felt that community policing is
“less efficient than the traditional manner of policing” and that they were “neither
sufficiently motivated nor rewarded for successful activities.” Unfortunately, SIMLab
researcher was not able to find any information about possible crime reduction or
any other indicators of how successful or unsuccessful this pilot project was.
After the first draft of strategic plan for community policing was done in 2007 and
after a long wait, in 2013 the Government of Serbia adopted the Strategy for
Community Policing and the Action Plan in 2015. However, it appears to be a slow
mowing process and with very few concrete results despite even having an
incentive from Kingdom of Norway who offered financial support for the
implementation of the strategic plan.1359 Clearly this initiative is still work in
progress in Serbia and the research on community policing is indeed timely crafted
and have potential to assist with future directions and the concept implantation
directions.
As one of actionable outcomes of the community policing implementations efforts in
Republic of Serbia is establishment of municipal Safety Councils. The principal roll
of these councils is to serve as a partnership link between municipal selfgovernment, police and citizens and with the goal of crime reduction and improving
local safety.1360
Since 2002 when one of the first municipal Safety Councils was formed, more than
100 such councils were created. They are supposed to support the concept of
community policing however “many of the councils have not convened in years, and
even those that have had meetings are not empowered enough to be able to
function in practice.”1361 Such case is also in the Novi Bečej, where local safety
council has seized with its operations after the latest election, which took place in
summer of 2016.
In order to assist and facilitates Serbian local municipalities to form a Municipal
Safety Councils in 2015, the OSCE Mission to Serbia, the Interior Ministry and the
Standing Conference of Towns and Municipalities developed a standards for a
Municipal Safety Council model and produced the handbook that outlines all aspects
of the Municipal Safety Councils1362. This handbook can be used as a blue print and

1358
1359
1360
1361
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Ibid.
Djordjević and Radovanović, 2014, p.15.
Ibid.
Spasić, Djurić and Kesetović, 2013, p.15.
The handbook can be downloaded at http://www.osce.org/serbia/217001. Serbian version only.
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knowhow tool for creating such councils in places where perhaps a smaller
municipality is lacking appropriate staff or funds.
The community policing concept is still in its relative infancy in Serbia despite being
ushered some 16 years ago. One possible explanation why adoption and
implementation process is so slow was offered by the report done by Belgrade
Center for Security Policy (BCSP) in 2014. Among other reasons authors of this
report state that crime prevention is hard to measure and often times it is a longterm process where “the benefits of prevention will be reaped by the next
government.” Therefore, it takes a strong political will and forward thinking to
invest in crime reduction concept like this one without expectations to be able to
cash in some political points in the future. Secondly, the report states that in order
to have a meaningful functionality on the local municipal level, police and judicial
prosecution need to have grater level of independence from its base in Belgrade.1363
The current chain of command that goes from the top to the bottom and its
centralize in nature was singled out as the most problematic part in meaningful
implementation of community policing concept and overall slowing factor of their
work and effectiveness. With this firm centralized approach, the government is
showing mistrust in its institutions on the local level and need for a complete
control.

Implementing Environment
The overall purpose of this section is to introduce SIMLab audience with some
examples of past projects related to post-conflict and security projects and current
organizations that could be potential partnering bodies if Serbia is choose to be one
of two pilot sites based on their work engagements, interests and capacities related
to this project.
Since 2000, a number of projects related to empowering local community
development and improving personal safety have emerged in Serbia, with the help
of international funding. Several examples are included here to evidence how postconflict and security has been addressed recently at the local level, and to offer a
foundation for how a potential pilot project could eventually be integrated. That
being said, it should be noted that these projects were not necessarily including ICT
in their project goals as main objective but rather they were addressing issues
related to post-conflict transition, peace building, emergency planning and
responding, security, etc.
For example, in 2006, USAID funded a project called the Contingency Planning and
Economic Security Program (SCOPES). 1364 It targeted municipalities in southern
1363
1364

Djordjević and Radovanović, 2014, p.9.
Retrieved from http://www.globalcommunities.org/node/21514
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Serbia with two goals: 1) emergency planning and responding and 2) mitigation of
inter-community conflicts in vulnerable areas. As a result of the training, during the
floods in 2007 “those municipalities that had been working with the program over
the past year and attending its preparedness and planning trainings displayed
better communication and more effective responses than those municipalities that
had not.” Secondly, the government of Japan funded the project related to
emergency responding and gander equality in emergency management and
planning in 20151365. This project aims to improve gender equality and include
female perspective in crisis emergency management. Thirdly, between 2000-2007
Community Revitalization through Democratic Action (CRDA), CHF International,
and USAID assisted Serbia in its transition to a democratic society following the
turbulence of the 1990s. CRDA facilitated economic revitalization through
community mobilization and civic participation in 32 municipalities throughout
Serbia.1366 Lastly, there were couple of projects focused on assisting Roma
population such as the EU funded project “Let’s Build A Home Together” in
Belgrade1367 or the European PROGRES development program, that contributes to
the improvement of the position of Roma communities in 34 municipalities in the
South East and South West Serbia.1368
Separately from that specific-goal oriented and short-term types of projects there
are number of organization that work with risk population (ethnic minorities, LGBT,
homeless etc.), women, children etc. on a long-term base. Some of them among
other things utilize SOS telephone lines for assisting and communicating with their
clients. Two organizations among many others are ASTRA and Association of Roma
Novi Bečej that SIMLab have decided to meet with and interview their members
during the field research.
On the research side, the Belgrade Center for Security Policy has shown great
acumen and ability to produce excellent analytical and research work related to the
community policing and SIMLab have meet with them too.
The ASTRA is a nonprofit organization, based in Belgrade and their work is
“dedicated to the eradication of all forms of trafficking in human beings, especially
in women and children.”1369 Since 2002, they also run SOS hot line and victims
assistance program. This is well established and recognized organization in Serbia
and the region.

Serbian version only. Online.
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1366
Retrieved from http://www.globalcommunities.org/node/21051
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The Association of Roma Novi Bečej is non-for profit organizations, based in Novi
Bečej .1370 They are a feminist organization run by ethnic minority Roma women,
formed in 1999 and their work is focused on ethnic minority empowerment,
activism, education, violence reduction and provision of specialized services to
minority women in Vojvodina. They have specialized SOS phone line geared for
ethnic minorities and are servicing Roma, Hungarian and Rumanian languages in
addition to Serbian.
Lastly, the Belgrade Center for Security Policy (BCSP)1371 is according to their web
site description “an independent think-tank founded in 1997 and dedicated to
advancing security of the citizens and society on the basis of democratic principles
and respect for human rights.” They are primarily engaged in research, education
and advocacy. The BCSP have published numerous reports related to CoP and are
often invited guest in different academic, government and media sponsored events.

Concluding Remarks

After finishing reading this desk review one cannot overlook the fact that Republic
of Serbia has its challenges and potentials ahead of itself when it comes to the five
key lines of inquiry that have governed this research. Moreover, meaningful and
workable implementation of the concept of community policing is needed in Serbia.
On the positive note, favorable foundations for community policing and to some
level past experience of community policing already exist. Additionally, it is noted
that international community was and still is interested in assisting and facilitating
development of community policing in Serbia.
During the desk review research, SIMLab researcher was not able to find any
previous or ongoing projects or action plans related to community policing and the
role of ICT. That being said, there is a great potential for finding the way to do that
and incorporate ICT in creation of two way communication between Serbian police
and citizens considering that at this moment such communication is absent,
establish safer way for citizens to report crime, create better emergency alert
system and be more efficient in informing general public. For example, the case of
special SMS “crime stopper” mobile telephone line for a Deaf people and Hard of
hearing people in city of Nis is a good example of how innovative approach and
incorporation of ICT can benefit citizens and local police1372. The basic features of
this service are geared for reporting crime and communication with police via
mobile telephone SMS messaging. It is estimated that this line can assist up to
3,500 people affected by this condition in the City of Nis and surrounding
municipalities. As in this case and overall, an idea of crime prevention behind
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community policing is ought to provide greater safety to intended end users if there
are ways of utilizing ICT in CoP concept.
Guided by the results of the desk research and analysis, the SIMLab field research
trip will yield better results and provide informed knowledge base for quality
conversation with key informants and other research subjects during the scheduled
field research trip. While in the field, SIMLab will seek feedback from research
subjects regarding their experience with police and local government, the way they
communicate and access information, how they use mobile telephones, Internet
and personal computers. Furthermore, SIMLab will explore with research subjects
their experience with COP approach (particularly in Novi Bečej) and how they see
this policing concept. Likewise, it will be also important to gain understanding about
their experience regarding personal and community security and share their
narratives about that. Lastly, during a conversation with KIs it will be interesting to
probe for reasons why CoP concept is slow mowing process in Serbia and what is
current status of CoP in their opinion.
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